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In an era of increasing digital
complexity and heightened public
scrutiny, responding to Freedom of
Information Act (FOIA) and legal
discovery requests is no longer just
"finding a paper file." It requires a
seamless partnership between
administrative leadership, legal
counsel, and IT departments.
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Todays Reality

We started with deskiops, then The “Fishing Expedition” vs Specific
laptops, then 1:1, we virtualized Requests

servers, moved fo the cloud, and now
we store data everywhere!

Public Scrutiny and politicization of
public records.

Standardize data storage. Google
Drive, M365, LMS Platforms, efc.
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3 legged-stool of legal compliance

Role Responsibility Potential Blindspot
Administration Policy, timeline Doesn't know where the
management, and public data physically lives.

facing communication.

Legal Counsel Reviewing exemptions, Doesn't know how to extract
redacting PII/FERPA, and the data efficiently.
statutory timelines.

IT Department Technical search, Doesn't know the legal
preservation, and data nuances of what
exporting. should/shouldn't be

released.

True Compliance requires Seamless Partnership



FOIA Basics

e Any record that constitutes the
performance or lack of
performance of an official
function

e Acknowledge Receipt

e Three business days to respond
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THE TECHNICAL BOTTLENECKS

The “Keyword”
Trap:

Ambiguous
search terms
that yield
50,000
irrelevant
emails

Hidden Data
Silos:

Texts on
personal
devices,
WhatsApp,
Slack, Google
Chat,
deleted-but-arc
hived local files

The Redaction
Nightmare:

Manually
blacking out all
sensitive data
on thousands of

pages
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The MAZE

n M: Manage and Track
E A: Assess and Clarify

B Z: Zero in on Records

n E: Exemption and Redaction
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Manage and Track

What happens when you receive the
dreaded FOIA Request?
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Hi Ms. Clay,

Pursuant to the Arkansas Freedom of Information Act, Ark. Code Ann. § 25-19-101 et seq., | respectfully request the
following public records:

1) All emails sent and received by Trent Jones between January 20, 2021, and February 20, 2021, including all
attachments.

2) All emails sent and received by Kelly Koons between December 4, 2020, and January 31, 2021, including all
attachments.

3)The attachment titled “statement from Jenkins” as originally submitted for review (prior to revisions), which was
attached to Kimberly Jenkins’ email dated January 27, 2021, at 11:11 a.m., with the subject “Re: my personal
statement.”




n

w FOIA Initial
Response

“We are in receipt of your FOIA
request. Any responsive documents
are in active use or storage and will
be provided to you by the end of the
day on [3 Business Days].”
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Assess and Clarify

The best way to reduce the amount of
work required is to discuss what the
requestor is really after.




Good morning! I've attached the personal statement attachment. As far as the emails, could you provide some
keywords or individuals the emails would be sent to/from to narrow the search? The initial query shows 3,000-4,000
emails each.

Thanks! To narrow the search, please revise the requests as follows:

1. Trent Jones: All emails sent or received by Trent Jones (To, CC, or BCC), including all attachments, from January 22,
2021, through February 10, 2021.

2. Kelly Koons: All emails sent or received by Kelly Koons (To, CC, or BCC), including all attachments, from January 22,
2021, through February 2, 2021.

Mr. Jones's emails returned about 2,500 results and Mr. Koons about 750. Please confirm that you would like us to
proceed or provide further narrowing information. Also, if you want anything related to -to not be redacted, I'll need
an updated verification that she is still a dependent filed on your tax return.



To: Paul Miller
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Call when you can. FOIA. .
New iMessage P&

Tue, Jul 14 at 9:50 AM
\J Z A JUC 3 o & o

3,904 emails just for Trent

To: Paul Miller
Ok. What about Koons

Same dates?

I'll check

Dec 4, 2020 to Jan 31, 2021.

Also need send and received. Is

that what you did for Trent? Dropped it to 2,592 for Trent
Yes

Oh boy. What about for Koons?
Koons is 3,166
Tue, Jul 14 at 12:39PM 753
She narrowed scope to Jan 22, . .
2021 through Feb 10, 2021 for Proceed with processing?

Trent and Jan 22, 2021 through

Feb 2, 2021 for Koons. How
many is that for each? m
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Zero in on Records

SUPPORTING DATA

Google Cloud Storage
Microsoft One Drive
Local file storage
Hard records

. . . INTEGRATION
Assimilating all the e et
. elngo e 10
data into a usable e e St
format for review. providing what the

requestor is after.



Data Retrieval Details

Verify all info: to ensure you are providing what is needed and not providing fuel for a future fire.
Dates, Users, and Specific Key-Words.

Stay organized: All of the information you are providing will have metadata associated with it.
The query used, the dates and time info was pulled, the individuals who conducted the
collection. All of this information can come into question.

Backup and Duplicate: Ensure the collected data is stored in a secure location that is redundant
or backed up. You are gathering data into a collection which can be a target and needs to be
protected.

Be Transparent: As this is a legal request you are not legally allowed to hide or remove
information that may be damaging to your organization from these requests. DO NOT SELF
FILTER.



PRODUCT ROADMAP

DATA COLLECTION AND PROCESSING

3
SysTools

o © Google Vault ﬂﬂ -

Query user, time/date, and
keywords in Google Vault

o SYSTOOLS PST Converter
Tool used to extract each

email info a single or
combined PDF

sysTools

PST Converter

PST VS MBOX Google Drive Storage
PST, Microsoft outlook Once files are exported I
MBOX, Google generic organize them into a shared

. folder that can only be
Google Drive accessed by the users who need
it
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Exemption and
Redaction

Before sharing data it needs to be
legally compliant to protect all
information and parties involved.




Selected Exemptions

Records protected under the Family Educational Rights
and Privacy Act (FERPA)

Home addresses, home phone numbers, cell phone
numbers and personal e-mail addresses of non-elected
school district employees

Personnel records that constitute a “clearly
unwarranted invasion of privacy”

Job evaluations unless conditions are met
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Data Sharing

Completing the request, or
closing the loop
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EXEMPTION &
ASSESS & CLARIFY REDACTION

Sorting and protecting

Fine tune request and
data

establish timeline

&

dh @ :

MANAGE & TRACK ZERO IN ON RECORDS

Data collection and

Initial FOIA Request
organization

MAZE SUMMARY
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Q&A

Any questions?



Thank You!





