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DIGITAL FORENSICS DEFINED

 The field of forensic science that is concerned with 
retrieving, storing and analyzing electronic data that 
can be useful in criminal investigations.  (NIST)

 Includes, but not limited to, computers, networks, 
cloud data and mobile devices

 Purpose is to uncover evidence for criminal or civil 
investigations

 It ensures evidence integrity and admissibility in 
court through strict, validated, and repeatable 
methods



ORGANIZATIONS OF 
NOTE

 International Association of 
Computer Investigative 
Specialists (IACIS)

 Scientific Working Group on 
Digital Evidence (SWGDE)

 National Institute of 
Standards and Technology 
(NIST)

 American Academy of 
Forensic Sciences (AAFS)



THE DIGITAL FORENSICS PROCESS

Request for 
Examination

Assessment Acquisition/Imaging Examination/Analysis Reporting



REQUEST FOR EXAMINATION

 Digital devices that 
have been seized with 
proper search authority 
are brought to the 
digital lab for analysis

 A “Request for 
Examination” form is 
completed by the 
investigator/detective

 This information assists 
with the assessment 
phase



ASSESSMENT

 Do we have proper search 
authority?

 What evidence devices 
were submitted?
 Computers, laptops, cell 

phones, USB devices, 
memory cards, cameras, 
etc.

 Are there additional sources 
of evidence? (Cloud, social 
media, call detail records, 
etc.)



ASSESSMENT

 What types of 
data/evidence are we 
looking for?

 What forensic tools are 
needed for acquisition 
and analysis?

 What is the priority order 
of the devices submitted 
to the lab?



ACQUISITION

 Digital examiners do not conduct examinations using the original 
device, as a general rule...this ensures data integrity.

 An acquisition of data contained on a mobile device is conducted and all 
analysis is performed on the acquired data.



IMAGING

 A forensic image is obtained for all hard 
drives, SSDs, USBs, memory cards, etc.

 A forensic image is a file or group of files 
that is a bit for bit copy of all the data 
contained on the device.
 This includes active data, partially overwritten 

data, and deleted data

 The forensic image is verified as a true 
and accurate copy by utilizing hash 
values
 It is recommended that multiple hashing 

algorithms are utilized to ensure a collision has 
not occurred.



EXAMINATION

 NIST defines examination as searching for data, recovering hidden/deleted files, and 
identifying relevant information using validated tools.



EXAMINATION

 While the forensic images and data 
acquisitions from digital 
devices contain most/all data contained on 
the device, examiners must ensure they 
are staying within the scope of the search 
authority.

 Important for investigators to include this 
information in the request forms for 
examiners.

 It is important to understand that the 
software generated reports, while detailed, 
only report the data and do not include 
explanations of the data and are not 
designed to stand on their own.















REPORTING

 NIST defines analysis as interpreting the data to 
determine its significance, such as timelines of 
activity or identifying owners.

 This is where the examiner creates a narrative, or 
examiner’s report, that explains in detail the data 
included in the software generated report files, 
including, but not limited to:
 Identity of Reporting Agency

 Case Number

 Identity of submitting person/case investigator

 Dates of receipt/request

 Detailed description of the evidence items

 Identity of the examiner

 Description of steps taken during examination process

 Results and conclusions



EXAMINER’S REPORT

 This report should explain how the data connects to the investigation and assists in proving the 
elements of the crime.

 This report often cannot place anyone “at the keyboard,” but efforts should be made to identify 
ownership of the device.

 This report should be written in a way that non-technical people (judges, attorneys, investigators, 
and jury members) can understand.

 Should only contain information the data can support, no opinions or unsubstantiated 
conclusions





QUESTIONS?
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