
●​ Wiping 
○​ Normal way of putting a machine into dfu mode sucks. 
○​ Macdvm tool, faster and easier 

■​ https://github.com/AsahiLinux/macvdmtool 
■​ Has to be compiled with xcode and development 
■​ Can be used in scripts 

○​ Apple configurator 
■​ Easiest to wipe multiple and update and solve problems. 

○​ DEMO 
■​ Put a machine into dfu mode with macvdm tool 
■​ Use apple configurator to wipe the machine 

●​ Classlink SSO 
○​ Platform SSO 

■​ Device itself becomes the authenticator 
■​ Provides secure tokens to the IdP enabling seamless authentication 

between web and native applications. 
■​ https://trusted.jamf.com/docs/platform-sso-for-macos 

○​ Identity providers that support Platform SSO 
■​ Microsoft Entra Id 
■​ Okta 
■​ ClassLink 

○​ ClassLink > Microsoft 
■​ ClassLink has an implementation of simplified setup (mostly touchless) 

■​ Simplified setup allows you to register with your IdP during the 
setup assistant. 

■​ ClassLink has an implementation for Password Authenticated Guest 
Mode 

■​ Working on Quick card authentication method (Works with Mac os 27) 
○​ Classlink SSO 

■​ MDM is required (Jamf works for sure) 
■​ ClassLink needs to be able to authenticate with Active Directory for now 
■​ Supports 

■​ Secure enclave Authentication 
■​ Password Authentication Mode (Password Sync) 
■​ Authenticated Guest mode 

■​ Cool because it creates accounts on the fly 
■​ Files are maintained for up to 8 hours. 

○​ Requirements and setup, ClassLink will provide these things 
■​ ClassLink SSO Package 
■​ Configuration profile 
■​ Pre-stage enrollment 

○​ DEMO 
■​ Password Authenticated Guest Mode 

https://github.com/AsahiLinux/macvdmtool
https://trusted.jamf.com/docs/platform-sso-for-macos


 


