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Speaker Biography
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- Name: Naoto Yamaguchi
« Doctor of Informatics
- Working in AISIN CORPORATION. for 15+ years.
- Embedded Software Engineer since 2007,
« Linux and OSS for automotive development (2011 ~)

- My experience of Open-Source Community
- Join to AGL (2014~)
- Instrument Cluster Expert Gr. (2019 ~)
- AGL Steering Committee/Board member (2020 ~ )
- SoDeV Development (2025 ~)
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- SoDeV Review
- Sharing for SoDeV architecture.

- Existing work for AGL System
- Sharing for safety for telltale feature.

- Consideration for Telltale on SoDeV
- SoDeV design and discussion
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SoDeV Review
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Hardware Decoupling Layer
Hardware

Hardware

- Vehicle physical system migrates from the ultra-complex distributed system to the simple
integrated system.

- Hardware decoupling is the most important thing. Reduce complexity, use the same software,
easy to upgrade and more.



Hardware decupling Layer : VirtlO
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- AGL focuses on achieving hardware decoupling.
Driver Domain Guest Domains

| I

« Our proposal 1s -
« 'VirtlO is a common and generic hardware interface in Virtio Backend
automotive systems’.

- Keypoints:

- VirtlO is a standardized interface for efficient I/O (input/output)
in virtualized environments.

« It makes fast communication between the Guest VM and host.

« The guest sends requests to the host through virtio instead of
using real devices.

- It's an open standard. Some open-source software supported it.
« Linux Kernel, Xen, KVM, etc...

Hardware

- It achieves software reusability between automotive
systems.



SoDeV Development Scope
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- SoDeV covers wide functional domain of Ultra Large-Scale Vehicle ECU.
- Inside/outside microcontroller and hard real-time function is out of scope.
- SoDeV development focuses to hypervisor-based infrastructure and that guest examples.

Ultra Large-Scale Vehicle ECU

Dom U

Guest Domains
Major function & features

Control Driver Hard Real-Time
General-purpose OS Soft Realtime OS Domains

o AGL/Android Zephyr/RT Linux
Monitoring, VM Hardware ( ) (zephy ) Deterministic Function
Control etc. Access & Features

OSS Type 1 Hypervisor (Xen and etc.)

High Performance SoC

Domain Domain

Micro Controller Part




SoDeV Architecture Overview
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- SoDeV development focuses on hypervisor-based infrastructure and guest
examples.

- This infrastructure is built on a Type 1 hypervisor. The 1st reference uses Xen.
- It has a device-specific domain isolated from the hardware-decoupled domain.

Control . . .
. Driver Domain Guest Domains
Domain
Dom O Dom D Dom D Dom U Dom U Dom U Dom U
Zephyr Linux Zephyr/ Infotainment Cluster Gateway ADAS/AD
RT-Linux

pomo | TP | compliant
Kernel 2

SoC BSP SoC BSP VirtlO FE VirtlO FE VirtlO FE VirtlO FE

Type 1 Hypervisor (Xen and etc.)

VM Management Standardized Standardized AGL/ AGL RT Linux/
& Monitoring VirtlO BE VirtlO BE AAOS Zephyr

High Performance SoC




SoDeV Architecture Auroft. e

- Supporting use cases.
- Infotainment systems, such as Android Automotive OS (AAOS) and AGL IVI, are
supported.
- As well as AGL Instrument Cluster.
- Architectural design aims to follow other use cases such as AD/ADAS and Connected
Gateway.

Control

. Driver Domain Guest Domains
Domain
Dom 0 Dom D Dom D Dom U Dom U Dom U Dom U
Zephyr Linux Zephyr/ Infotainment Cluster Gateway ADAS/AD
RT-Linux

AGL/ RT Linux/
AAQS Zephyr




SoDeV Architecture Auroft. e

- Point: Two 1solated device-specific domains.
- One i1s the flexible domain. It follows various devices to support various use
cases. It is built on Linux.

- Another one is the real-time domain. It follows limited devices to support real-
time use cases. It is built on RTOS or RT-Linux.

Control

. Driver Domain Guest Domains
Domain
Dom O Dom D Dom D Dom U Dom U Dom U Dom U
Zephyr Linux Zephyr/ Infotainment Cluster Gateway ADAS/AD
RT-Linux

Standardized Standardized
VirtlO BE VirtlO BE

VirtlO- VirtlO- |
Compliant Compliant
SoC BSP SoC BSP




SoDeV Recap //\
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- SoDeV is a reference SDV platform that is accelerated by open-source
technology.

- SoDeV focuses on

- Hardware decoupling to realize software reusability.
- It's accelerated by VirtlO infrastructure.

- VM-based architecture to realize system scalability.
- It's accelerated by hypervisor infrastructure.

- Integrate deterministic and non-deterministic software into one system using VMs.
- Remote rendering capability for deterministic domain accelerated by Unified HMI.
- Accelerate some SDV trends such as cloud development and others.

- These are the research points.



AUTOMLTIVE
GRADELINUX

Existing work for AGL System



AGL Instrument Cluster Expert Group

GRADE LINUX

- AGL Instrument Cluster Expert Group launched at 2019

° Target Display Devices
- Instrument cluster and IVI into one f//"f’ﬁgéfihf-iﬁg.g
system. o “
- Platform architecture aims to support \ I / Speakers
functional safety. . ‘,))
- Create a base platform built from open- M

source technology. Main umt
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Safety for Instrument Cluster -
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- Typically instrument cluster assigned ASIL-B.
- Includes telltale function that is assigned ASIL-B.
- ASIL-B was decomposed from other units.
- Existing instrument cluster does not have ASIL from own functions.

Instrument Cluster
Rear Lights f Crit

Airbag
ASIL-B tent

Rear View Camera Engine Management

ASIL-B ASIL-Cto D

Brake Lights HeadLights

| 1 i ‘. / e . ~ i .; 3
ASIL-B \ N p = ‘7 ASIL-B

: T Radar Cruise Control
Anitlock Braking s s

ASIL-B

ASIL-D

Active Suspension Vision ADAS Electric Power Steering

ASIL-Bto C ASIL-B ASIL-D
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Instrument Cluster Expert Group Architecture
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- One more 1solation method from safety island architecture
- Safety function is built on Safety island.
- Main function is built on Linux with Linux container.

Abstract architecture

EG scope Isolated by container
:| Other IVI Cluster
Safety
:| Container host Container runtime f function
Linux Kernel




Example : Telltale

AUTOML TIVE

- Example system

ECU
Require to ASIL-X

CAN Bus

GRADE LINUX

ASIL-X ECU and Instrument Cluster are connected by CAN.

This system must avoid miss notification by telltale. It assigns ASIL-B.
Cluster outputs Safety Control signal separately from output to Display.
When safety control is enabled, Cluster display show the failure information.

Abstracted system diagram

Instrument Cluster

Display Output

Cluster
Display

Safety Control

Recap for Safety Critical Systems Summit 2019.
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Example : Telltale Auroft. e

- More detail of system block diagram
Abstracted system diagram

Instrument Cluster
Main function

CAN Telltale Function
Receiver =
(Slave) Display Disolay Outout
ECU Output ISplay Lutpu
Require 3 Checker
to ASIL- %

X
I

v

CAN Image CRC Failure Cluster
Receiver Pl CRC [ Checker [ Handler Display
CAN (Master) Calculator
H/W

Safety Island

Safety function
Safety Control

CAN Bus
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Example : Telltale ATTO TV

- More detail of system block diagram

Abstracted system diagram
Main function side CAN Receiver receive the telltale
information from safety function side CAN Receiver.

Instrument Cluster
Main function

CAN Telltale Function
Receiver =2
(Slave) Display Disolay Outout
ECU 3 Output ISplay Lulpu
Require Checker
;)ASIL- —
CAN Image CRC Failure Cluster
Receiver Pl CRC [ Checker [ Handler Display
CAN (Master) Calculator
H/W
I R Aty_mnmm_n— Safety Island b
Safety Control

Safety function side CAN Receiver receive the telltale information.
Warning indication is necessary or unnecessary.
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Example : Telltale Auroft. e

- More detail of system block diagram

Abstracf Telltale function judges whether telltale information is necessary
or unnecessary. When it is necessary, telltale function draw to
warning indication on the normally display out.

Instrument Cluster
Main function

_ AN
CAN Telltale Function
Receiver =2
(Slave) Display Disolay Outout
ECU D s Output ISpiay P
Require ({3 Checker
;) ASIL- —
CAN Image CRC Failure Cluster
Receiver Pl CRC [ Checker [ Handler Display
CAN (Master) Calculator
H/W
Safety function Safety Island >
Safety Control

CAN Bus
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Example : Telltale

- More detail of system block diagram

Abstracted system diagram

Display Output Checker calculates the CRC of the image
inside the window set for display output. This window is set to
the position where warning indication should be displayed.

In this case, Display Output Checker use specific hardware.

Instrument Cluster
Main function

CAN Telltale Function N
Receiver =2
(Slave) Display Disolay Outout
ECU * : Output ISplay l_{_pu
Require C{B Checker
to ASIL-
X
p? =0x329F2523 l
%] -0x329F2523 J
CAN Image CRC Failure
Receiver Pl CRC [ Checker [ Handler Display
CAN (Master) Calculator
Safety Island =
Safety Control

Image CRC Calculator calculates CRC by correct image from
In this case, Image CRC Calculator know which

image should be show by CAN Receiver (master) output.

another source.
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Example : Telltale

- More detail of system block diagram
Abstracted system diagram

Instrument Cluster
Main function

CAN Telltale Function
Receiver =2
(Slave) Display Disolay Outout
ECU D s Output ISpiay P
Require C{B Checker
;) ASIL- —
D =0x329F 2523 |
%] -0x329F2523 iy
CAN Image CRC Failure Cluster
Receiver Pl CRC [ Checker [ Handler Display
CAN (Master) Calculator
H/W 1
y Island =
CRC Checker compares CRC values output from Image CRC Safety Control

CA

Calculator and Display output checker.
If there are match, Failure Handler is not work.
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Example : Telltale

- More detail of system block diagram

Abstracted system diagram
Instrument Cluster
Main function

CAN Telltale Function
Receiver =2
(Slave) Display Disolay Outout
ECU Output ISplay Lulpu
R [ —> cred
* =0x15929CAB | arny =,
({‘3 =0x329F2523 v — )
CAN Image CRC Failure Cluster
Receiver Pl CRC [ Checker [ Handler Display
CAN (Master) Calculator
y Island >
CRC Checker compares CRC values output from Image CRC Safety Control

CA

Calculator and Display output checker.
If there are match, Failure Handler is not work.

If there are not match, Failure Handler enable Safety Control.

CICETISE. GG T -%.O
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Example : Telltale Auroft. e

- More detail of system block diagram

Abstracted system d Bomt -
Instrument Cluster Safety telltale is built by deep combination between Main function
Main function and Safety function.

CAN Telltale Function /

Receiver =2
(Slave) Display Disolay Outout
ECU Output ISplay Lutpu
Require 3 Checker
g?ASIL- —
CAN Image CRC Failure Cluster
Receiver Pl CRC [ Checker [ Handler Display
CAN (Master) Calculator
H/W
Safety function Point 2:
Safety function is built by deep combination between hardware and
software.

CAN Bus



Instrument Cluster Recap
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- Instrument Cluster EG defined a two-layer isolation architecture.
- One approach is an isolation between QM blocks.
- The functional safety approach is a safety island architecture.

- It achieves FFI(Freedom From Interference) that supports isolation between the
ASIL part and the QM part.

« On the other hand, FFI does not realize the hardware decoupling.

- The telltale design 1s built by two software blocks that depend on the
hardware design.

- In case of the IC EG architecture, it 1s not intended for full hardware decoupling.
- It can achieve the telltale.

- SoDeV architecture aims to achieve full hardware decoupling.
- It's a big gap.
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Consideration for Telltale on
SoDeV



What 1s 1ssue
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- SoDev aims to create a reference SDV platform.

- That key feature is a hardware decoupling for guest domains using VirtIO
infrastructures.

- Some guest domain features require to safety such as the imnstrument cluster
- Includes a telltale function.

- Consideration point.
- Existing telltale design couple between software and hardware.
- How to balance safety and hardware decoupling?



Attenthn AUTOM. TIVE
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- Xen hypervisor and Zephyr RTOS 1s now working to safety
certification.

- When Xen and/or Zephyr get an ASIL-B certification, is a telltale feature on
SoDeV safe and aligned with ASIL-B?

- This answer 1s No.
- It supports a part of ASIL-B safety requirements of instrument cluster, not all.

- If SoDeV based system need to align ASIL-B, we shall design a
system to align ASIL-B.

- In this discussion, assume to;
- Xen achieves an ASIL-B aligned FFI.
- Zephyr achieves an ASIL-B aligned runtime environment.
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Design No.1 AT
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- All of the instrument cluster functions stay on one DomU.
- It is 1solated from other DomU.
- The safety function is built on virtualization layers.
- The safety function depends on the DomD safety.
- Do not need telltale special interface between the instrument cluster DomU and other

domains.
Instrument Cluster
—| Control Domain Driver Domain
Main function Display
Dom 0 Dom U Output
Zephyr Infotainment Cluster CAN

e _ Receiver 9 Telltale Function Display
& Main (Sub) _b Output é
= function Checker
g VM Management Standardized Standardized AGL/
o & Monitoring VirtlO BE VirtlO BE AAOS Safety l
‘g’ i function v v
g K | Compliant Compliant CAN Image TE Failure
= erne Receiver CRC Handler
S SoC BSP SoC BSP 9 9 ch 9
Main Calculator ecker
| [ 4 | CAN (M)
. H/W
Type L-Hyp wviseriMerand-cte: - —p
YpETE = = Safety function Safety
High Prformance SoC Control

¢ Safety CAN
Control

Display outpu
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Design No.1 AT

GRADE LINUX

- All of the instrument cluster functions stay on one DomU.
- Strong point:
- All instrument cluster software will be easy to upgrade.
- Weak point:

- All instrument cluster software shall be aligned to ASIL-B in the worst case.
« It includes a main function and safety function.

« Both DomD shall be alien to ASIL.

« It includes a route of the telltale showing and failure path.

Instrument Cluster

Control Domain Driver Domain Guest Domains

— Main function Display
Dom 0 ASbbmp Dom U AShimu Gtz B
Zephyr Zephyr, Infotainment Cluster CAN .
I Py RTii:u{( Receiver 9 Telltale Function Display
& (Sub)
E) VM Management Standardized Standardized AGL/ :::i:(ion
§ & Monitoring VirtlO BE VirtlO BE AAOS
5 Safet) v
§ DomO VirtlO- VirtlO- functiyon
5 Compliant Compliant CAN Image Failure
2 Kernel _— Receiver CRC CRC Handler
S SoC BSP SoC BSP 5 5 L R
——wmmmm | VirtlOFE VirtlO FE (Main) Calculator
Type 1 Hyper” ar (Xen and etc. - —
ype 1 Hyp ( ) o -
High Peri  mance SoC Control
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Design No.2 AT
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Telltale drawing function stays on DomU.
- It's not required ASIL in this model case.

Telltale monitor function stays on DomD for safety use case.
- It s isolated from other domains.

- The safety function is not built on virtualization layers.

- The safety feature depends on only DomD for safety.

« On the other hand, the telltale special 1nterface between the instrument cluster DomD and other
domains is necessary. ~

Instrument Cluster

Control Domain Driver Domain .
Main function Display
Dom 0 Dom U Dom U Output
Zephyr Infotainment Cluster CAN .
e S Receiver 9 Telltale Function Display
& Main (Sub) _b Output é
~ Checker
2 VM Management Standardized ndardizad AGL
° & Monitoring VirtlO BE |
S
g - \ 4 \ 4
DomO ;
g K | Compliant Compliant CAN Image TE Failure
s erne SoC BSP SoC BSP — Receiver 9 CRC 9 9 Handler
= | i i (Main) Calculator Checker
CAN
Type 1 Hyp ‘rvisor (Xe 1 and ctc.) (R Safety function Saf t_>
— afety
High Pcrformance SoC Control

¢ Safety CAN
Control

Display outpu



Design No.2 /\

GRADE LINUX

- Telltale drawing function stays on DomU.
- It's not required ASIL in this model case.

- Telltale monitor function stays on DomD for safety use case.
- It s isolated from other domains.
- The safety function is not built on virtualization layers.
- The safety feature depends on only DomD for safety.

- On the other hand, the telltale special interface between the instrument cluster DomD and other
domains is necessary.

ZDe:r:yer/ Interface call: S
xepvrl Set telltale monitoring area (10,250,210,550) on M::ter Draw telltale on area (10,250,210,550) on screen.

screen. function
< Special interface | “

VirtlO-
Compliant
SoC BSP
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Design No.2 AT
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- Telltale monitor function stays on DomD for safety use case.
- Strong point:
- Possible to reduce the ASIL-related part from design 1.
- Weak point:

- Necessarily for the telltale special interface between the instrument cluster DomU and DomD for
safety.

- If we change the inside of the telltale drawing area of DomU, that effects to DomD for safety.
- The drawing image and position must match between telltale drawing and telltale monitoring.

Instrument Cluster
—| Control Domain Driver Domain Guest Domains )
Main function Display
Dom 0 D Dom U Dom U Output
Zephyr Zephyr, Infotainment Cluster CAN .
e () RTii:u{( Receiver 9 Telltale Function Display
S (Sub) 3 Output
; er
é‘-) VM Management Standardized ndardizad :::I:(ion
° & Monitoring VirtlO BE Safety
€ function M I
S Dom0 virtlo- VIrtlO-
g K | Compliant Compliant EAN Image TE Failure
s erne Receiver CRC Handler
SoC BSP SoC BSP 9 9 9
= VirtlO FE Virtlo FE (Main) Calculator Chechey
— ——
Type 1 Hypervisor (Xen and etc.) F —
YPEZ TP ( Safety function Safety

poc WigihrPerformance SoC Control



Design No.3
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- All telltale functions stay on DomD for safety.
- Forcefully overlay the telltale image including background on the DomU instrument cluster image.
- Non telltale function in instrument cluster stays on DomU.
« The telltale feature is isolated from other features and from other instrument cluster functions.
- Instrument cluster function is decoupled from safety.

« On the other hand, instrument cluster visual design is restricted by the telltale function on DomD for safety.

Instrument Cluster

Control Domain Driver Domain .
Main function Display
Dom 0 Dom D Dom U Dom U Output
Zephyr Zephyr/ Infotainment Cluster CAN M
I Py _ Receiver 9 Telltale Function Display
£ fonction (Sub) 1> ownt =p
Checker
E) VM Management Standardized Bc cdizad AGL/
° & Monitoring Virtlo BE l
: ; v 4
S Dom0O .
om .
g K | Compliant Compliant CAN Image TE Failure
s erne Receiver CRC Handler
SoC BSP SoC BSP 9 9 9
= VirtlO FE VirtlO FE — | (Main) Calculator Checker
Type 1 Hyp :rvisor (Xe 1 and etc.) Ay Safety T Saf t_>
———— afety
High Pcrformance SoC Control

Safety CAN
Control

Display output
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Design No.3 AT

GRADE LINUX

- All telltale functions stay on DomD for safety.
- Forcefully overlay the telltale image including background on the DomU instrument cluster image.
- Non telltale function in instrument cluster stays on DomU.
« The telltale feature is isolated from other features and from other instrument cluster functions.
- Instrument cluster function is decoupled from safety.

« On the other hand, instrument cluster visual design is restricted by the telltale function on DomD for
safety.

Draw telltale to display.

Dom D Dom U
Zephyr/ Cluster

Draw important visuals without telltale.
The important information must not draw same as telltale positions

Main
function

Safety
function

VirtlO-
Compliant

SoC BSP




Design No.3 /\
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- All telltale functions stay on DomD for safety.
- Strong point:
- Possible to reduce the ASIL-related part from design 1.
- Weak point:
« The mstrument cluster visual design must follow the telltale layout.

- Get the telltale area from DomD for safety by the platform configuration interface.
- The instrument cluster visual design on DomU is coupled with DomD safety.

Instrument Cluster
—| Control Domain Driver Domain Guest Domains i
Main function Display
Dom 0 mn Dom U Dom U Output
Zephyr Zephyr/ Infotainment Cluster CAN .
e A0 i Receiver 9 Telltale Function Display
o Main (Sub) 3 Output é
t Checker
Q VM Management Standardized SVETLIErY AGL/
° & Monitoring VirtlO BE afef |
k3 unction v
8 \ 4
° DomO0 - - -
5 Kernel Compliant Compliant “ CAN 9 |rg;%e 9 CRC 9 I-Il:a”(l;lre
s SoC BSP SoC BSP F eceiver andler
= VirtlO FE VirtlO FE — (Main) Calculator Checker
. H/W
Type 1 Hypervisor (Xen and etc. - —
ez ( ) Safety function Safety
poc High Performance SoC Control
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- The telltale function stays on the microcontroller outside of
SoDeV.

- It uses a physical telltale. Example for LED.
- It achieves full decoupling from others.

« Others??
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Which Design i1s Better Balance? AT
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- Which design is better balanced?

« My answer 1s Design No.3, Instrument cluster function is decoupled from safety.

« Because....

- Instrument cluster's physical display does not use the same aspect ratio and resolution.

« When SoDeV aims to decouple hardware, these physical display variation issues shall be
resolved. This issue is similar to design No3 weak point.

Control Domain Driver Domain Guest Domains

Dom 0 Dom D Dom D Dom U Dom U

Zephyr Linux Zephyr/ Infotainment Cluster
% Main
a function
é VM Management Standardized ecacdizod AGL/ AGL
o & Monitoring VirtlO BE Safety AAOS
t function
o "
g Dom0 Vlrtltj)- VlrtIQ—
5 | Compliant Compliant
S Kerne SoC BSP SoC BSP - -

VirtlO FE VirtlO FE
Type 1 Hypervisor (Xen and etc.)
poc High Performance SoC




Which Design i1s Better Balance?
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- DomU must adopt to physical display, even if it used VirtlO based hardware
decoupling.
- Instrument cluster visual must adopt every.

- If SoDeV adds to support Design No3 telltale, that extention is a part of a display
variations.

« No big impact for SoDeV architecture to adding a telltale support.

Situation of without telltale. Situation of with telltale.
Need to follow display variation. Need to follow display variation with telltale.
Dom U Dom U

Cluster Cluster

AGL

Pl w b

3840
1280

_1280 _

AGL

3840

_A
o
=l

0TL
00T
08%
0ZL
00T
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Conclusion



Conclusion
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- Reviewed for SoDeV architecture and mind, recapped for AGL Instrument
Cluster Expert Group activity for the telltale feature.

- These are the starting points of consideration for how to balance safety and
hardware decoupling in SoDeV.

- Showed three designs to discuss safety and hardware decoupling balancing.

- Proposed the candidate design for the telltale feature.
- It's only one use-case.
- Need to discuss other use-cases in SoDeV.

- Will discuss other use-cases in AGL community.

- Welcome to your contributions for the SoDeV works!!
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Thank you!




	スライド 1: How to Balance Safety and Hardware Decoupling in SoDeV 
	スライド 2: Speaker Biography
	スライド 3: Overview
	スライド 4
	スライド 5: Evolution of Vehicle Software
	スライド 6: Hardware decupling Layer : VirtIO 
	スライド 8: SoDeV Development Scope
	スライド 9: SoDeV Architecture Overview
	スライド 10: SoDeV Architecture
	スライド 11: SoDeV Architecture
	スライド 14: SoDeV Recap
	スライド 15
	スライド 16: AGL Instrument Cluster Expert Group
	スライド 17: Safety for Instrument Cluster
	スライド 18: Instrument Cluster Expert Group Architecture
	スライド 19: Example : Telltale 
	スライド 20: Example : Telltale 
	スライド 21: Example : Telltale 
	スライド 22: Example : Telltale 
	スライド 23: Example : Telltale 
	スライド 24: Example : Telltale 
	スライド 25: Example : Telltale 
	スライド 26: Example : Telltale 
	スライド 27: Instrument Cluster Recap
	スライド 28
	スライド 29: What is issue
	スライド 30: Attention
	スライド 31: Design No.1
	スライド 32: Design No.1
	スライド 33: Design No.2
	スライド 34: Design No.2
	スライド 35: Design No.2
	スライド 36: Design No.3
	スライド 37: Design No.3
	スライド 38: Design No.3
	スライド 39: Other idea
	スライド 40: Which Design is Better Balance?
	スライド 41: Which Design is Better Balance?
	スライド 42
	スライド 43: Conclusion
	スライド 44

