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It worked in testing…
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Multi-Agent Failure Modes

Orchestration agent

Financial calculations 
agent

Financial advice 
agent

Correct but 
ambiguous 
instructions

Completes 
task but 
misinterprets 
business rules

Uses flawed output 
to perform analysis

Polluted 
Context 
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Multi-agent system

● Orchestration and routing 
decisions

● Inter-agent data flow

● Latency at each step

Single agent

● Input (Context/Prompt)

● Output (Completion)

● Inference Parameters

● Tool Definitions

Output monitoring is no long sufficient 
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MLflow Tracing in Practice

.    OpenTelemetry Traces


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Four Dimensions of Governance
Active steering means governance shifts from dashboards to guardrails, enforced across all four dimensions.

Operational Health
Enforcing stability with circuit breakers, 
retries, and fallbacks across all multi-agent 
operations.

Cost Management
Capping spend with budgets, rate limits, and 
token controls across diverse LLM providers.

Compliance and Audit
Blocking violations in real time with policy 
gates, PII redaction, and full audit logging.

Quality and Value
Gating low-quality outputs with automated 
evaluation to continuously improve agent 
results.

 


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AI Gateway: The First Line of Defense
The Gateway enforces Compliance and Cost and part of Operational Health

Key Features

●      PII redaction

●                 Rate 
limiting 

●         Cost 
controls

●       Credential 
isolation 

●        Audit 
logging

… and more

Agents → Unity AI Gateway → LLM providers




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Application-Level Guardrails

Rule: No agent can call the Wire Transfer tool for amounts over $5k without an 
MFA token.

def _run(self, amount: float, account_id: str, mfa_verified: bool = False):
span = mlflow.get_current_active_span()
if amount > 5_000 and not mfa_verified:
if span:
span.set_attribute("guardrail.blocked", True)
span.set_attribute("guardrail.reason", "MFA_REQUIRED")

raise PermissionError("MFA required for transfers > $5,000")

# your actual transfer logic
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MCP/A2A Protocols as Observability Seams
Every agent boundary becomes a typed, traceable message.

Orchestrator Specialist Agent Tool / Data

A2A
Task lifecycle

MCP
JSON-RPC id

OpenTelemetry / MLflow trace  one span per hop

Structural failures are VISIBLE
Deadlocks, timeouts, broken causal chains

Semantic failures still INVISIBLE
A “plausible but wrong” number could still be a 
successful call. 
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Evaluations

Agent Handoff (Information 
transfer)



System-Level (E2E)

Coordination (Conflict Resolution)
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Evaluating the Handoff: Utilization & 
Coverage

Agent A
Research

Agent B
Writer

context payload
40 facts / 3,200 tok

UTILIZATION = used / sent
3 of 40 facts used = 7.5% 

COVERAGE = 
needed-and-present / 
needed
missing 'revenue_2023' 

Sweet spot: high coverage, reasonable utilization. Either metric drifting is an early warning — catch the regression before users do.
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Evaluations

Coordination (Conflict Resolution)

Agent Handoff (Information 
transfer)



System-Level (E2E)
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Evaluating Coordination: The Claim Ledger
Agents emit structured claims {entity, value, confidence, source}; measure whether conflicts are detected and resolved correctly.

Agent A · Filings
revenue_2023 = $4.2B   conf 0.95   
src: 10-K

Agent B · News
revenue_2023 = $4.5B   conf 0.60   
src: blog

CONFLICT
on same

Entity

><

RESOLVE by policy (authoritative-source-wins)  →  $4.2B   ·   
log WHY the winner won (provenance)

Silent contradiction
conflict present, never detected

Wrong resolution
detected, wrong source kept

Fabricated merge
$4.35B — a value no agent reported
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Evaluations

System-Level (E2E)

Coordination (Conflict Resolution)

Agent Handoff (Information 
transfer)
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System Level - End-to-End 
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Primary palette

Secondary palette

Oat Medium

#EEEDE9

RGB (238, 237, 233)

C6, M4, Y6, K0

Oat Light

#F9F7F4

RGB (249, ,247, 244)

C1, M2, Y2, K0

Lava 500

#FF5F46

RGB (255, 95, 70)

C0, M78, Y79, K0

Navy 900

#0B2026

RGB (11, 32, 38)

C86, M67, Y61,  K71

What to Try Next

ACTION STEPS

● Instrument your multi-agent system with MLflow:

mlflow.<flavor>.autolog()

● Apply four dimensions of governance

● Learn more about MLflow documentation
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