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Mythos or NPM Attacks?

YellowKey or CopyFail?

Public Wi-Fi or Personal GitHub repos?

Identity Governance or PQC?

Sonicwall vulns or Flipper Zero?focus

vs

distraction

Attackers are FOCUSED

Defenders are DISTRACTED



What is this?
show n' tell time...

distraction or foreshadowing?



Imagination

vs

evidence
Mythos, Quantum, Zero Days



insights from insurance companies

Akira & Sonicwall
1400+ companies attacked

$244M taken

40% of all At-Bay ransomware claims

25% of all Coalition ransomware claims

86% of cases involved Sonicwall exploits

The most reliable way of getting ransomed in 2025

Data from At-Bay and Coalition's 2026 claims reports



insights from insurance companies

Orgs with more risk
Manufacturing 2.2x more likely to get ransomed

VPN and RDP: 87% of all ransomware claims

Orgs with exposed RDP: breach 3x-8x more likely

SSH services are attacked more than any other
service on the Internet

Orgs with on-prem OWA (Exchange) are 4x more
likely to get breached

Data from At-Bay and Coalition's 2026 claims reports



insights from insurance companies

The most common
claims

Financial Fraud. I know, boring.

For At-Bay, it's largest with 45% of claims

For Coalition, it is 58% of claims

Ransomware doesn't even come close

This category includes BEC (business email
compromise)

Data from At-Bay and Coalition's 2026 claims reports



Breaches you've probably heard of

Target



Breaches you've probably heard of

Target TRIVIA
We actually don't know how the intrusion happened

Payment data-stealing malware

They detected the attack... THREE TIMES

This was Target's FIFTH data breach

Fazio didn't have network access

Only access to Ariba for billing

how do you deploy malware to every POS at every target store

in a few hours?



Breaches you've probably heard of

British library
Terminal Services, hastily set up during the pandemic

No MFA

The REAL story is about tech debt, however



Breaches you've probably heard of

Equifax
Why did they get breached?

How do you remember it from the headlines?



Breaches you've probably heard of



breaches you might not have heard of

Drizly
Alcohol delivery startup acquired by Uber in 2021

Anyone familiar with this one?

The story is an identity governance thriller



breaches you might not have heard of

Drizly Trivia
The FTC singled out the CEO and sanctioned him personally

Company was sanctioned for the next 20 years

CEO sanctioned for 10

Uber shut it down in 2024, 3 years after acquiring it for $1.1B



breaches you might not have heard of

powerschool
A contractor with no MFA had credentials stolen

This contractor had access to every customer

Attacker downloaded all teacher & student data



breaches you might not have heard of

Powerschool trivia
One of the worst-handled breaches ever

No information or support from Powerschool

Customers created their own support group, around a widely
circulated Google Doc

Powerschool paid a ransom and told customers the attacker
deleted data

The attacker did not, and started ransoming each school
district

Canadian privacy administrators put partial blame on school
districts for not doing due diligence before handing over data
to a third party



breaches you might not have heard of

Oldsmar, Florida



Key Findings from Breach Analysis

Widespread Clear Text
Credentials

Governance Failures

Insecure Development
Environments

Sensitive credentials are often stored
or transmitted in plain text.

Deficiencies in governance regarding
the lifecycle management of accounts,
data, and systems.

Development environments are
inadequately protected, often serving
as an entry point.

Insufficient Monitoring

Inconsistent MFA
Implementation

Misaligned Detection
Strategies

Lack of Segmentation

A lack of adequate monitoring impedes
understanding of breach root causes.

Multi-Factor Authentication is not
uniformly applied across all resources
and accounts.

Security detection mechanisms do not
accurately reflect actual attacker
behaviors.

Absence of network segmentation
concentrates risk.

Exploitation of Security Tools

Ignored Known Risks

Human Alert Fatigue

Product
Misuse/Misconfiguration

Attackers frequently leverage IT and
security tools against organizations.

Documented risks from reviews and
tests are often overlooked.

Alerts are frequently missed or
disregarded by personnel due to high
volume.

Purchased security products are not
utilized effectively or are improperly
set up.



Recommendations
What to do next

Train your SOC4

The basics go a long way5

Would they know a real attack if
they saw one? How can you be
absolutely sure?

Reduce attack surface

segmentation and isolation
removing plaintext credentials
understanding dataflows,
hardening systems
active and passive mitigations

Improve identity
governance

1

Implement FIDO2, Passkeys2

Remove legacy services and
protocols

3

Stale accounts, stolen passwords

All day. MFA shows up more than
anything else.

The asbestos of the Internet - get rid
of VPNs, FTP, self-hosted Exchange,
and never expose administrative
consoles/interfaces to the Internet

The old plan is the new plan: harden systems, get rid of tech debt, governance. Good luck, it's not easy!



Adrian, your
recommendations
suck
"the basics" are impossible

IT won't get rid of tech debt

IT doesn't really listen to us in general



This isn't

sustainable
"Only 26% of critical
vulnerabilities—defined as
being in the Cybersecurity
Infrastructure and Security
Agency Known Exploited
Vulnerabilities (CISA
KEV) catalog—were fully
remediated by organizations in
2025, a drop from the previous
year’s 38%."  





-- Adrian, exhausted and out of ideas

Get better at getting
breached. You’re not
judged for having
one, you’re judged on
how you handle it.



Where can we find evidence?

Threat Actor & DFIR Reports
Solid reports on attacker behavior
drop monthly.

Verizon DBIR

M-Trends

TheDFIRReport.com

Federal Investigations
Federal government ordered

FTC Complaints

Canadian Privacy Commissioners

Eurepoc.eu

Insurance Companies
Reports on the failures that led to
claims

At-Bay

Coalition

Cowbell Cyber

Transparent Companies
Sometimes companies share the
breach details of their own volition!

Code Spaces

The British Library

Most breached security vendors



Learn More
Ever wondered how many
companies have gone out of
business due to a breach?

destroyedbybreach.com



Learn More
Want to learn more about
breaches and vulnerability
management?

Want to help fund breach
research?

defendersinitiative.com



adrian@defendersinitiative.com

Give me a shout.


