CONFIDENTIAL 1iostcd by
COMPUTING ...
SUMMIT Clines - OPAQUE

Global Agentic Identity and
Direct Programmable Trust

Lessons Learned from the NATO DIANA Pilot

Manu Fontaine, Hushmesh Founder and CEO
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Secure Information Sharing Challenge
NATO Rapid Adoption Action Plan
DIANA / NCIA Phase 1 Pilot

NATO Standard Recommendation

Global Agentic Identity v1.0 in Production
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Think first princtples.
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Lesson #1

ldentity must be global, unified, and automated



Lesson #1

ldentity must be global, unified, and automated

Lesson #2

Each entity must secure its own information



Lesson #1

ldentity must be global, unified, and automated

Lesson #2

Each entity must secure its own information

Lesson #3

Entities need direct programmable trust



Repeat the pattern

to create chains of authority, custody,

command, communications, control...
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Mesh as needed

to establish new direct relationships
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Lesson #4

A new primitive enables programmable trust
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Enabling otherwise impossible capabilities

Global Identity Authenticated
and Private Confidential
Lifetime Memory Messaging
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Domain Linking

Large attack surface
High required trust

Cryptographic
Linking

Smallest attack surface,
least required trust,
by several orders
of magnitude
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All hexagons are autoscaling clusters of
Confidential Computing servers (TEES)
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All hexagons are autoscaling clusters of
Confidential Computing servers (TEES)



Lesson #5

Follow the path of least trust and attack surface

Hierarchical and Recursive

Attestation Verification Service



All hexagons are autoscaling clusters of
Confidential Computing servers (TEES)
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All hexagons are autoscaling clusters of
Confidential Computing servers (TEES)
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All hexagons are autoscaling clusters of
Confidential Computing servers (TEES)



Direct
agentic trust

NO
PRIVILEGED
INSIDERS ANYWHERE

UNS: Universal Name System All hexagons are autoscaling clusters of
UCA: Universal Certificate Authority Confidential Computing servers (TEES)



Lesson #6

Must interoperate to enable gradual transition
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Confidential Computing enables

Global Agentic Identity and Direct Programmable Trust

Lesson #1 Lesson #2

Agentic Identity is global, unified, and automated Each Agent must encrypt its own information
Lesson #3 Lesson #4

Agents need direct programmable trust Cryptographic linking for programmable trust
Lesson #5 Lesson #6

Follow the path of least trust and attack surface Interoperability for gradual transition
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