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Maintainer of agentgateway, AAIF project
and Kubernetes Gateway API
implementation

CNCF Ambassador and former Kubernetes
v1.33 Release Lead

Co-Lead CNCF Al Agentic Standards
Whitepaper

Active member of the CNCF Artificial
Intelligence Technical Community Group

Key focus on Al in Cloud Native, Security and
Sovereign Critical Infrastructure

Author of Zero Trust in Resilient Cloud and
Network Architectures and Autonomous
Networks: Using Al to Advance Operations in
SP and Enterprise Domains

Co-organizer from the CNCF Artificial
Intelligence Technical Community Group
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Foundations



Securing Data in [T Systems Today

A=
s

Data in Transit

Data traveling from
location to location,
secured via encryption
mechanisms (IPSEC,
MACSEC, Etc..)
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Data at Rest

Data which resides in storage
of in a distributed or
centralized file store. Data can
be archived with different
levels of encryption.

-

Data at Runtime

Data which is currently in
use in the CPU, Memory
and GPU of a system. This
could include confidential
training data (weights).
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Zero Trust - Segmentation Recap (Application)

-

o

Macro-Application Segmentation
(Environment and Namespace)

Application Environment and Tenant

____________________________

/ Application

Namespace Namespace
A / B
</> </>
Lifecycle
Application !

Business
‘\\Application

. e -

e e e =

> Logical namespace separation (dev, stage,
prod)

> Business and Lifecycle app boundaries

> Prevent x-environment lateral movement

Caveat: Management overhead (policy) across environments

~

/

J

Wide = Environment/NS

Micro-segmentation
(Service-to-Service)

Identity based communication between services

> Method: Service Mesh, AP| Gateways, mTLS

> Enforcement: Service Identity

(SPIFFE/SPIRE)

> Requires explicit permission between
services

Caveat: Requires robust PKI and identity management

~

J

Narrow > Service/AP]

-

Nano-Segmentation
(Function / Code)

Application policy enforcement (RASP, Policy as Code,
eBPF)

____________________________

Vé

1 SEC("lsm/socket_create")

int BPF_PROG(socket_policy, int family, int
type, int protocol, int kern, int ret)

\
I 1
! 1
! 1
1
L !
: if (ret) 1
7 return ret; X
! 1
1
i if (family == AF_INET & type == SOCK_DGRAM) |
. return -EPERM;  // blocked !
! 1
X return 8; // permitted B !
| B 1
\ ’

N ’
N 7

____________________________

> System Call, Database Query, Data Object

> Limit fallout of a compromise

> Deep integration at application level

Caveat: Can impact runtime performance

Tiny = Function/Code




The Four A’s of Agentic Security

Service
Accounts

Identity

Authentication }> ® i

Agent Card
(A2A)

Short Lived

Authorization §> -®

response time

Accounting 55 iy

delegation of tasks
(downstream agents)

Al Provenance Verification

Attestation

Inference

Role Based
Access Control

Attribute Based
Access Control

MCP Tool




Pre-requisites



What Does an Agent Need?

2
/v1/chat/completions @

External Model
Provider
( ChatGPT,
Anthropic,
Bedrock, etc.)
User

Application

El

MCP Server, Tool, Subagent, etc.
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Confidential Computing for Inference?

' C@ 105/ TEE )

?
O0O0p

External Model
Provider
( ChatGPT,
Anthropic,
Bedrock, etc.)

N

User Application
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Confidential Inference: Managed Provider

4 R
€37 TEE A %

&0

External Model
Provider

K(Phala, RedPill.ai, etc.)/

User Application

=

2. Send Prompt
/v1/chat/completions

Attestation / Verification

1. Fetch attestation evidence Server
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Confidential Inference: Self Hosted?

x

/Endpoint Picker h ﬂ\ferencePool' llama-3-1
- KV Cache locality '

— § ‘erence Extension - LoRa Loaded ik
] K8s Gateway AP | - Queue Depth ‘ ' j
= , = - Model Availability =

User Prompt el ,
/v1/chat/completions e - Model Weights

Endpoint Picker selects - KV Cache
vLLM-2 model server replica . - LaBA AdaptefS/

5] TEE )

- Model Weights
- KV Cache
- LoRA Adapters

%
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Trusted Execution Environment (Confidential Computing)

Cccess sensitive N
N

Data is securely decrypted
and processed in TEE

Sl=

Encrypted
Sensitive
Data

TEE-enabled

cPU e J

- Isolated compute
- Encrypted memory
- Attestation: hardware generated proof
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Al Trusted Execution Environment?

Agent
Prompts

B &
H
¢ —>
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TEE-enabled
CPU

TEE-enabled
GPU
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Al Data:
Model weights
Pll in Prompts
Pll in Responses
Private keys




Requirements

LT

Data in use is
protected — for
the CPU and the

GPU.
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The system can
prove it's
genuine

(attestation end-
to-end).

1
—

00—

Data at rest (the
disk) needs to be
secured

15






p Dreams

*'  PROTECT Al DATA WHILE IT’S BEING SCOOPED

Al AGENTS Q s @E UNDERSTMD ) (I REIREVERUSE oy Q weasonaoecoe » 38 TME o | A2 LEARN& | CONFIDENTIAL COMPUTING KEEPS EVERY (@Y
IN ACTION i INTENT DATA W acion > [aul WPROVE | STEP PRIVATE—EVEN WHILE IT'S HAPPENING. | &}
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/

Name
sensitive_fields (string)
% Social Security #
Synthetls: Re-cord Primary Account # v
(+cardinality) Stage 2: AN

APl Key Classification 4
CANARY . @3\%

K PII / Predict &

(ClassifyConfidentiality)
LM = granite-4.1-30b (GPU1)

Stage 1:
Extraction Jy

0nQ q *
Agent Extracts = — SEmEie fsliels O% Level RESTRICTED
Sensitive Data > . = sent for Agent ,—%—, \
Predict(ExtractSensitive) based post =ncrypt at Rest

LM = gpt-0ss-20b (GPUO) classification Handling




Agent Architecture - Framework Sect

Binary/image size

~150 MB (python:3.12-
slim)

sensitive_fields

Stage 2: -
Classification V4

%
Synthetic Record » ° Predict

5.7 MB binary, 11 MB
ez el (ClassifyConfidentiality)

Image - LM = granite-4.1-30b (GPU1)

26x smaller

Cold start (to first 30-60 s (pip + import) < 1 s (exec) 30-60x faster —
SE NT) Extraction @}' -
Runtime RSS ~80-120 MB ~12-16 MB 6-8x less LM got-oss-200 (3P0 Handling

Runtime memory hygiene Ownership + drop: secrets freed within the loop tick

Buffer overflows Rust eliminates a CVE class that matters inside a trust boundary

Supply chain at boot Rust eliminates runtime supply-chain risk; Python's pip-in-TD is a known gap

Process isolation Rustis cleaner for async multi-model pipelines

Attestation coverage binary IS the workload -- the attestation measurement covers the complete code

Dependency audit ~15 Rust crates, all compiled to safe Rust (auditable via cargo audit)

CoO
COMI
SUM

T. : \J A .
ING

- P Yy, '
Y [ y‘ . a



Infrastructure Foundation

\_ Kubernetes /

2-Route
erfy R b ~ " ByModel "

Before releasing \\ : : |
Secrets | — v
| ' Inference Engine
Al Agent Layer / ! | g
|
Routing & Gateway Layer I Model Server
N Secure Agent |~ g y Lay ! (VLM - Onemal AP)
(DSPy or DSRs) :
|

LLM-D Gateway
1-Inference :
- - (model-aware routing)

el NVIDIA H100
(encrypted VRAM)




Runtime

/proc/<pid>/mem scrape Pread() stack. h
(memscan.py); I CAPTURED = BLOCI'IE{EAEIJ\A I ° neap. annen
. _ — private
Memor regex grep over mem: process _ Me -
Y read /proc/<pid>/environ | RAM, env,and | '° QUQStEmemfd m stream Filter (proc)
+ cmdline; read the records are ‘ ant OS;_ broc ENV Du
container rootfs / stdout all root- (preazpieEIO) I roe mp
logs on the host readable Memory Pareo & PS
enumerate the process gdb / ptrace
(ps/pgrep); attach a I CAPTURED [ BLOCKED
debugger (gdb - — the — no host Methods T strace
CPU p/ptrace); trace syscalls | workloadis a pvrgéas;:a%zeizt perfrecord
(strace -p); sample host process:
] TD-protected; : rdmsr
(perf); boundary recon debuggable, DRAM is MK I
(rdmsr SEAMRR, dmesg traceable, TME-encrypted dmesg \l grep -i tdw/mkime
TDX/MK-TME) sampleable GPU  Nvidia-smi
nvidia- cuda-gdb
smi (NVML); cuda- I CAPTURED [ BLOCKED I
gdb attach + VRAM — the driver — ho host eBPF uprobe
GPU dump; eBPF uprobe lists the GPU /14 d/rlve_,\;' Ny )
on libcuda; and its VRAM lib e\(/j n>|t 4 . n loctl access
open /dev/nvidia*; is dumpable p'rocge:g VaFgg(If/I PCI/VFIO config read
PCI/VFIO cor(wjﬁg—space s CC-encrypted
rea




-xamples of
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Data in Memory

Kubernetes Cluster

Worker Node @
Agent
Host / root- Application Pll Stolen!
compromised SSN
Node Access 1 X PAN
/proc/<pid>/mem SSN API Key
PrOCE PAN
o A AP| Keys
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Data in Memory — Before and After

LIVE HOST-VANTAGE DEMONSTRATION LIVE HOST-VANTAGE DEMONSTRATION ‘
RAM without confidential computing CAPTURED RAM with Intel TDX BLOCKED
Same host-side scrape against a confidential pod returns zero

Host root scrapes an ordinary pod and collects live secrets

® ® ® TERMINAL bash ® ® ® TERMINAL bash

Y

TIME UNDER ATTACK

o 00 o ) ‘ | | | | i | | T T T 10:00.0 b ‘ | | | | | | | ' | DEFENSE HOLDING

docs/43 normal-agent hoStRANSSEESpET FEsUTESIBEIURRce—Tgpu-none do 4 TDX private RAME results/evidence-attestation/iv-interception-with-without.txt
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Data in Memory: Secured

Host / root-
compromised
Node Access

Kubernetes Cluster

TDX Confidential VM

Worker Node @

CONFIDENTIAL
COMPUTING
SUMMIT 2026

/proc/<pid>/mem

Agent
Application

Private TD
RAM

SSN
PAN
APl Keys

Hosted by
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Data in Transit

.Kubernetes Cluster

Agent

Worker Node @
HTTP POST

- ) N1/chat/completions
Application Y > env(;‘;)‘::nt
Host / root-
compromised Process shared buffers in shared
Node Access RAM I/0 memory ‘
Pll Stolen!
SSN
PAN
Hubble inter-pods traffic extraction API Key
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Data in lransit — Before anarAlter

\ N
LIVE HOST-VANTAGE DEMONSTRATION LIVE HOST-VANTAGE DEMONSTRATION
CoCo inter-pod plaintext CAPTURED CoCo inter-pod mTLS mitigation BLOCKED
Private RAM holds, but cleartext traffic appears in shared virtio buffers Encrypting the agent-to-vLLM hop removes host-visible cleartext
)
® ® & TERMINAL bash ® ® & TERMINAL bash
4 Y,
TIME TO BREACH . TIME UNDER ATTACK
):00.0 'l ' | ' ' | | ' | | EXFILTRATION IN PROGRESS 0:00.0 'l ' | ' ' | | ' | | ‘ DEFENSE HOLDING
4
docs/34 phase 4; results/SEFESUTES=COCO=TUTISUITEISOIE J 34 complete suite; r@SUlTS/eVidence-attestation/18-cocc mplete-test-coverage. txt
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Data in Transit: Secured
Kubernetes Cluster

Worker Node

HTTP POST @ coco

Agent. /v1/chat/completions vLLM
Application . 1 endpoint
Host / root- (encrypted“thh mTLS)
compromised Private TD
Node Access RAM

¢

Hubble inter-pods traffic extraction
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Data in GPU
Kubernetes Cluster

Worker Node

Shared
Components

Agent vLLM
Application endpoint

NVIDIA Driver

Host / root- VIDIA Devics lusin CUDA runtime
compromised Piug
Node Access

GPU Operator/ telemetry

GPU extraction tools NVIDIAH100 GPU

$ nvidia-smi H100 VRAM v Model data,

PII recovered (plaintext, inspectable) ~ prompts,
activations, APl data

A 4

CONFIDENTIAL iocteq by
COMPUTING
SUMMIT 2026 it - OPAQUE



Data in GPU - Before and After

\ \
LIVE HOST-VANTAGE DEMONSTRATION LIVE HOST-VANTAGE DEMONSTRATION
GPU VRAM without H100 CC CAPTURED GPU VRAM with H100 confidential computing BLOCKED
A co-located debugger recovers the canary from device memory Host has no driver, no device node, no CUDA process, and no VRAM path
/)
® @ @ TERMINAL bash ® @ ® TERMINAL bash
4 )
\
TIME TO BREACH | | . TIME UNDER ATTACK |
):00.0 'l ’ ' | ‘ | ' | [ | EXFILTRATION IN PROGRESS 0:00.0 h | ' ' | l | l l | ‘ DEFENSE HOLDING
docs/15 section 6; resul tSZEVIGEHCE=1GpU=TONE/I =GPt txt docs/45; results/evidence-gpPUCE/GPUGE «tXt} results/evidence-attestation/16
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Data in GPU: Secured
Kubernetes Cluster

Worker Node @
$ nvidia-smi :
nvidia-smi: command - Agent vLLM
not found Dy Application _6_' endpoint
$ 1s /dev/nvidiax*
Host / root- (no /dev/nvidiax* CUDA runtime

compromised device nodes)
Node Access

0 bytes recovered

NVIDIAH100 GPU

- (CC mode)
No host driver
No NVIDIA device nodes 1
> Model data,
No host CUDA process H100 VRAM (Encrypted) oL
No host VRAM activations, APl data
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Sringing it all together



Attestation

-

of the Worklc

d ‘s
-3 ‘
o

-
orkwoads:
e e L .
v Services use mTLS v
Service A with:SVIDs Service B
(Workload) (Workload)
——————— - s~ Workload .\ > Workload A=g===—=x
{ ~ ~ >
© workioad A 4 © workioad
request identity ‘ v request identity
1 —_— |
! \ \y )
Neeeees SPIRE SPIRE  ~--f-----
Agent Agent
L —_—
i 4 4 |
T !
I
© Node is trusted i | @ sviDisissued O sviDisissued | | @ Node s trusted
i v v |
\ /
& ‘ I | — =
S SR ‘ = spiffee s
© Node attestation | S | @ Node attestation
starts ! ! starts
H i
Platform / Infrastructure Platform / Infrastructure
[ ] *bx e ]
&5 o
Kubernetes Cloud On-prem Kubernetes Cloud On-prem

& =

Platform Cfigu ration Registers

Network Device: .’

0 Firmware / BIOS / boot ROM code

1 Firmware / platform configuration data
2 Option ROM / expansion code

3 Option ROM configuration/data

4 Boot loader (MBR / IPL) code

5 Boot loader configuration & GPT

6 Platform state transitions / events

7 Secure Boot policy & keys

8+ 0S / kernel measurements (platform-specific)




/ Public Sovereign Cloud

Private Sovereign Cloud | H . .
, Encryption Algorithms %
:_ [E _.:. g . e | L
1 | 111 |

Il I Least Efficient Network Path

R
®)

Achieving Sovereign Security as Scale
P

Quantum Aware

@ TEE

(Worst Route)

% % % GPU Runtime Security
AR N ,(%
GTP-0SS-20B Granite Mistral Smal
\ GPU Runtime Security

o eBPF _&°
SRv6 Native Workloads

SRv6 (Traffic Engineering)
using Trusted Path Routing

___________

Quantum Aware
MACSEC

— R Y
@l =)
B g e
S i I
[‘ﬁ é  E— L loT Edge [
{oob ED\ — Device i e ' == & =z (O
e o= : Most Efficient Network Path : B i |
Supervisor and L ] = ] (Best Route) !
\ Sub-Agents j 5 [T\ ! i RS
- ~ A i > : | Y| Tee
. TEE | :
& — : ! ¢¢
Forward Deployed 2 [ \
Assets = Key End-to-End Benefits @
(Edge Compute) _
Vector and Eavesdropping listed atctes.ted Increased. \Observablllty Al Pre-Fill Identity /
Graph Databases Raduttion Communication Data Security
\ & j Mesh Transit/Rest/Runtime

- J




Recap

Agentic Security Doesn’t Stop Here!
Agent Identity Governance
Tool Authorization Explainability

Guardrails Benchmarking (validation)

What we learnt along the way....

» Zero Trust focuses on removing the weakest link

» GPU

» CPU

» Memory
» Transit
> Rest
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Thank Youlll
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