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Services

Confidential containers on 

Azure Red Hat OpenShift

Generally Available

SQL always encrypted with 

secure enclaves

Generally available

Azure Virtual Desktop on 

confidential VMs

Generally available

AzureData 

Explorer

Public preview

Azure Confidential 

Databricks

Generally available

Managed

HSM

Generally available

Microsoft 

Azure Attestation

Generally available

Azure Confidential 

Ledger

Generally available

Generally available

Confidential inferencing 

with Azure Open AI 
Whisper

Preview

Containers Confidential VM AKS 

worker nodes

Generally available

Confidential containers 

on ACI

Generally available

Confidential 

containers on AKS

Public preview

Infrastructure
DCasv5 & ECasv5

DCasv6 & ECasv6 
AMD SEV-SNP CVMs

NCCH100v5 VMs

NVIDIA GPUs

Generally availableGenerally availableGenerally available

DCesv6 & ECesv6

Intel TDX CVMs 

Azure Integrated 

HSM

Generally Available

Azure Database for 

PostgreSQL

Generally available

Azure Confidential 

Clean Rooms

Preview

Azure Container 

Apps

Azure Event 

Hub

Private preview

Azure Service 

Bus

Private preview

Azure AI Search

Generally available

Note: Regional availability will depend on availability of ACC SKUs

Generally available

Azure Batch on

confidential VMs

Azure Event 

Grid

Private preview

Microsoft Azure Confidential Computing



E a s i e r  a d o p t i o n M o r e  p r o t e c t i o n

Confidential computing guarantees

Lift ad Shift applications

Protecting data from the 

surrounding infrastructure

ON
confidential computing

Architecture 

application carefully for 

confidential computing

Data never leaves the 

confidential trust boundary

IN
confidential computing

Know and audit 

what software has 

accessed data

Confidential computing 

+ code transparency

TRANSPARENT
confidential computing

Stop data exfiltration​

even if the service​

is compromised​

Virtual Data Diode

controls network

access policy ​

CONFIDENTIAL

TENANCY
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The cloud confidential trust boundary

Trusted Execution Environment (TEE)

Your dataYour code



Confidential Trust Boundary (CTB) Root of Trust
Attestation and secure key management

Evidence

Attestation 

result

Attestation result

Release secrets 

based on policy

Hardware 

Security 

Module 

(HSM)

TEE

Code Data

Attestation 

services

Secret 

manager



Protecting signing keys





Microsoft Payment services

Customer adds a credit card

Returns Token

Plain text

In transit
Managed

HSM

Migrated from 

on-premises 

HSM

Returns Enc

System pod/
Sidecar container

Token

service
container

Kernel

Kubelet/runtime

In use

Plain text

In transit

Returns Token

Plain text

In transit

CacheCache

At rest

System pod/
Sidecar container

Kernel

Kubelet/runtime

In use

Key

service
container





XKMS Token Signing Service 

100% on confidential computing



Microsoft Licensing Service

Azure Traffic 

Manager

Recursive 

DNS 

service

Windows 

commerce 

services

HTTPs traffic

Managed 

HSM

Azure 

Cosmos DB

Microsoft 

Entra ID

Licensing AuthZ KeyGen

Private networkApp Gateway

with 

guarantees

DDoS 

guarantees

NSG

WAF

Azure

Firewall





Edge passkey service

Azure Confidential Ledger
User Recovery Data

Microsoft Azure 

Attestation

Managed HSM
Service Key Store

Website
Edge browser

on client device

Edge

passkey

service

ACI

Secure Key Release 

sidecar





CONTOSO’ S T ENANT FA BRIK AM’ S T ENA NT

Contoso

Key + 
policy

Encrypted 
input data

Azure Confidential Clean Rooms

Setup collaboration, invite 
members and enable analytics

Publish dataset and 

encryption details, 

schema and queries

Upload keys with 
secure key release 

policy

Execute authorized 
queries with Spark 

SQL

Obtain tamper-
resistant audit trails

Secured by Confidential 
Container Instances as virtual 

nodes in AKS

Fabrikam

Key + 
policy

Encrypted 
input data

Spark SQL Queries

Preview

Multiparty Analytics with Azure Confidential Clean Rooms



Know and audit 

what software has 

accessed data

Confidential computing

 + code transparency

TRANSPARENT
confidential computing
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The cloud confidential trust boundary

Trusted Execution Environment (TEE)

Your dataYour code



The cloud confidential trust boundary

Trusted Execution Environment (TEE)

Your dataYour code External services







Reproducible build 

based on confidential 

computing

Automate upgrade with 

Microsoft Signing 

Transparency 

bootstrapped

Signing code that 

matches policy

Microsoft Signing Transparency
Guaranteed auditability for Microsoft service code in external services



Confidential Build 

pipeline

Code signing 

service

MST ledgerDeveloper

Code + 

measurements

Policy enforcement

Register

ReceiptSinged artifacts 

+ CTS receipt

Deploy

Code 

updates

Confidential 

services

Customer Auditor

Know what’s running

Audit at any time

Immutable

Microsoft Signing Transparency



Stop data exfiltration​

even if the service​

is compromised​

Virtual Data Diode

controls network

access policy ​

CONFIDENTIAL

TENANCY
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Virtual Data Diode
Attestable Network Policies 

Attested Hypervisor

CPU

Azure Host
Direct 

virtualization

Service UVM/CVM

Workload

Virtual Data Diode 

Agent

Paravisor

Service 

UVM/CVM 

attestation

Attested 

network policy

Hypervisor 

attestation

NIC StorageConfidential GPU



Sovereign confidential computing

Federated Azure Region

Sovereign Tenant

Confidential &

Non-Confidential

Resources

Public Tenants

…

Azure Local

Azure Local 

Control Plane

Confidential 

Services

DevelopersOperators & DRIs

(SAW)

Azure Region Group (residency boundary)

Virtual Data Diode Isolated Network 

Confidential 

Services

Public Azure Control Plane

Tenant-specific

control plane services

Immutable 

Logs
Monitoring

Entra Keying

Azure Data
Transfer Service

Tamper Proof
Audit Logs in Azure 
Confidential Ledger

Microsoft Signing 
Transparency

Azure Data Transfer

Data Guardian
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Confidential cloud

The cloud platform 

provider is outside the 

trusted compute base.

Activity history is 

immutable and auditable. 

Data is fully in the control 

of the customer at rest, 

in transit, or in use.

Code running in the cloud 

is protected and verified 

by the customer.



Confidential computing
is the future of computing
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