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What is reliability?

“The ability of a system or component to function under 

stated conditions for a specified period of time.”

Properties of a reliable systems

● Accuracy & correctness

● Consistency & predictability

● Robustness

● Safety



Reliability, critical to AI success



Our own findings

Only agents in production

• 86 deployments

• 20 case studies

• 5 domains



Similar to software systems

Productizing takes ~10-50x more than prototyping

Prototype → production: 9x Prototype → production: > 50x

https://apple.news/Ax8SMUhGqTGeblSjKsNrp1Q

Main goal of productization: make system reliable!

https://apple.news/Ax8SMUhGqTGeblSjKsNrp1Q


What does it take to productize a feature?

● Testing & Debugging

● Compliance/governance

● Deployment & Observability

● …



Testing & debugging a software system

A software system consists of 

many components

● E.g., functions, objects, actors, tasks, …

Each component has a clear specification, interface

● E.g., define expected output given input

Testing: check each component satisfies its spec



Testing & debugging a software system

Debugging:

● Identify component and code violating its spec

● Fix problem by changing faulty code

● Repeat process until all tests pass



Debugging an AI agent much harder

Agent: a system in which an LLM acts as a central 

reasoning engine to accomplish a task by

● repeatedly interacting with environment…

● using external tools…

● until stopping condition is true 

(e.g., task done, error, budget exceeded)



Debugging an AI agent much harder

LLMs

● Rarely have clear and complete specification →

hard to know an error even occurs

● Black box → equivalent to debugging a program by only 

seeing its output



Agent Loop → Multi-Agent Systems



Multi-Agent Systems (MAS)

Many agents coordinating to accomplish a task

Context isolation
Each sub-agent has its own window; it only 

sees what it needs.

Specialization
Each sub-agent can have a narrow role, a 

tailored prompt, a curated tool set, and even 

a different model..

Parallelism
Sub-agents run  independent subtasks in 

parallel to reduce running time.

Modularity
Each agent is a component you can build, 

test, swap, and reuse, so easier to reason 

about than one monolithic agent. 

…



Example: ChatDev



Debugging MAS

First step: identify errors!

Two projects:

● MAST

● ATLAS



MAST
(Multi Agent System failure Taxonomy)



MAS fail >50% on hard benchmarks



Why do Multi-Agent Systems Fail?



Goal

Systematically identify, classify, and 

analyze the reasons why MAS fail



How do we do it?

Manually inspected 150+ traces to 

build a failure taxonomy

LLM judge pipeline to evaluate 1000+

more traces (MAD)

• 95% agreement with humans

Open-sourced taxonomy (MAST) and 

dataset (MAD)

Agentic frameworks:

• AppWorld

• HyperAgent

• AG2

• ChatDev

• MetaGPT

• MagenticOne

• OpenManus



MAST: Multi-Agent Systems failure Taxonomy

Specification 

Issues

Inter-Agent 

Misalignment

Task 

Verification

No dominant failure 

category



Failures originate from system design decisions, 

and poor or ambiguous prompt specifications.

1. Disobey task specifications

2. Disobey role specifications

3. Step repetition

4. Conversation loss

5. Agents unaware of termination conditions 
Ok, we will do…
<INFO> Website <\INFO>
…

CPO

CEO

... Once we all have 
expressed our opinion(s) 

and agree with the 
results of the 
discussion …

<end of phase>

CPO doesn’t wait for 

CEO to make decision!

FC1: Specification issues



Underlying LLMs not the only limitation!

• Prompt specification

• System design (specification) CPOCEO

Change design: add extra “CEO 

decision” step to the protocol 

Improving MAS design → improve perf with same model

+9.4

%

FC1: Specification issues



MAST: Multi-Agent Systems Failure Taxonomy

Specification 

Issues

Inter-Agent 

Misalignment

Task 

Verification



Failures in agent coordination to achieve a common goal.

● Conversation reset

● Failure to ask for clarification

● Task derailment

Login with username a-
r@gmail.com and password 
XvV@Hof.Then…

<code to display docs for 
phone app>

"name": "username",
"description": "Your 
account phone_number", apis.phone.login(    

username="a-r@gmail.com", 
password="XvV@Hof"){"message":"Invalid 

credentials"}
The provided login credentials are incorrect.
Could you please provide the correct username 
and password for the phone app?

● Information withholding

● Ignore input

● Reasoning-action mismatch

FC2: Inter-agent misalignment



Failures in agent coordination to achieve a common goal.

● Conversation reset

● Failure to ask for clarification

● Task derailment

Login with username a-
r@gmail.com and password 
XvV@Hof.Then…

<code to display docs for 
phone app>

"name": "username",
"description": "Your 
account phone_number", apis.phone.login(    

username="a-r@gmail.com", 
password="XvV@Hof"){"message":"Invalid 

credentials"}
The provided login credentials are incorrect.
Could you please provide the correct username 
and password for the phone app?

● Information withholding

● Ignore input

● Reasoning-action mismatch

Supervisor 
Agent

Phone 
Agent

Python 
Executor

1

2
<code for task>

<Task>, login with username 
a@mail.com and password …

FC2: Inter-agent misalignment



Failures in agent coordination to achieve a common goal.

● Conversation reset

● Failure to ask for clarification

● Task derailment

Login with username a-
r@gmail.com and password 
XvV@Hof.Then…

<code to display docs for 
phone app>

"name": "username",
"description": "Your 
account phone_number", apis.phone.login(    

username="a-r@gmail.com", 
password="XvV@Hof"){"message":"Invalid 

credentials"}
The provided login credentials are incorrect.
Could you please provide the correct username 
and password for the phone app?

● Information withholding

● Ignore input

● Reasoning-action mismatch

Supervisor 
Agent

Phone 
Agent

Python 
Executor

1

2
<code for task>

<Task>, login with username 
a@mail.com and password …

FC2: Inter-agent misalignment

Didn’t ask to login; 

it just passed the task code



Failures in agent coordination to achieve a common goal.

● Conversation reset

● Failure to ask for clarification

● Task derailment

Login with username a-
r@gmail.com and password 
XvV@Hof.Then…

<code to display docs for 
phone app>

"name": "username",
"description": "Your 
account phone_number", apis.phone.login(    

username="a-r@gmail.com", 
password="XvV@Hof"){"message":"Invalid 

credentials"}
The provided login credentials are incorrect.
Could you please provide the correct username 
and password for the phone app?

● Information withholding

● Ignore input

● Reasoning-action mismatch

Supervisor 
Agent

Phone 
Agent

Python 
Executor

1

<Task>, login with username
a@mail.com and password …

3

Request Login
{"name": "username", ”desc.": "Your 

account phone_number"}

2
<code for task>

FC2: Inter-agent misalignment



Failures in agent coordination to achieve a common goal.

● Conversation reset

● Failure to ask for clarification

● Task derailment

Login with username a-
r@gmail.com and password 
XvV@Hof.Then…

<code to display docs for 
phone app>

"name": "username",
"description": "Your 
account phone_number", apis.phone.login(    

username="a-r@gmail.com", 
password="XvV@Hof"){"message":"Invalid 

credentials"}
The provided login credentials are incorrect.
Could you please provide the correct username 
and password for the phone app?

● Information withholding

● Ignore input

● Reasoning-action mismatch

Supervisor 
Agent

Phone 
Agent

Python 
Executor

1

<Task>, login with username
a@mail.com and password …

3

Request Login
{"name": "username", ”desc.": "Your account 

phone_number"}

2
<code for task>

4

apis.phone.login(username="a@
mail.com", password=”…")

Tool asked for phone # as username; 

the agent provided e-mail instead!

FC2: Inter-agent misalignment



Failures in agent coordination to achieve a common goal.

● Conversation reset

● Failure to ask for clarification

● Task derailment

Login with username a-
r@gmail.com and password 
XvV@Hof.Then…

<code to display docs for 
phone app>

"name": "username",
"description": "Your 
account phone_number", apis.phone.login(    

username="a-r@gmail.com", 
password="XvV@Hof"){"message":"Invalid 

credentials"}
The provided login credentials are incorrect.
Could you please provide the correct username 
and password for the phone app?

● Information withholding

● Ignore input

● Reasoning-action mismatch

Supervisor 
Agent

Phone 
Agent

Python 
Executor

1

<Task>, login with username
a@mail.com and password …

3

Request Login
{"name": "username", ”desc.": "Your account 

phone_number"}

2
<code for task>

4

apis.phone.login(username="a@
mail.com", password=”…")

5

{"message":"Invalid credentials"}

FC2: Inter-agent misalignment



Failures in agent coordination to achieve a common goal.

● Conversation reset

● Failure to ask for clarification

● Task derailment

Login with username a-
r@gmail.com and password 
XvV@Hof.Then…

<code to display docs for 
phone app>

"name": "username",
"description": "Your 
account phone_number", apis.phone.login(    

username="a-r@gmail.com", 
password="XvV@Hof"){"message":"Invalid 

credentials"}
The provided login credentials are incorrect.
Could you please provide the correct username 
and password for the phone app?

● Information withholding

● Ignore input

● Reasoning-action mismatch

Supervisor 
Agent

Phone 
Agent

Python 
Executor

1

<Task>, login with username
a@mail.com and password …

3

Request Login
{"name": "username", ”desc.": "Your account 

phone_number"}

2
<code for task>

4

apis.phone.login(username="a@
mail.com", password=”…")

5
{"message":"Invalid credentials"}

6

The provided login credentials 
are incorrect. Could you 
please provide the correct 

username and password for the 
phone app?

Missing feedback on 

username = phone_number

FC2: Inter-agent misalignment



Login with username a-
r@gmail.com and password 
XvV@Hof.Then…

<code to display docs for 
phone app>

"name": "username",
"description": "Your 
account phone_number", apis.phone.login(    

username="a-r@gmail.com", 
password="XvV@Hof"){"message":"Invalid 

credentials"}
The provided login credentials are incorrect.
Could you please provide the correct username 
and password for the phone app?

Solutions focused on protocols only are often 

insufficient to prevent FC2 failures!

MAS demands deeper “social reasoning” 

abilities from agents

FC2: Inter-agent misalignment



MAST: Multi-Agent Systems Failure Taxonomy

Specification 

Issues

Inter-Agent 

Misalignment

Task 

Verification



Failures related to quality control of the output

1. Premature termination

2. No or incomplete verification

3. Incorrect verification

I want a Chess game, with 
standard notation as inputs 
like Ke8, Qf7

The code runs, looks good to me!

CEO

Verifier

ProgrammerInputs do not follow standard chess 

notation & pawns can move backwards

FC3: Task verification



Unit testing & multi-level verification is needed!

FC3: Task verification



Understanding failures profile

lower is better

20

40

Disobey Task Specifications

Step Repetition

Agents Unaware of Termination Conditions

Specification 

Issues

ChatDev

35



lower is better

20

40

Failure to Ask for Clarification

Task Derailment

Reasoning-Action Mismatch

Specification 

Issues

Inter-Agent 

Misalignment
36

Understanding failures profile

ChatDev



lower is better

20

40

Premature Termination

No or Incomplete Verification

Incorrect Verification

Specification 

Issues

Inter-Agent 

Misalignment
Task Verification

37

Understanding failures profile

ChatDev



Different failure profiles



Going beyond diagnosis with MAST

How do we build custom taxonomies that are special for:

1. Each agentic architecture

2. Each domain (coding, finance, math, writing)

How do we build better agentic systems using these 

taxonomies



ATLAS
(Adaptive Taxonomy Learning for Agentic Systems)



Need for domain-specific taxonomies

Discovered failure modes barely overlap across different domains

Each number represents “failure overlap” across 

different benchmarks (Jaccard similarity)



ATLAS: Adaptive Taxonomy Learning for Agentic Systems

42

Fully automate the way we build taxonomies given an 

agentic system and rollouts



Can you leverage MAST / ATLAS to 

improve MAS reliability?



| **chat_turn_limit** | 10 |

| **placeholders** | {} |

| **memory** | No existed memory |

[2025-29-03 23:32:42 INFO] Chief Technology Officer: **Chief Technology Officer<->Chief Executive Officer on : LanguageChoose, turn 0**

[ChatDev is a software company powered by multiple intelligent agents, such as chief executive officer, chief human resources officer, chief 

product officer, chief technology officer, etc, with a multi-agent organizational structure and the mission of 'changing the digital world 

through programming'.

You are Chief Executive Officer. Now, we are both working at ChatDev and we share a common interest in collaborating to successfully 

complete a task assigned by a new customer.

Your main responsibilities include being an active decision-maker on users' demands and other key policy issues, leader, manager, and 

executor. Your decision-making role involves high-level decisions about policy and strategy; and your communicator role can involve speaking 

to the organization's management and employees.

Here is a new customer's task: Design a chess game, allowing two players to take turns and determining the winner. It should be playable 

from Linux Terminal, and does not require me to access a dedicated UX or GUI platform, i.e. print the results on terminal at each stage and 

let me play it there by entering inputs (formal chess notation such as Ke8). Include standard chess features like castling, en passant, and 

pawn promotion. Enforce check and checkmate rules..

To complete the task, I will give you one or more instructions, and you must help me to write a specific solution that appropriately solves 

the requested instruction based on your expertise and my needs.]

Python

[2025-29-03 23:32:42 INFO] flask app.py did not start for online log

[2025-29-03 23:32:42 INFO] Chief Executive Officer: **Chief Technology Officer<->Chief Executive Officer on : LanguageChoose, turn 0**

[ChatDev is a software company powered by multiple intelligent agents, such as chief executive officer, chief human resources officer, chief 

product officer, chief technology officer, etc, with a multi-agent organizational structure and the mission of 'changing the digital world 

through programming'.

You are Chief Technology Officer. we are both working at ChatDev. We share a common interest in collaborating to successfully complete a 

task assigned by a new customer.

You are very familiar to information technology. You will make high-level decisions for the overarching technology infrastructure that 

closely align with the organization's goals, while you work alongside the organization's information technology ("IT") staff members to 

perform everyday operations.

Here is a new customer's task: Design a chess game, allowing two players to take turns and determining the winner. It should be playable 

from Linux Terminal, and does not require me to access a dedicated UX or GUI platform, i.e. print the results on terminal at each stage and 

let me play it there by entering inputs (formal chess notation such as Ke8). Include standard chess features like castling, en passant, and 

pawn promotion. Enforce check and checkmate rules..

To complete the task, You must write a response that appropriately solves the requested instruction based on your expertise and customer's 

needs.]

How does a MAS trace look like?

44

System Runtime Log:

• User & System Prompts

• Agent Chat Histories

• Logs from Code Executions

Lots of unstructured messy data 



Key idea

Instead of using raw logs to debug, use failure modes 

produced by taxonomy to structure feedback



Leveraging taxonomies to improve MAS 

A: As a tool
The taxonomy is in the prompt. The 
agent self-diagnoses while it runs

B: As a skill
A separate agent grades the trace with 
the taxonomy and shares reflection



Leveraging taxonomies to improve LLM-as-a-Judge

Terminal bench 2.0 with different agent harnesses



Summary

Reliability, critical to AI success

MAST and ATLAS: Understand why MAS fail

Can use failure categories to improve reliability

Just starting: many challenges ahead!



Parting thoughts

Reliability, important in every system we relay on

Reliability, a stapple of the engineering disciplines

Reliability in AI, arguably more difficult than other systems



Parting thoughts

Specifications, key to building reliable systems in other areas

Specifications enable us to:

• Verify the system works as intended (it is reliable)

• Debug the system: find and fix errors

• Decompose system: faster, more reliable development

• Reuse existing components: faster development

• Automated decision making: no human in the loop

Learn from other disciplines on how to build reliable AI systems



Parting thoughts

Specifications help make agents verifiable

… but alone don’t ensure correctness 

Hardware can enforce correctness (e.g., policy 

enforcement, data access) and provide provable evidence



Thank you!



The Path Forward

Specify agent behavior

Verify the agent obeys specification, or/and

Enforce specification during agent execution

Two (complementary) approaches:

● Software: tests, formal methods

● Hardware: provable evidence, security enforcement

This talk


	Slide 1
	Slide 2: What is reliability?
	Slide 3: Reliability, critical to AI success
	Slide 4: Our own findings
	Slide 5: Similar to software systems
	Slide 6: What does it take to productize a feature?
	Slide 7: Testing & debugging a software system
	Slide 8: Testing & debugging a software system
	Slide 9: Debugging an AI agent much harder
	Slide 10: Debugging an AI agent much harder
	Slide 11: Agent Loop  Multi-Agent Systems
	Slide 12: Multi-Agent Systems (MAS)
	Slide 13: Example: ChatDev
	Slide 14: Debugging MAS
	Slide 15: MAST (Multi Agent System failure Taxonomy)
	Slide 16: MAS fail >50% on hard benchmarks
	Slide 17: Why do Multi-Agent Systems Fail?
	Slide 18: Goal
	Slide 19: How do we do it?
	Slide 20: MAST: Multi-Agent Systems failure Taxonomy
	Slide 21: FC1: Specification issues
	Slide 22: FC1: Specification issues
	Slide 23: MAST: Multi-Agent Systems Failure Taxonomy
	Slide 24: FC2: Inter-agent misalignment
	Slide 25: FC2: Inter-agent misalignment
	Slide 26: FC2: Inter-agent misalignment
	Slide 27: FC2: Inter-agent misalignment
	Slide 28: FC2: Inter-agent misalignment
	Slide 29: FC2: Inter-agent misalignment
	Slide 30: FC2: Inter-agent misalignment
	Slide 31: FC2: Inter-agent misalignment
	Slide 32: MAST: Multi-Agent Systems Failure Taxonomy
	Slide 33: FC3: Task verification
	Slide 34: FC3: Task verification
	Slide 35: Understanding failures profile
	Slide 36: Understanding failures profile
	Slide 37: Understanding failures profile
	Slide 38: Different failure profiles
	Slide 39: Going beyond diagnosis with MAST
	Slide 40: ATLAS (Adaptive Taxonomy Learning for Agentic Systems)
	Slide 41: Need for domain-specific taxonomies
	Slide 42: ATLAS: Adaptive Taxonomy Learning for Agentic Systems
	Slide 43
	Slide 44: How does a MAS trace look like?
	Slide 45: Key idea
	Slide 46: Leveraging taxonomies to improve MAS 
	Slide 47: Leveraging taxonomies to improve LLM-as-a-Judge
	Slide 48: Summary
	Slide 49: Parting thoughts
	Slide 50: Parting thoughts
	Slide 51: Parting thoughts
	Slide 52: Thank you!
	Slide 53: The Path Forward

