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INTRODUCTIONS

Rudi Van Helvoirt Ash Giddings
Lead IBM i Specialist Product Manager,
Softwarebevers Maxava

WWW.maxava.com ‘ MAXAVA



SESSION GOAL

Central Validation

@ A """"""""
\4\1 ...

Detect Fix
Drift |[Issues
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WHAT IS ARE?

 Administration Runtime Expert is an IBM product that can ensure that your system looks the
way it should, and stay that way

* Automates configuration checks, detecting risks early, and ensuring consistent, compliant
system environments

* ARE provides:
o An easy-to-use GUI to define the attributes you want to verify
o A console to set up groups of systems to run verifications on
o Areporting interface to review results

* ARE is not Application Runtime Expert, this is an old name

e It's freelll
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WHAT IS ARE?

* ARE allows you to

Define a template

Compare a system(s) against that template
Identify differences

Optionally apply changes to align systems

e ARE is split into 3 capabilities
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System Group 1
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Individual System

ARE Central System
Template Editor
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System Group 3
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IBM | ENVIRONMENTS

Long-Lived, Evolving Over Time
Resulting in Drift

L

Time
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WHY ARE MATTERS NOW

éma

Growing complexity
of IBMi estates

Expanding environments,
integrations and custom
solutions increase
complexity and the
chance of error.
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Skills shortages and
operational dependency
on tribal knowledge

Limited IBM i expertise
and reliance on key
individuals create
operational risk and
knowledge gaps.

Configuration drift
and its impact on
HA/DR readiness

Uncontrolled changes
lead to inconsistencies
that undermine high
availability and disaster
recovery readiness.

Compliance and
audit pressure

Increasing regulatory
requirements demand
greater visibility,
documentation and
audit readiness.

20

Downtime risk
caused by
undocumented
system changes

Undocumented or ad-hoc
changes can cause
failures, outages and
business disruption.



OUTAGES AND HUMAN ERROR

Major contributor

Moderate contributor
(Responses for "Other” and
"Don't know" are not included.)

UPTIME INSTITUTE DATA CENTER RESILIENCY SURVEY 2026 uptime

INTELLIGENCE
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DO YOU KNOW YOUR ENVIRONMENT?

HOW DO YOU KNOW
WHAT YOU DON’T KNOW?

~ ' ‘
~
~

-

HIDDEN RISKS TRIBAL
KNOWLEDGE GAPS
UNKNOWN UNDOCUMENTED
DEPENDENCIES CHANGES
= ©
=1
UNSEEN BLIND SPOTS IN
CONFIGURATIONS

MONITORING

_Q’_ You can’t protect what you can't see.
= Visibility is the first step to certainty.



COLLECTION CAPABILITIES

What you can collect

The IBM Administration Runtime Expert for i has a wide array of application attributes and settings it can collect, along with many of the
system settings and values most critical to your applications. Here are some of the possible attributes and values that it can collect:

* File/directory/flibrary authorities = Attributes within property/http/XML configuration files
R *» User IDs
* Authorization list « Product PTFs & PTF Groups
* Primary group -

System Values & Network Attributes

* Object authorities » Product installation status

* Dataauthorities » Internet Protocol network verification and configuration

* File/directory/library attributes * Environment variables

* Creation date * Ports in use

- L el * CL and Qshell command output

* File size * SQL statement output
* File type * Log files
= CCSID

= IBM i object native attributes
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EXAMPLE USE CASES

« Aligning PROD/DEV/TEST

e \Verifying post-upgrade settings

* Checking HA/DR nodes match
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EXAMPLE USE CASES

* Anything you can access with an SQL SELECT statement
* Anything you can access with a CL or a QShell command

* Anything you want with custom plugins
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HOW TO GET ARE

* The runtime engine (core) that is part of the operating system with
no additional installation requirements

e Central and Endpoint Servers require:
e 5770SS1 option 3 - Extended Base Directory Support
 5770SS1 option 12 - Host Servers
e 5770SS1 option 30 - QShell
 5770SS1 option 33 - PASE

» 5770JV1 option 17, 19, or 20 - Java

* Central system also requires 5770DG1 - IBM HTTP Server for i
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HOW TO GET ARE

 The 5733-ARE product is required for the web-based user interface is
available via ESS

Documentation Q x
Entitled
. 5733- A . . electronic Proof of .
IBM Entitled Systems Support < Power 1BM Application Runtime Expert i Systems . IBM i No
ARE Entitlement
| Support
Entitled
5733- electronic Proof of
Power > IBM AFP Font Collection fori Systems ' IBMi No
B45 Entitlement
| Support
5733-
[ Power LES 1BM Connect for iSeries Version 2.0 = MoEaliiT = No
€02 download on ESS
Show full table of contents
Power JEES Cryptographic Device Manager il No
o a l oVl YpIoerar g - download onESS  ~
Y eren tities Power SBES 1BM System i Cryptographic Device Manager for No software No
CY2 V6R1 - download on ESS -
Entitled Systems Support ~ Entitled
y RE 5733- ! electrenic Proof of
General Information o Power o3 1BM Cryptographic Device Manager for i Systems Entitlement IBMi No
Support
My Entitled Software ~ 5733- No software
Power > IBM Director with Virtualization Engine Console - - No
Software Updates ~ DIR download on ESS
Entitled
Software Downloads A~ 5733- 1BM Director with Virtualization Engine Console for ! electronic Proof of
Power DR1 5/05 Systems Entitl 1 IBMi No
Software Downloads - Description =) Support mimemen
I AR Power 5733- 1BM Virtualization Engine Enterprise Workload No software No
Software Downloads - How to EWA Manager for i5/0S - download on ESS -
download software P 5733- 1BM Virtualization Engine Enterprise Workload No software .
IBM i V7 language groups EWM Manager - download on ESS -
Entitled
Software Downloads - IBM Cloud 5 -
Registry and ESS - How do I get Power ;;33 1BM Intergrated Domino Fax for iSeries Systems :ti?\‘l?r::nimm o IBM i No
access to my software in Red Hat Support
Openshift? 5733- No software
Power 2 1BM Grid Toolbox V3 for 05/400 = = No
Download Director - Information GT1 download on ESS
[ — P ——— - _ SiEEE IR - . No software
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AUTHORITY

* Old ARE Ul needs *ALLOBJ

 New ARE Al — managed by two authorization lists to use ARE in Navigator for i without
*ALLOBJ
 QNAVARECON for the Console
 QNAVARETMP for Templates
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PARTITION TO PARTITION COMMS

Port Service Required For Recommendation

449 Secure DRDA (SSL) EncrypteFI S(.)‘L . Recommended
communications

8473/9473 Database Server i]TcAcKngs/ LECEEIE R O Commonly Required

8475/9475 Remote Command Server CommandCall and ' O Required if running
ProgramCall execution CL commands remotely

. Authentication services .
8476/9476 Sign-on Server for Toolbox connections O Commonly Required
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HOW TO KEEP AREUP TO DATE

* You must also keep current on ARE PTFs
* Fixes
* New functionality

e 5770-SS1 PTFs for the runtime engine
e 5733-ARE PTFs for the ARE GUI
e 5733-ARE PTFs are shipped in the 5770-DG1 group

e Latest PTFs are listed on the main ARE product page

ARE PTFs
=i Beserianier V7R3MO V7R4AMO V7R5MO V1R1MO
P ARECore ARECore ARECore AREConsole
Fix for ARE PTF check against PSP failing with HTTP SIS5602 185603 185604

403
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HOW TO START ARE

STRTCPSVR SERVER(*HTTP) HTTPSVR(IBMARE)

Type options, press Enter.
2=Change 3=Hold 4=End B5=Work with 6=Release 7=Display message

8=Work with spooled files 13=Disconnect

Current
Opt Subsystem/Job User Type CPU % Function Status
o IBMARE QTMHHTTP BCH 0,0 PGM-QZHBMAIN SIGHW
L IBMARE QTMHHTTP BCI 0,0 PGM-QZSRLOG SIGHW
o IBMARE QTMHHTTP BCI 0,0 PGM-QZSRHTTP SIGHW
IBMARE QWEBADMIN BCI 0,0 JVM-/gqibm/prod THDW

IBM Navigator for i

"‘DJ HTTP Servers

or -
sesee
IBM Navigator for i

Name | State

are Q E]Dj Active Jobs-Basic
a n 100 v Details:
3 Configure

Filtered Rows: 1| Total Rows: 19
E] Job Name Tl Number Tl Detailed Status Tl Current User
=
M ‘ ibmpre ‘ B
Network -

fq; » TCPAP Configuration i IBMARE 983751 sIGwW QTMHHTTP

TCP/IP Servers
@ 1M Hoet Semers lg] @ IBMARE 983754 THDW QWEBADMIN
F:Q::1 DNS Servers . @ IBMARE 983756 sIGwW QTMHHTTP

Manage a list of servers =

— User-Defined Servers
5]

HTTP Servers
[

WWW.maxava.com ) MAXAVA




HOW TO ACCESS ARE

IBM Application Runtime Expert for |

"§'V§tem_narri_e‘:_12401/a re

Deployment Template Editor

IBM Navigator for i

The Deployment Template Editor allows users to create, edit, import and export deployment templates. The editor enables users to
customize their templates. Templates created, imported, or edited using this editor can be used to verify systems using the ‘Launch
console’ button below. (7) Learn more...

Manage templates: iclient2- Active o_o iclient1- Active o_o
Filter IBM i 75 IBM i 7.4
Name = Last built by —_—  TRlevel 3 TR Level: 9
® ARE_PTF_Sync RUDI Multisystem s @ i:hijob:a' ;?‘:1
() ARE_in_Action RUDI System ASP %: 77.60 A\
() Are_demo_License_Check RUDI I Custom Charts
() Are_demo_System_Values RUDI . i Hosted Client
o Inquiry Messages
() Are_demo_User_Usage RUDI — ( )
(O BRMS_SQL_services_in_action RUDI — « Administration Runtime Expert | Collect and verfy custamized sets of ‘
() Must_Gather_Tool_Upgrade RUDI ¥ runtime environment, and the IBM i
Console
O MyTemplate1 RUDI rﬁ | system that it runs on
O Navdi Network Check RUDI = | Run ARE templates on remote systems ]
() PTF_Checker_CS RUDI D
() PTF_Checker_PSP RUDI
() PTF_Checker_PSP_new RUDI
() PTF_Distribution RUDI
() Powerwire_article_Certificate_expiratiion_check RUDI
O Tes‘lc-;ebmikers'“”[) THEO [':_-]D Administration Runtime Expert - Console
O Theo_PTF_CS THEO = irn
(O Theo_TemplateTest THEO e g . .
System Nama User D || Has Password || Templates
Create ~ Import ~ Actions - Mo mecords found

4 @

Total Rows: 0

Launch console
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ARE — GETTING STARTED

Y MAXAVA



GETTING STARTED

1. Start Simple 2. Iterate Regularly 3. Enhance & Develop

/N
60— » b lll

Build a basic template Review and adjust based on Continuously improve
to get started. changes in requirements, and expand your templates
environments, and applications. over time.
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VERIFY PORT STATUS

& Chrome File Edit View History Bookmarks Profil Window  Help G2 zoom @ O R O % ey T Q 8- ThuMar21 10:58AM
[ ] 5} blBMNawgalm(ou x @ 1BM Application Runtime x @ IBM Administration Runt: X @ I1BM i Services (SQL) x ¥ Port numbers for host s x D\BMNav\galullou x @ 1BM Application Runtime x + v

- C A NotSecure commont.frankeni.com:12401/are/ Q % ) a 2

Home > Plugin Selection and Customization > Ports

Ports

Specify Ports to Verify

Port status: (7) Learn more. Restricted port ranges: (7) Leam more.

Port Expected status  Severity Starting port Ending port Severity
18470 Not Use ~ Emor v | Error v
(70 yllinuse v| [Emor ~ Add  Remove all
|8471 Not Use v Emor v
\94717 InUse -~ Emor v

0 8472 Not Use ~ Emor v~
|9472 NotUsev| |[Emor ~
|8473 Not Use - Emor v
|9473 InUse - Emor v
|8474 Not Use - Emor v
|9474 InUse v| |[Emor
|8475 Not Use - Emor v
| 9475 InUse - Emor v
|8476 Not Use - Emor v
|9476 InUse - Emor
| 446 Not Use v Emor v

O |48 InUse - Emor v
|23 Not Use - Emor v
| 992 InUse v Emor v

Add  Remove all

OK Cancel Edit XML
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CHECKIFS CONFIGURATION FILES

& Chrome File Edit View History Bookmarks Profl

Window  Help
eve D 18M Navigator for | x

B zoom @ &

R Q 2 e =
@ I1BM Application Runtime X

@ (BM Administration Runt. X @ I1BM i Services (SQL) x o§s Port numbers for host s x D 1BM Navigator for | x
<« c A Not Secure

@ IBM Application Runtime X +
common.frankeni.com:12401/are/

Qa ¥ O 0@

Home > Plugin Selection and Customization > Configuration Files
Configuration Files

Specify Configuration Files to Verify

Configuration files  (3) Learn more.
Configuration file Type
® /QIBM/UserDatalJava400/SystemDefault properties Property
Iwwwidawnmay/conf/httpd.conf HTTP
Add Remove Update Edit XML
OK Cancel

WWW.Imaxava.coim
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CHECKIFS CONFIGURATION FILES

View History Bookmarks Prof

® ® D 18M Navigator for | X @ IBM Application Runtime X @ 1BM Administration Runt: X | @ IBM | Services (SQL) X | oBs Port numbers for hostse X D 1BM Navigator for | X | @ IBM Application Runtime X | + v

« C A\ Not Secure  common?.frankeni.com:12401/are/

QO x O 0@ :

Home > Plugin Selection and Cusf > Config! Files > Customize C File

Customize Configuration File
Select Configuration Values to Verify

Configuration file: /QIBM/UserData/Java400/SystemDefault properties

Key Expected value Edit
log4j2.formatMsgNoLookups tue K Edit
-Xgcthreads 08
Add  Remove Selectall  Deselect all
OK Cancel
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Chrome File Edit View History Books

rks  Profiles

Window  Help
[ ] o) b 1BM Navigator for | x @ I1BM Application Runtim x @ 1BM Administration Runt x
€ C A Not Secure

common1.frankeni.com:12401/are/

@ IBM i Services (SQL)

X | o8 Port numbers for host se/ X

G2 zoo0m @ O KR O B 100%

D 1BM Navigator for |

CHECKIFS CONFIGURATION FILES

2 Q & ThuMar21 10:56 AM
x @ 1BM Application Runtime x +

Q% O 0O a2

Edit Expected Value

Key: -Xgcthreads
Report only

® Verify this value () Learn more.

Value type: | String v

Expected value:
08

Comparison: | Equals

Severity v Error

Expected value

Description
Equals

The actual value must equal the expected value.

Examples

Actual value Comparison Expected value Result
mystring Equals mystring True
mysting  Equals somestring False

Match case
Warning

OK  Cancel

Edit
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O
)

General

Basic user profile
information

O

Session Information

Current sessions
and logon activity
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CHECKING USERS

N
?

Security

Password rules, failed
logon attempts, account
status

Account Expires

Account expiration
date and status

000
TN

Groups & Roles

Group memberships
and role assignments

u

Sign-on Information

Last sign-on date,
time, and program

¥o

Authorization

Authorization to
applications and data

&

Profile Attributes

Custom and system-

defined profile attributes

9

Special Authorities

Special authorities
assigned to the user

5o

Proxy Information

Proxy settings
and relationships



CHECK USERS WITH DEFAULT PA
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SWORD

Home > Plugin Selection and Customization > SQL Query Verifier > Customize SQL Query Verifier

Customize SQL Query Verifier
Specify the SQL Query and Verifications Details

Collection name: Default Password

Select statement (7) Learn more...

FROM QSYS2.USER_INFO
WHERE USER_DEFAULT_PASSWORD = 'YES';

Example: SELECT * FROM myDE.myTable
Print the result set of SQL query to the verification report: | Yes v |

Check the number of records returned for the SQL query (7) Leam more...
Expect value: | 0 |

Comparison: | Equals v |
Severity: | Error v |

Column value verification conditions (7) Learn more...

Column name Check class Expected value Comparison

Result type Match case Severity Description
Example id Numeric 6 Equals All Faise Error All ids should equal to 6
Example name String John Contains substring Any True Error Names retumed should contain ‘John'
This table is empty.
Add
oK Cancel
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CHECK USERS WITH DEFAULT PASSWORD
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IBM Application Runtime Expert for i

Console > Result

Console
System verification status: 11 complete -:J;?Fiefresh
Systemn name Template Status Result
geeltje Default_Password g Complete E 1 erroris), 0 warning(s), 0 info(s)

Back Stop all

Y MAXAVA




CHECK SPECIAL AUTHORITY

Chrome File Edit View History Bookmarks Prof

R O % wonmm T Q 8- ThuMar2l 11:11AM

oo Port numbers for hostse: X | ) IBM Navigator for i

® @ b 1BM Navigator for | x S 1BM Application Runtime x @ 1BM Administration Runti: X @ 1BM i Services (SQL) x

x @ 1B8M Application Runtim: x +

« C A\ Not Secure  common?.frankeni.com:12401/are/

Q¥ O & 0@

Home > Plugin Selection and Customization > SQL Query Verifier > Customize SQL Query Verifier

Customize SQL Query Verifier

Specify the SQL Query and Verifications Details CA
Collection name: Verify ALLOBJ_Users

Select statement (7 Leam more.

select AUTHORIZATION_NAME, SPECIAL_AUTHORITIES from gsys2.user_info where SPECIAL_AUTHORITIES like '%+ALLOBJ%'
Example: SELECT * FROM myDB.myTable
Print the resuit set of SQL query to the verification report: | Yes -

Check the number of records returned for the SQL query (?) Learm more
Expect value: |10
Comparison: | Equals v
Severity: Emror v

Column value verification conditions (?) Learn more.

Column name Check class  Expected value Comparison Result type Match case Severity  Description

Example id Numeric 6 Equals All False Error Al ids should equal to 6

Example name String John Contains substring Any True Error Names retumed should contain "John'
| AUTHORIZATION_NAN ' String v | DAWNM | Contains substring v | Any v [True ~| |Info v || DAWNM should have *A

| AUTHORIZATION_NAN || String v || DAWNMAY

| Does not contain substring v | All ~ [True ~
AUTHORIZATION_NAN | String - || DAWNTWO

Error  ~|(DAWNMAY should not t
[True v [Emor  v|[DAWNTWO has *ALLOI

[Does not conlamksubsmng VAl >~

Add Remove

OK  Cancel

WWW.Imaxava.coim
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CHECK CERTIFICATE EXPIRATION

File

Edit Search Vie“/ﬂ-L SQL {.ﬁ\“Run Explain  Monitor Editor Tools Help
- Bd & D0s (7|5 ¢ FFD o~ @O b)ighi @

WO~ W W

10
1

13
14

16

—— category: IBMM

— description: Security - Certific
— minvrm: v7r3m@

attribute analysis

rD sUntitled 3 x|

Examples

— Review the certificate store detail using th|
— Find the certificates that are no longer val

select *
from table (
gsys2.certificate_info(certificate_store_p|

where validity_end < current date + 1 month
order by validity_end;

How to incorporate passwords in my 50
Is this IBM i at risk of a known defective
Security - Certificate attribute analysis

salect *
from table (
gsys2.certificate info({certificate store password => '*NOFWD')
i
where wvalidity end < current date + 1 month
order by wvalidity end;




HECK CERTIFICATE EXPIRATION

Home = Plugin Selection and Customization > SQL Query Verifier > Customize SQL Query Verifier

Customize SQL Query Verifier

Specify the SQL Query and Verifications Details

Collection name: Are_demo Ceritificate Check

Select statement (?) Leamn more...
select #
from table (

, deyes-certiifcatednfotcertificatestore password = TATEE
where validity end < current date + 18@ month

Example: SELECT * FROM myDB.myTable

Print the result set of SQL query to the verification report: | Yes v |

Check the number of records returned for the SQL query (7) Learn more...
Expect value: |0 |

Comparison: | Equals hd |

Severity: [Error v |

Column value verification conditions (7) Learn more...

Column name Check class Expected value Comparison

Result type Match case Severity Description
Exampile id Numeric (i3

Eguals All False Error All ids should equal to 6
Example name String John Cantains substring Any True Error  Names returned should contain ‘John'
This table is empty.
Add
OK Cancel

WWW.Imaxava.coim
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PLUGINS

PLUGIN

Extend. Integrate. Enhance.

Plugins extend core functionality
by connecting seamlessly with
existing systems.

EXTEND

Add new capabilities
without disrupting

the core.
INTEGRATE
Q Connect seamlessly
Q with existing systems
and tools.
ENHANCE

Improve functionality
and deliver greater
value,
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CUSTOM PLUGINS

Security Drift Detection HA/DR Replication Status

= Users with *ALLOBJ = Replication status

= Users with *SECADM = Journal receiver growth

= Default passwords enabled = Journaling enabled on critical libraries
= Service accounts disabled/enabled = Backup completion codes

= Public authority changes = ASP utilisation

= Exit point registrations
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RUNNING CHECKS

View History Bookmarks Profiles T

enve D 18M Navigator for | x @ IBM Application Runtime X | @ IBM Administration Runti: X | @ IBM i Services (SQL) X | o Portnumbers forhostse: X | ) IBM Navigator for i x | @ 1BM Application Runtime X | +

oAy O L O0@

€« C A Not Secure  common1.frankeni.com:2002/Navigator/mainframe/dashboard-card

IBM Navigator for i

0o

commonl- Active ;- common75- Active ;= dev740- Active
Multisystem ;?:.:vel: ;.5 IT?:I‘.:vtal: ;-d
& S Custom Charts E‘ i;l;'ve jobs: 22947 i::ve jobs: :;217
: Z Inquiry Messages 2 System ASP %: 70.51 A\ System ASP %: 77.60 A\
COMMON 7.5 Partition
Console

4 Run ARE templates 0N remote SYSIeMS )

2 B 4

common?.frankeni.com:2002/Navigator/mainframe/are/console =

Y MAXAVA
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RUNNING CHECKS

General

Email Notifications

Schedule

Enable email notifications

Add Group
SMTP server name™:
General
Port:
Email Notifications
From*:
Send on: v Schedule

TO,: m

Run schedule: M

Every: v

At: 02:50 PM
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RESULTS - SUMMARY

Edit View History

N9
J

0

2 Ba i

[}

D 18M Navigator for | X @ IBM Application Runtime = % | @ [BM Administration Runt: % | @ IBM i Services (SQL) % | o Portnumbersforhostser % | ) IBM Navigator fori x | @ IBM Application Runtime = % | + v

c A Not Secure mmon?.frankeni.com:2002 \e/arefverify?groupName=DawnGroup&option=selected G @ ¥ in] y 0 &

Administration Runtime Expert - Verify Systems

Console > Verify Systems

System Name Il UserID 1l Templates Tl Core Version Tl Status Il Result
Filter Filter Filter Filter
commoni.frankeni.com DAWNM AREWebinarSampleTemplate 1.6.23 Comple{; ® 50 error(s), 0 warning(s), 0 info
n 100 Vv
Total Rows: 1
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RESULTS - SUMMARY

commonl.frankeni.com DAWNNAV AREWebinarSampleTemplate 1.6.23 ) Complete ( 57 error(s), 0 warning(s), 0 info
Plugin Name Tl Attributes Verified Tl Errors 1. Warnings Tl Info Tl Action Tl
Authority Verifier 32 0 0 0
Command Verifier 7 3 0 0 Details
Configuration Attribute Verifier 18 | 0 0 Details
Environment Variable Verifier 15 i 0 0 Details
File Attribute Verifier 360 23 0 0 Details
Network Configuration Checker 0 0 0 0
Network Verifier o o 0 o System Value Verifier - Fixes
PTF Verifier 43 3 0 0 Fixes
Port Verifier 18 10 0 0 Details Description Y Tl
SQL Query Verifier 26 14 0 0 Details Fixes
System value 'QAUDLVL' does not match its expected value
System Value Verifier 48 2 0 0 Details —
System value 'QMAXSIGN' does not match its expected value
User Profile Verifier 140 0 0 0

WWW.maxava.com ‘ MAXAVA




RESULTS - SUMMARY

® Chrome File Edit View History Bookmarks Profiles Tab Window Help Ci zoom @ T & O % wonmsmw T Q 8B+ ThuMar2i 11:21AM

D 1BM Navigator for i x @ IBM Application Runtime % | @ IBM Administration Runt: x| @ IBM i Services (SQL) % | ofs Port numbers for host se D 18M Navigator for i x | @ I8M Application Runtime

a A Not Secure frankeni.com: 200 Jare]verify?gr DawnGroL i e @ In )

View Summary Report

\R

ERRORI Port 8476 was expected to be free, but it is currently in use.
ERROR! Port 9476 is currently not in use, but it was expected to be.
ERROR! Port 446 was expected to be free, but it is currently in use.
ERROR! Port 23 was expected to be free, but it is currently in use.

> Total number of port items checked: 18

Running plugin System Value Verifier
ERROR! System value 'QAUDLVL' does not match its expected value
Details: Expected QAUDLVL to equal ["**AUTFAIL' "*CREATE' "*DELETE' '"*PGMFAIL "*SAVRST' "*SERVICE' "*NETFAIL' *SECCFG' "*SECRUN']
Details: Actual value for QAUDLVL is [**AUTFAIL' **CREATE' "“*DELETE' ""NETTELSVR' "*PGMFAIL' "*SECURITY' "OFCSRV']
ERROR! System value 'QMAXSIGN' does not match its expected value
Details: Expected QMAXSIGN to equal 000005
Details: Actual value for QMAXSIGN is 000006 X
> Total number of system values items checked: 48

Running plugin SQL Query Verifier

ERRORI Verify_ALLOBJ_Users - Fail: the result count is not expected. 246 equals 10 is false!
ERROR! Verify_ALLOBJ_Users - Fail: DAWNTWO does not contain substring DAWNTWO

ERROR! Check_Invalid_Signon_Attempts - Fail: 11327335 less than 100

ERRORI Check_Invalid_Signon_Attempts - Fail: ROOT does not equal ROOT

ERROR! Check_Invalid_Signon_Attempts - Fail: ADMIN does not equal ADMIN

ERROR! Verify_QIBM_DB_SECADM_Users - Fail: DAWNUSER does not contain substring DAWNUSER
ERROR! Verify_QAUDJRN - Exception occured during verifying field OBIJCREATED. Check log for details.
ERROR! Verify_Autostart_TCP_Servers - Fail: *FTP does not contain substring *FTP
ERROR! Verify_ODBC_Exit_Program - Fail: the result count is not expected. 0 equals 1 is false!
ERROR! Verify_ODBC_Exit_Program - Error: All values in result set do not match expected result.
ERROR! Verify_ODBC_Exit_Program - Error: All values in result set do not match expected result.
ERRORI Verify_Exit_Points - Error: All values in result set do not match expected result.
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RUNNING CHECKS

Chrome File Edit View History Bookmarks Profiles Tab Window Help Ci zoom @ O & O 2 wxewm = Q 8- ThuMar2i 11:21AM

D 1BM Navigator for i x @ IBM Application Runtime % | @ IBM Administration Runt % | @ IBM i Services (SQL) % | oo Portnumbers forhostser X | ) IBM Navigator for i x | @ (8M Application Runtime

C A NotSecure commoni.frankeni.com:200 i y?groupName=DawnGroup&optic & Q W ]

View Summary Report

Running with user:
User DAWNM has *ALLOBJ authority

Running plugin Network Verifier
Running plugin Network Configuration Checker

Running plugin Port Verifier
ERF".)R! Port 8470 was expected to be free, but it is currently in use.
ERROR! Port 9470 is currently not in use, but it was expected to be.
ERROR! Port 8471 was expected to be free, but it is currently in use.
ERROR! Port 9471 is currently not in use, but it was expected to be.
ERROR! Port 8472 was expected to be free, but it is currently in use.
ERROR! Port 8473 was expected to be free, but it is currently in use.
ERRORI Port 8474 was expected to be free, but it is currently in use.
ERROR! Port 9474 is currently not in use, but it was expected to be.
ERROR! Port 8475 was expected to be free, but it is currently in use.
ERROR! Port 9475 is currently not in use, but it was expected to be.
ERROR! Port 8476 was expected to be free, but it is currently in use.
ERROR! Port 9476 is currently not in use, but it was expected to be.
ERROR! Port 446 was expected to be free, but it is currently in use.
ERROR! Port 23 was expected to be free, but it is currently in use.

> Total number of port items checked: 18

Running plugin System Value Verifier

ERROR! System value 'QAUDLVL' does not match its expected value

Details: Expected QAUDLVL to equal [**AUTFAIL' *CREATE' "*DELETE' "*PGMFAIL' *SAVRST' "SERVICE' *NETFAIL' "*SECCFG' "SECRUN'|
Netails: Actual value for OAUDIVI is [**ALITEATI* *CRFATE' *NFI ETE' “NETTEI SVR' "*PGMFATL* *SECLIRITY' “0OFCSRV']
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LIVE DEMONSTRATION

* Check, distribute and if necessary, apply PTFs
e Compare PTF’s between SOURCE and TARGET systems

e Report the differences
e Optionally distribute the differences
* Apply the differences
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TAKEAWAYS

* | now know what problem ARE solves
* | know where to find it
* | know how to install it

e | can start using it next week
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IT'S NOT IF, IT'S WHEN

l—_J\T‘@ How Administration Runtime Expert helps

@ Reduces preventable downtime
with health and configuration checks

Speeds diagnosis
Q by comparing current state
to a known-good baseline

— Supports governance
@ with evidence that critical IBM i

runtime settings are monitored
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Introduction

Administration Runtime Expert is designed for System
to and enhance the of
1BM | runtime environments.

With a focus on proactive administration, Administration
Runtime Expert equips administrators with insights into a
variety of areas, and by leveraging the tool to its full capabilities
better informed decisions can be made, ultimately maximizing
avallabiltty.

In this white paper, we explore the functionaltties and benefits
of Administration Runtime Expert, backed up by practical

use cases, to empower IBM | System Administrators with the
knowledge necessary to confidently manage their IBM | estate.

What is Administration Runtime
Expert?

1BM Administration Runtime Expert (ARE) is a powerful tool for
ensuring consistency and stabllity in your IBM | ervironment.
Imagine it as a meticulous inspector, examining system settings,
application attributes, and network configurations against pre-
defined templates. If ARE finds any discrepancies, it generates
detalled reports the differences, you o
take corrective action

With ARE, you can tackle a wide range of tasks Including:

Verify environment health: Define ideal system and
application settings, then let ARE scan your partitions

and report any deviations. This helps prevent unexpected
behavior and ensures consistency across development, test,
and production environments.

Manage PTFs (Program Temporary Fixes): Easlly compare
PTF levels across multiple systems, identify missing
updates, and even automate their deployment. This
simplifies maintenance and keeps your IBM | running
smoothly.

tarted with 1BM Administration Rurttime Expert or

FREE WHITE PAPER

Track configuration changes: Monitor critical settings for
unauthorized modifications and receive prompt alerts it
anything deviates from the baseline, strengthening security
and simplifying troubleshooting.

ARE Is not a catch-all solution. It excels at comparing and
reporting on configurations, but it doesn't directly manage
system resources or perform complex automation tasks. Think of
itas a vigilant advisor, providing valuable insights, but ultimately
leaving the decision-making and execution to you

IBM | maxava.com



Thank You
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