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WHAT IS ARE?

• Administration Runtime Expert is an IBM product that can ensure that your system looks the 
way it should, and stay that way

• Automates configuration checks, detecting risks early, and ensuring consistent, compliant 
system environments 

• ARE provides:
o An easy-to-use GUI to define the attributes you want to verify
o A console to set up groups of systems to run verifications on
o A reporting interface to review results

• ARE is not Application Runtime Expert, this is an old name

• It’s free!!!



WHAT IS ARE?

• ARE allows you to
• Define a template
• Compare a system(s) against that template
• Identify differences
• Optionally apply changes to align systems

• ARE is split into 3 capabilities
• Capture 
• Compare
• Enforce



IBM I ENVIRONMENTS



WHY ARE MATTERS NOW



OUTAGES AND HUMAN ERROR



DO YOU KNOW YOUR ENVIRONMENT?



COLLECTION CAPABILITIES



EXAMPLE USE CASES

• Aligning PROD/DEV/TEST

• Verifying post-upgrade settings

• Checking HA/DR nodes match 



EXAMPLE USE CASES

• Anything you can access with an SQL SELECT statement

• Anything you can access with a CL or a QShell command

• Anything you want with custom plugins



HOW TO GET ARE
• The runtime engine (core) that is part of the operating system with 

no additional installation requirements

• Central and Endpoint Servers require:

• 5770SS1 option 3 - Extended Base Directory Support

• 5770SS1 option 12 - Host Servers

• 5770SS1 option 30 - QShell

• 5770SS1 option 33 - PASE

• 5770JV1 option 17, 19, or 20 - Java

• Central system also requires 5770DG1 - IBM HTTP Server for i

•



HOW TO GET ARE

• The 5733-ARE product is required for the web-based user interface is 
available via ESS



AUTHORITY

• Old ARE UI needs *ALLOBJ

• New ARE AI – managed by two authorization lists to use ARE in Navigator for i without 
*ALLOBJ
• QNAVARECON for the Console
• QNAVARETMP for Templates



PARTITION TO PARTITION COMMS

Port Service Required For Recommendation

449 Secure DRDA (SSL)
Encrypted SQL 
communications

 Recommended

8473/9473 Database Server
JT400 / JDBC database 
access

 Commonly Required

8475/9475 Remote Command Server
CommandCall and 
ProgramCall execution

 Required if running 
CL commands remotely

8476/9476 Sign-on Server
Authentication services 
for Toolbox connections

 Commonly Required



HOW TO KEEP ARE UP TO DATE

• You must also keep current on ARE PTFs
• Fixes
• New functionality

• 5770-SS1 PTFs for the runtime engine
• 5733-ARE PTFs for the ARE GUI 

• 5733-ARE PTFs are shipped in the 5770-DG1 group

• Latest PTFs are listed on the main ARE product page



HOW TO START ARE
STRTCPSVR SERVER(*HTTP) HTTPSVR(IBMARE)

or…..



HOW TO ACCESS ARE
http://system_name:12401/are



ARE – GETTING STARTED



GETTING STARTED



VERIFY PORT STATUS



CHECK IFS CONFIGURATION FILES



CHECK IFS CONFIGURATION FILES



CHECK IFS CONFIGURATION FILES



CHECKING USERS



CHECK USERS WITH DEFAULT PASSWORD



CHECK USERS WITH DEFAULT PASSWORD



CHECK SPECIAL AUTHORITY



CHECK CERTIFICATE EXPIRATION



CHECK CERTIFICATE EXPIRATION



PLUGINS



CUSTOM PLUGINS
Security Drift Detection HA/DR Replication Status

▪ Users with *ALLOBJ
▪ Users with *SECADM
▪ Default passwords enabled
▪ Service accounts disabled/enabled
▪ Public authority changes
▪ Exit point registrations

▪ Replication status
▪ Journal receiver growth
▪ Journaling enabled on critical libraries
▪ Backup completion codes
▪ ASP utilisation



RUNNING CHECKS



RUNNING CHECKS



RESULTS - SUMMARY



RESULTS - SUMMARY



RESULTS - SUMMARY



RUNNING CHECKS



LIVE DEMONSTRATION

• Check, distribute and if necessary, apply PTFs
• Compare PTF’s between SOURCE and TARGET systems
• Report the differences
• Optionally distribute the differences
• Apply the differences 



TAKEAWAYS

• I now know what problem ARE solves

• I know where to find it

• I know how to install it

• I can start using it next week



IT’S NOT IF, IT’S WHEN



FREE WHITE PAPER



Thank You
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