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Agenda

▪ Introduction

▪ Browsing ACS/5250

▪ IFS (Integrated File System)

▪ System

▪ Daily checkup

▪ Jobs & Logs

▪ Networking

▪ Storage & Backup

▪ Useful parameters ACS/5250

▪ PASE & Unix-like
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Introduction
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Roles of an IBM i sysadmin

▪ Manage user profiles and security

▪ Patch OS and PTFs

▪ Monitor jobs and system health

▪ Backup and recovery planning and execution

▪ Storage management

▪ Performance tuning

▪ Manage network

▪ Troubleshoot hardware and software issues

▪ ... and many other tasks (automation, documentation, scheduling, etc)
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IBM Power Systems

POWER 5 was the first processor to support i5/OS, AIX and Linux at the same time
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Power processor
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Power 11
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Architecture
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i for...

What does "i" in IBM i means ?
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Integration
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Browsing ACS/5250
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Main menu
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Shortcuts

▪ Ctrl + Tab: move to next tab in ACS

▪ Ctrl + Tab + Shift: move to previous tab 

▪ Ctrl + W: close current tab

▪ Tab: place at start of command line

▪ End: place at end of command line

▪ F1 > F20: enlarge help page

▪ GO CMD<keyword>: search a command

▪ F14: display command string (after putting parameters in command)

▪ ESC + Shift + Enter: system request
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CALL QCMD (F11)
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IFS
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IFS (Integrated File System)
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Why IBM choosed letter Q for system objects?

Because it’s the one of the least common letters for an English word

Letter Share of English Words

A 11–12%

B 4–5%

C 8–9%

D 4–5%

E 2–3%

F 3–4%

G 3–4%

H 3–4%

I 5–6%

J <1%

K <1%

L 3–4%

M 4–5%

N 2–3%

O 3–4%

P 7–8%

Q <0.5%

R 4–5%

S 11–13%

T 8–10%

U 1–2%

V <1%

W 2–3%

X <0.1%

Y <1%

Z <0.5%
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IFS (Integrated File System)
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WRKLNK
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EDTF

▪ Be careful using recursive delete option)
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System
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CALL QLZARCAPI
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WRKSYSSTS (F21)
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WRKSYSSTS
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WRKSHRPOOL
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SST
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Daily checkup
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DSPMSG QSYSOPR

DSPMSG QSYSMSG → display critical system messages (should have CRTMSGQ QSYS/QSYSMSG)
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WRKPRB
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Jobs and logs
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WRKACTJOB
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WRKACTJOB (F11 + F16)

F11 → more details
F16 → resequence
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WRKACTJOB (F7)
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WRKJOBSCDE
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WRKJOBJS
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WRKJOBJS (option 19)
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WRKJOBJS (option 19 > option 7)
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DSPJOBLOG
▪ Default parameters = your current job log

▪ F10: display detailed messages
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WRKUSRJOB

▪ Default parameters = all active jobs & jobs ended with output
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WRKJOB
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DSPJOB
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DSPLOG (system history log)
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GO LICPGM > option 50

▪ History log about licenced programs and PTFs
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WRKSPLF
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Storage & Backups
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GO DISKTASKS
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PRTDSKINF Better to launch it in BATCH mode
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Open source

Do you use another tool to view disk usage ?
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ncdu (NCurses Disk Usage)

▪ ncdu --color dark <directory> → disk usage analyzer

▪ ncdu --color dark -r –o <scan.ncdu> <directory> → Export scanned directory to file (read only) 

• ncdu -f <scan.ncdu> → read result
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GO BRMS / DSPLOGBRM
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Networking
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Gather information

▪ PING RMTSYS('x.x.x.x') > DSPJOBLOG → test ping (ICMP)

▪ TRACEROUTE RMTSYS('x.x.x.x') → trace route
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SNDSRVRQS
CHGCNTINF → Make sure that contact information is updated
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Ports scanning

How do you scan your ports on IBM i ?
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Scanning ports (with NETSTAT)

▪ NETSTAT OPTION(*CNN) > F14
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Scanning ports (with service-commander & nmap)
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MGTOOLS
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Useful parameters on ACS
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ACS (useful parameters)

▪ Mute (sound off): edit → preferences → appearance → display → sound → alarm (off)

▪ Screen size: communication → configure → screen size (27×132)

▪ Blinking cursor: edit → preferences → appearance → display → allow blinking cursor (yes)

▪ Mouse wheel: edit → preferences → mouse wheel (enable)

▪ Button (quick access): edit → preferences → toolbar → add button
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Watermark (example 1)
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Watermark (example 2)
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Keywords for watermark

▪ &COMPN: computer name (Windows/Linux client)

▪ &HOST: IP address

▪ &ID: session ID

▪ &NAME: partition name

▪ &USERN: username that started the JVM (not IBM i user)

In case of police issue on ACS
Properties of C:\Users\Public\IBM\ClientSolutions\Start_Programs\Windows_x86-64 
Change PPP parameters → Activate PPP → Activate replace scaling → Choose system
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PASE & Unix-like
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PASE (Portable Application Solutions Environment)
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Prerequisites – LPP (Licensed Program Product)

▪ 5770SS1 (option 33) ▪ 5773SC1 (option 1)
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Unix-like

▪ An execution environment that allows AIX applications to run on IBM i

▪ Behaves similarly to a Unix system

▪ A Unix-style command-line interface and scripting environment

▪ If not well configured, you might get this type of errors:
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Shell on 5250

Command Environnement Type Usage Inter Shell

STRQSH IBM i native Unix-like shell
Unix-like command 
shell

Yes qsh

CALL QP2TERM PASE terminal (AIX runtime) Korn shell terminal Yes sh (Korn)

CALL QP2SHELL PASE command executor PASE cmd from CL No sh (Korn)
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Shell on 5250

Run a shell command/script inside a CL program: QSH CMD('/QOpenSys/pkgs/bin/bash script.sh')

▪ STRQSH

▪ CALL QP2TERM

Optimal use of the shell on 5250: command QP2TERM

ULTIMATE use of shell: connect via SSH using a terminal like CMD/Powershell or PuTTY
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Shell setup
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QIBM_MULTI_THREADED

▪ Variable that enables multithreading for Qshell applications

▪ ADDENVVAR ENVVAR(QIBM_MULTI_THREADED) VALUE('Y') LEVEL(*SYS)

▪ WRKENVVAR LEVEL(*SYS)
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.profile (PATH)

▪ echo 'export PATH="$HOME/.local/bin:/QOpenSys/pkgs/bin:$PATH:/QOpenSys/usr/bin:/usr/bin"' >> $HOME/.profile

▪ When modifying the .profile configuration, you must apply it by typing 
source $HOME/.profile and perform a relogin of your session
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Comparison Qsh, Ksh, Bash

Feature QShell (IBM i) Korn Shell (ksh) Bash

Origin
Unix-type shell developed by IBM 
(specifically for IBM i)

Developed by David Korn
(derived from the Bourne Shell)

Bourne Again Shell
(GNU project)

POSIX compliance Partial POSIX compatibility Very good POSIX compliance Good POSIX compliance

Interactivity Limited interactivity features
Interactive with command editing and 
history

Very interactive (tab completion, advanced history)

Scripting support More limited, can run simple shell scripts
Very powerful for scripting, with extensions 
(associative arrays, floating point)

Feature-rich with many advanced capabilities

Performance Sufficient for small scripts, less performant
Very fast, comparable to awk for text 
processing

Less performant than ksh in some scripts

Color/Customization Limited customization Customizable Easy to customize and colorize
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BASH (Bourne-Again SHell) – Method 1

▪ yum install bash

-- current user

CALL QSYS2.SET_PASE_SHELL_INFO('*CURRENT', '/QOpenSys/pkgs/bin/bash');

-- specific user (requires special authorities *USER, *OBJMGT and *SECADM)

CALL QSYS2.SET_PASE_SHELL_INFO('USER', '/QOpenSys/pkgs/bin/bash');

-- all users (requires *SECADM)

CALL QSYS2.SET_PASE_SHELL_INFO('*DEFAULT', '/QOpenSys/pkgs/bin/bash’);
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BASH (Bourne-Again SHell) – Method 2

▪ /QOpenSys/pkgs/bin/chsh -s /QOpenSys/pkgs/bin/bash
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.profile (prompt string 1)

▪ echo "export PS1="\[\e[32m\]\u@\h \$ \[\e[0m\]"" >> $HOME/.profile

▪ $$\e[32m$$ : ANSI color code for green text

▪ \u : current username

▪ @ : user/host separator

▪ \h : hostname

▪ \$ : $ for regular user, # for root

▪ $$\e[0m$$ : ANSI reset escape code (resets color to default so the green doesn't continue 
after the prompt)
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.profile (environment language)

# English

export LANG=EN_US.UTF-8

export LC_ALL=EN_US.UTF-8
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.profile (alias/colors)

▪ alias ll='ls -al'

▪ alias diff='diff --color=auto'

▪ alias grep='grep --color=auto'

▪ alias ls='ls --color=auto'

▪ alias tree='tree -C’
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.profile (proxy)

export http_proxy="http://x.x.x.x:80"

export https_proxy="http://x.x.x.x:8080"

export HTTP_PROXY="$http_proxy"

export HTTPS_PROXY="$https_proxy"
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PASE Environment
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Customize your banner

▪ Banner : /QOpenSys/QIBM/UserData/SC1/OpenSSH/etc/sshd_config

▪ Welcome message : /QOpenSys/etc/profile
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Navigation in Bash

▪ Ctrl + L → clear the terminal

▪ Ctrl + E → move to the right (End on IBM i)

▪ Ctrl + A → move to the left (Tab on IBM i)

▪ logout → (SIGNOFF on IBM i)

▪ <command> --help → manual (F1 on IBM i)
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Essential PASE for i commands

▪ bg → Run a job in the background

▪ cat → Concatenate or display files

▪ cd → Change the current directory

▪ chmod → Change permission modes

▪ chown → Change the user associated with a file

▪ cl 'command' → run a cl command
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Essential PASE for i commands

▪ clear → Clear the terminal screen

▪ cmp → Compare two files

▪ cp → Copy file

▪ curl → Transferring data with URLs
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Essential PASE for i commands

▪ date → Display or set the date or time

▪ df → Reports information about space on file systems

▪ diff → Compare text files

▪ du → Summarize disk usage
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Essential PASE for i commands

▪ file → Determine file type

▪ find → Find files with a matching expression

▪ grep → Search a file for a pattern

▪ head → Display the first few lines or bytes of a file or files

▪ hostname → Set or display the name of the current host system

▪ mkdir → Create one or more new directories

▪ mv → Move files

▪ ls → Display the contents of a directory
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Essential PASE for i commands

▪ ps → Show current status of processes

▪ rm → Remove (unlink) files or directories

▪ rmdir → remove directory

▪ stat file → File status
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Essential PASE for i commands

▪ system → Run a CL command

▪ sysval → Run the QShell sysval command to display an IBM i system value or network attribute
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Essential PASE for i commands

▪ ssh -vvv → mode verbose

▪ touch → Update the access and modification times of a file

▪ tail → Prints the last N number of data of the given input

▪ uname → Provides all available information about the system, including the 
kernel name, version and machine architecture

▪ wc → Count lines, words, bytes in file

▪ which → Locate a program file, including aliases and paths

▪ whoami → Which user am I connected with

▪ logout → Sign off
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Essential PASE for i commands

▪ Find files by name → find /QOpenSys/ -type f -iname "sshd_config"

▪ Search a file by keyword name → find / -name 'python3.9' 2>/dev/null
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Essential PASE for i commands

▪ Find files by extension → find . type f -iname "*_config"

▪ Find files by size (less than) → find <path> -type f -size -1G

▪ Find files by size (more than) → find <path> -type f -size +5G

▪ Find files by size (between two values) → find <path> -type f -size +100M -size 1G

▪ Find files owned by a user → find <path> -user qsys
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Essential PASE for i commands

▪ Find files by permission → find . -perm 600

▪ Find directory and change permission → find .ssh/authorized_keys -type d -exec chmod 600 {} \;

▪ Find files by modification date (modified today) → find . -name "*_config" -mtime 0

▪ Find and delete files → find /var/log/ -name "*tmp" –delete

▪ Find files directory and change permission→ find .ssh/authorized_keys -type d -exec chmod 600 {} \;

▪ Find files older than 7 days and execute shell command with CL program to delete them → 
QSH (’find /home/user -type f -mtime +7 -exec /bin/rm -f {} \’)
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Bash script to automate the configuration (link)

https://github.com/zouhair-oulli/Scripts-for-IBMi/blob/main/pase_config.sh
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Bash script to automate the PASE/Shell configuration
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Bash script to automate the PASE/Shell configuration
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IBM i courses

▪ Introduction to IBM i

▪ System management

▪ Security

▪ Auditing and logging

▪ PTF (Program Temporary Fix)

▪ CL (Control Language)

▪ PASE and Unix-like on IBM i

▪ Ansible for IBM i

https://zouhair-oulli.notion.site/introduction-to-ibm-i
https://zouhair-oulli.notion.site/introduction-to-ibm-i
https://zouhair-oulli.notion.site/system-management-on-ibm-i
https://zouhair-oulli.notion.site/system-management-on-ibm-i
https://zouhair-oulli.notion.site/security-on-ibm-i
https://zouhair-oulli.notion.site/security-on-ibm-i
https://zouhair-oulli.notion.site/auditing-and-logging-on-ibm-i
https://zouhair-oulli.notion.site/auditing-and-logging-on-ibm-i
https://zouhair-oulli.notion.site/auditing-and-logging-on-ibm-i
https://zouhair-oulli.notion.site/auditing-and-logging-on-ibm-i
https://zouhair-oulli.notion.site/ptf-program-temporary-fix
https://zouhair-oulli.notion.site/ptf-program-temporary-fix
https://zouhair-oulli.notion.site/ptf-program-temporary-fix
https://zouhair-oulli.notion.site/ptf-program-temporary-fix
https://zouhair-oulli.notion.site/cl-control-language
https://zouhair-oulli.notion.site/cl-control-language
https://zouhair-oulli.notion.site/cl-control-language
https://zouhair-oulli.notion.site/cl-control-language
https://zouhair-oulli.notion.site/pase-and-unix-like-on-ibm-i
https://zouhair-oulli.notion.site/pase-and-unix-like-on-ibm-i
https://zouhair-oulli.notion.site/pase-and-unix-like-on-ibm-i
https://zouhair-oulli.notion.site/pase-and-unix-like-on-ibm-i
https://zouhair-oulli.notion.site/ansible-for-ibm-i
https://zouhair-oulli.notion.site/ansible-for-ibm-i
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Q&A (?)
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Thank you

Contact:
zouhair.oulli@kyndryl.com

Find me:
https://zouhair-oulli.notion.site/

https://zouhair-oulli.notion.site/
https://zouhair-oulli.notion.site/
https://zouhair-oulli.notion.site/
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