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The ultimate definition of an invisible foundation.
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Projects from my daily life as system administrator  

● Migrating BRMS from BR1 to BR2  
  

● Using Audit Data Mart 
 
 

● The road to TLS only 
 

● Check Object Integrity 
 

● Monitoring the Administrative Domain  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Migrating BRMS from BR1 to BR2  

● History 
 

● Licensing  
 

● The Migration process 

● The New GUI 
 

● Wrap-up
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Migrating BRMS from BR1 to BR2 - History  

• Backup, Recovery & Media Services for i is the IBM strategic solution for planning and 
managing the backup of IBM i servers

• BRMS (Backup, Recovery & Media Services) is an IBM LPP (license program product) 
known as 5770-BR1

• Has been around for decades, since the introduction of the AS/400

• Used to have two GUI options:

1. iSeries Navigator (part of IBM i Access for Windows V7R1M0)  
End of Service April 30, 2019

2. Navigator for i - Heritage Version  
IBM i components are affected by CVE-2021-4104 (log4j version 1.x)

• Extended/Sustained Support Complete 2025-09-30 
End of marketing and end of support for IBM Backup, Recovery and Media Services for i 
(non-expiring version)

• Available replacement is IBM Backup, Recovery and Media Services for i Subscription 
Term (5770-BR2)

https://www.ibm.com/support/pages/node/1108257
https://www.ibm.com/support/pages/node/6539162
https://www.ibm.com/support/pages/lifecycle/search/?q=5770-BR1
https://www.ibm.com/docs/en/announcements/eos-eom-non-expiring-brms-cics-msp
https://www.ibm.com/docs/en/announcements/eos-eom-non-expiring-brms-cics-msp
http://www.apple.com/uk
http://www.apple.com/uk
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Migrating BRMS from BR1 to BR2 - History 
 
Overview
IBM announced withdrawal of BRMS non-expiring offering (5770-BR1) and replaced it with 
a new product,BRMS Subscription (5770-BR2). August 27, 2024 Announcement Letter
• 5770-BR2 has license, support, and subscription encapsulated into one product, 

whereas 5770-BR1 was covered under IBM i Group SWMA.
• The reason for the change to a new product, PID, and model: IBM’s direction is to 

continue to invest in this strategic product, and therefore, the direction includes charging 
for BRMS instead of continuing to give it at no extra charge under IBM i Group SWMA.

• The August 27, 2024 Announcement Letter announced the change in service level of 
5770-BR1 under the current IBM i Group SWMA contract: as stated in the 
announcement, 5770-BR1 changes to usage and known-defect support starting October 
1, 2025.

Note that this follows the standard policy for IBM to announce the withdrawal from 
service, in this case, change in service level, and give a minimum of one-year notice 
(13 months notice in this case). 
IBM i has withdrawn many products and components from IBM i Group SWMA in this 
same manner.

• 5770-BR1 clients have a non-expiring license and can continue to use this stable product 
indefinitely. As for service: under active IBM i Group SWMA contracts, and extended IBM 
i Group SWMA contract for applicable releases, 5770-BR1 customers continue to get 
usage and known-defect coverage.

• If customers need defect support and/or any of the new enhancements being 
incorporated into 5770-BR2, then starting October 1, 2025, clients acquire 5770-BR2.

https://www.ibm.com/docs/en/announcements/eos-eom-non-expiring-brms-cics-msp
https://www.ibm.com/docs/en/announcements/eos-eom-non-expiring-brms-cics-msp
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Migrating BRMS from BR1 to BR2 - History 
 
Why the change to BRMS licensing strategy? 

• Change to IBM i Group SWMA strategy
• Historical approach had a group of separately charged LPPs which were included in 

IBM i Group SWMA
• Now the strategy and roadmap is to remove separately charged Licensed Program 

Products (LPPs) from IBM i Group SWMA
• IBM i and the separately charged LPPs (BRMS, PowerHA SystemMirror, Db2 Mirror, 

Rational Development Studio)…
• Will be offered as subscription: license & support incorporated into the    license  

BRMS Subscription Term (5770-BR2)…

• includes the base, advanced, and network features that were formerly separately 
acquired with 5770-BR1

• is provided at one price per core regardless of software tier
• includes all 5770-BR1 function. Future enhancements, including the UI, will be in 5770-

BR2
• can coexist on the same serial number: in a given partition, a client can have 5770-BR1 

or 5770-BR2 but cannot install and use both in one partition
• can coexist in the same network as 5770-BR1
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Migrating BRMS from BR1 to BR2 - History  

5770-BR2 Additional Information 

• Software Licensing
• In a partition, license to the allocation of IBM i processor entitlements. 5770-BR2 is 

not licensed to the specific cores used by BRMS, but, instead, licensed for the IBM i 
workload which is being backed up.

- E.g.: a partition has 4 IBM i entitlements.
- License 5770-BR2 for quantity = 4, regardless of the number of cores 

which BRMS is using  

• BRMS (5770-BR2) 7.5 license terms
• BRMS (5770-BR2) 7.4 license terms 

• Migration from 5770-BR1 to 5770-BR2: see BRMS (5770-BR2) Installation
• Migration steps, including saving the QUSRBRM library (the BRMS database) before 
deleting 5770-BR1

https://www.ibm.com/support/customer/csol/terms/?id=L-TKSF-3LBALZ&lc=en
https://www.ibm.com/support/customer/csol/terms/?id=L-LFCD-SD5RWA&lc=en
https://helpsystemswiki.atlassian.net/wiki/spaces/IWT/pages/2765848577/BRMS+5770-BR2+Installation
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Migrating BRMS from BR1 to BR2 - History
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Migrating BRMS from BR1 to BR2 - History 
 
For reference: 

PDF document

IBM Backup, Recovery and Media Services for i - Subscription Term (5770-BR2) 

 
Wiki

The BRMS Product and Licensing 

 

https://public.dhe.ibm.com/systems/support/planning/transfer/BRMS.pdf
https://fortradocs.atlassian.net/wiki/spaces/IWT/pages/165642459/The+BRMS+Products+and+Licensing
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Migrating BRMS from BR1 to BR2 - The Process 
 
 
BRMS (5770-BR2) Installation

https://fortradocs.atlassian.net/wiki/spaces/IWT/pages/2765848577/BRMS+5770-BR2+Installation
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Migrating BRMS from BR1 to BR2 - The Process
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Migrating BRMS from BR1 to BR2 - The Process
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Migrating BRMS from BR1 to BR2 - The Process
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Migrating BRMS from BR1 to BR2 - The Process 
 
Install steps with recommended PTFs
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Migrating BRMS from BR1 to BR2 - The Process 
 
Install steps with recommended PTFs
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Migrating BRMS from BR1 to BR2 - The New GUI 
 
IBM BRMS for i
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Migrating BRMS from BR1 to BR2 - The New GUI 
 
IBM BRMS for i - Enabling Secure HTTPS for the BRMS Web Interface

https://fortradocs.atlassian.net/wiki/spaces/IWT/pages/2534539265/Enabling+Secure+HTTPS+for+the+BRMS+Web+Interface
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Migrating BRMS from BR1 to BR2 - The New GUI 
 
IBM BRMS for i - Enabling Secure HTTPS for the BRMS Web Interface

https://fortradocs.atlassian.net/wiki/spaces/IWT/pages/2534539265/Enabling+Secure+HTTPS+for+the+BRMS+Web+Interface
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Migrating BRMS from BR1 to BR2 - The New GUI 
 
IBM BRMS for i - Enabling Secure HTTPS for the BRMS Web Interface

https://fortradocs.atlassian.net/wiki/spaces/IWT/pages/2534539265/Enabling+Secure+HTTPS+for+the+BRMS+Web+Interface
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Migrating BRMS from BR1 to BR2 - Wrap-up  

• HTTP server IBM BRMS for i  
Currently limited in functionality (keep current with BR2 PTF) 

• Managing BRMS using 5250 emulation and BRMS SQL Services 

• Using Run SQL Scripts to migrate BRMS will shorten the migration duration  

• The good news: you can use 5770-BR2 in the same way as 5770BR1  

• Now included with BRMS Network feature & BRMS Advanced Functions feature  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Audit Data Mart 

Security is getting more and more important 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Audit Data Mart 

If the Data Mart does not exist it will be created  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Audit Data Mart 

Schedule for keeping the data current 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Audit Data Mart 

Schedule for keeping the data current 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Audit Data Mart
After some 5250 emulation magic and making use of Advanced Job Scheduler functionality😎  
(The magic => GO JS => option 5 =>option 7)
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Audit Data Mart 

Getting a Daily Report in the mail - trying this 



46 Sharing IBM i Knowledge

Audit Data Mart 

Getting a Daily Report in the mail - trying this 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Audit Data Mart 

Getting a Daily Report in the mail - ended up with this
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Audit Data Mart 

Getting a Daily Report in the mail
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Audit Data Mart 

Getting a Daily Report in the mail - at one customer I saw this
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Audit Data Mart 

Getting a Daily Report in the mail
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Audit Data Mart 
 
Getting a Daily Report in the mail
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The road to TLS only 

TCP/IP Ports Required for IBM I Access and Related Functions 

https://www.ibm.com/support/pages/tcpip-ports-required-ibm-i-access-and-related-functions
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The road to TLS only
Collecting the Data
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The road to TLS only
Scheduling Collecting the Data using the Advanced Job Scheduler
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The road to TLS only
Query the Collected Data
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The road to TLS only
Query the Collected Data
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Check Object Integrity 

• Troubleshooting signed objects 

• Troubleshooting signature verification errors 

• Interpreting code checker verification error messages 

• Code checker integrity verification function 

• Verifying code checker function integrity 

• Check Object Integrity (CHKOBJITG) 

https://www.ibm.com/docs/en/i/7.6.0?topic=verification-troubleshooting-signed-objects
https://www.ibm.com/docs/en/i/7.6.0?topic=objects-troubleshooting-signature-verification-errors
https://www.ibm.com/docs/en/i/7.6.0?topic=objects-interpreting-code-checker-verification-error-messages
https://www.ibm.com/docs/en/i/7.6.0?topic=concepts-code-checker-integrity-verification-function
https://www.ibm.com/docs/en/i/7.6.0?topic=objects-verifying-code-checker-function-integrity
https://www.ibm.com/docs/en/i/7.6.0?topic=ssw_ibm_i_76/cl/chkobjitg.html
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Check Object Integrity



59 Sharing IBM i Knowledge

Check Object Integrity
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Check Object Integrity
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Check Object Integrity
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Monitoring the Administrative Domain  

The mail notification
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Monitoring the Administrative Domain  

The mail attachment
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Monitoring the Administrative Domain  

PowerHA SQL service used
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Monitoring the Administrative Domain  

Solving the issue on the NON Production nodes in the Cluster
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Monitoring the Administrative Domain  

Solving the issue on the Production nodes in the Cluster



Q & A
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i Thank you


