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Projects from my daily life as system administrator

Migrating BRMS from BR1 to BR2

Using Audit Data Mart

The road to TLS only

Check Object Integrity

Monitoring the Administrative Domain
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Migrating BRMS from BR1 to BR2

History

Licensing

The Migration process
The New GUI

Wrap-up
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Migrating BRMS from BR1 to BR2 - History

- Backup, Recovery & Media Services for i is the IBM strategic solution for planning and
managing the backup of IBM i servers

- BRMS (Backup, Recovery & Media Services) is an IBM LPP (license program product)
known as 5770-BR1

« Has been around for decades, since the introduction of the AS/400
« Used to have two GUI options:

1. iSeries Navigator (part of IBM i Access for Windows V7R1MO)
End of Service April 30, 2019

2. Navigator for i - Heritage Version
IBM i components are affected by CVE-2021-4104 (log4j version 1.x)

- Extended/Sustained Support Complete 2025-09-30
End of marketing and end of support for IBM Backup, Recovery and Media Services for i
(non-expiring version)

* Available replacement is IBM Backup, Recovery and Media Services for i Subscription
Term (5770-BR2)

Softwarebevers


https://www.ibm.com/support/pages/node/1108257
https://www.ibm.com/support/pages/node/6539162
https://www.ibm.com/support/pages/lifecycle/search/?q=5770-BR1
https://www.ibm.com/docs/en/announcements/eos-eom-non-expiring-brms-cics-msp
https://www.ibm.com/docs/en/announcements/eos-eom-non-expiring-brms-cics-msp
http://www.apple.com/uk
http://www.apple.com/uk
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Migrating BRMS from BR1 to BR2 - History

Overview
IBM announced withdrawal of BRMS non-expiring offering (5770-BR1) and replaced it with
a new product,BRMS Subscription (5770-BR2). August 27, 2024 Announcement Letter

5770-BR2 has license, support, and subscription encapsulated into one product,
whereas 5770-BR1 was covered under IBM i Group SWMA.
The reason for the change to a new product, PID, and model: IBM’s direction is to
continue to invest in this strategic product, and therefore, the direction includes charging
for BRMS instead of continuing to give it at no extra charge under IBM i Group SWMA.
The August 27, 2024 Announcement Letter announced the change in service level of
5770-BR1 under the current IBM i Group SWMA contract: as stated in the
announcement, 5770-BR1 changes to usage and known-defect support starting October
1, 2025.
Note that this follows the standard policy for IBM to announce the withdrawal from
service, in this case, change in service level, and give a minimum of one-year notice
(13 months notice in this case).
IBM i has withdrawn many products and components from IBM i Group SWMA in this
same manner.
5770-BR1 clients have a non-expiring license and can continue to use this stable product
indefinitely. As for service: under active IBM i Group SWMA contracts, and extended IBM
i Group SWMA contract for applicable releases, 5770-BR1 customers continue to get
usage and known-defect coverage.
If customers need defect support and/or any of the new enhancements being
incorporated into 5770-BR2, then starting October 1, 2025, clients acquire 5770-BR2.
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https://www.ibm.com/docs/en/announcements/eos-eom-non-expiring-brms-cics-msp
https://www.ibm.com/docs/en/announcements/eos-eom-non-expiring-brms-cics-msp
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Migrating BRMS from BR1 to BR2 - History

Why the change to BRMS licensing strategy?

« Change to IBM i Group SWMA strategy

+ Historical approach had a group of separately charged LPPs which were included in
IBM i Group SWMA

« Now the strategy and roadmap is to remove separately charged Licensed Program
Products (LPPs) from IBM i Group SWMA

« IBM i and the separately charged LPPs (BRMS, PowerHA SystemMirror, Db2 Mirror,
Rational Development Studio)...

+  Will be offered as subscription: license & support incorporated into the license

BRMS Subscription Term (5770-BR2)...

includes the base, advanced, and network features that were formerly separately
acquired with 5770-BR1

* is provided at one price per core regardless of software tier

+ includes all 5770-BR1 function. Future enhancements, including the Ul, will be in 5770-
BR2
can coexist on the same serial number: in a given partition, a client can have 5770-BR1
or 5770-BR2 but cannot install and use both in one partition
can coexist in the same network as 5770-BR1

Softwarebevers
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Migrating BRMS from BR1 to BR2 - History

5770-BR2 Additional Information

- Software Licensing
* In a partition, license to the allocation of IBM i processor entitlements. 5770-BR2 is
not licensed to the specific cores used by BRMS, but, instead, licensed for the IBM i
workload which is being backed up.
- E.g.: a partition has 4 IBM i entitlements.
- License 5770-BR2 for quantity = 4, regardless of the number of cores
which BRMS is using

- BRMS (5770-BR2) 7.5 license terms
« BRMS (5770-BR2) 7.4 license terms

 Migration from 5770-BR1 to 5770-BR2: see BRMS (5770-BR2) Installation
- Migration steps, including saving the QUSRBRM library (the BRMS database) before
deleting 5770-BR1

Softwarebevers


https://www.ibm.com/support/customer/csol/terms/?id=L-TKSF-3LBALZ&lc=en
https://www.ibm.com/support/customer/csol/terms/?id=L-LFCD-SD5RWA&lc=en
https://helpsystemswiki.atlassian.net/wiki/spaces/IWT/pages/2765848577/BRMS+5770-BR2+Installation
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Migrating BRMS from BR1 to BR2 - History

Softwarebevers

Capacity Backup (CBU) for IBM i and BRMS (5770-BR2)

+ The primary system is registered to a CBU server with one partition

* The CBU has a minimum of one IBM i processor entitlement licensed (more as required to support workload)
+ The CBU has a minimum of one BRMS (5770-BR2) entitlement licensed

* Primary and CBU are owned by the same enterprise

IBM i

continuous innovation
continuous integration

Primary CBU
Example of a primary
machine with one partition IBM i .
with 4 cores of IBI&I)i and BRMS (BR2) BRMS (5770-BR2) on the CBU:
5770-BR2 IBM i * Licensed quantity = 1

- BR|\|,1: Nngz) - + CBU temp key quantity = 4
|
BRMS (BR2)
IBM i IBM i

BBMS (57.70-BR2) on th_e BRMS (éRz) BRMS (BR2)
primary: licensed quantity
=4
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Migrating BRMS from BR1 to BR2 - History

For reference:

PDF document

IBM Backup, Recovery and Media Services for i - Subscription Term (5770-BR2)

Wiki
The BRMS Product and Licensing

Softwarebevers


https://public.dhe.ibm.com/systems/support/planning/transfer/BRMS.pdf
https://fortradocs.atlassian.net/wiki/spaces/IWT/pages/165642459/The+BRMS+Products+and+Licensing
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Migrating BRMS from BR1 to BR2 - The Process

BRMS (5770-BR2) Installation

Information about the BRMS (5770-BR2) installation process.

IBM has withdrawn the marketing of the IBM Backup, Recovery and Media Services for i (5770-BR1)
and is offering IBM Backup, Recovery and Media Services for i Subscription Term (5770-BR2) as the
available replacement.

5770-BR2 is simplified to contain all functionality from 5770-BR1 under a single option. In addition,
5770-BR2 has several new enhancements that are not included in 5770-BR1, including the new BRMS
web interface.

0 It is recommended to apply BRMS 5770-BR1 PTFs 7.5 SJ01879, 7.4 SJ01877 or the latest
BRMS PTFs to improve the migration to 5770-BR2. It is recommended that BRMS PTFs
should be applied immediate. The BRMS PTF exit program performs SQL operations which

can cause unexpected delays and results if the BRMS PTF is applied delayed at the same
time as DB related PTFs.

A\ 7.4 Warning: Prior to installing 5770-BR2, you must ensure that PTF SI82606 or the latest are
applied on the system where 5770-BR2 is being installed. Related to What's new as of
December 2022

E When 5770-BR2 is installed, saving QBRM on 7.4 or 7.5 will result in message CPF3906 being
logged for objects QTA0002 and QT1A0003. These are informational messages and can be
ignored. This will not occur on 7.6 and later releases.

Users can migrate from 5770-BR1to 5770-BR2 by either choosing to apply the latest PTFs (see the
information above), saving the QUSRBRM library, deleting 5770-BR1, and install 5770-BR2, or they
can choose to skip the latest PTFs, save the QUSRBRM library, migrate the BRMS Functional Usage
information, delete 5770-BR1, and install 5770-BR2.

Sharing IBM i Knowledge
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https://fortradocs.atlassian.net/wiki/spaces/IWT/pages/2765848577/BRMS+5770-BR2+Installation
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

v Follow these steps if you have applied 5770-BR1 PTFs 7.5 SJ01879, 7.4 SJ01877 (or later) to your system
« Save the QUSRBRM library using the command:

o SAVLIB LIB(QUSRBRM) DEV(tape_device) - The save of this library will protect you in the
event you need to back off the installation.

« It is important to ensure no user created dependencies exist on BRMS files in QUSRBRM
before upgrading BRMS. Use Display Database Relations (DSPDBR) on all physical and logical
files in QUSRBRM to ensure only IBM® BRMS files are listed. If any other non-IBM
dependencies exits, they need to be removed before starting an upgrade.

« Remove the BRMS SQL services to prevent file dependency issues in QUSRBRM using the
following command: CALL QBRM/Q1AOLD PARM('INSTALL ' 'RMVSQLSERV' 'N' '@0')

SQL can be used to potentially find user created files in QUSRBRM:

select * from table(gqsys2.object_statistics('QUSRBRM', 'FILE')) x where OBJOWNER <>
'QBRMS'

« Delete product 5770-BR1

A\ Product 5770-BR2 cannot be installed with product 5770-BR1 already installed. You must
delete product 5770-BR1 and all its options using option 12 on the GO LICPGM menu or
using the DLTLICPGM LICPGM(5770BR1) OPTION(*ALL) command.

E QUSRBRM is not removed when the product is deleted, do not delete library QUSRBRM.

¢ Install product 5770-BR2
* Apply the latest BRMS PTFs

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps without recommended PTFs

v Follow these steps if you have not applied the 5770-BR1PTFs 7.5 SJ01879, 7.4 SJ01877 (or later) to your
system

« Save the QUSRBRM library using the command:

o SAVLIB LIB(QUSRBRM) DEV(tape_device) - The save of this library will protect you in the
event you need to back off the installation.

« Migrate BRMS Functional Usage Information. The usage information for an individual function

is saved with the user profile's private authorities using the command:
o SAVSECDTA DEV(tape_device)

« Itis important to ensure no user created dependencies exist on BRMS files in QUSRBRM
before upgrading BRMS. Use Display Database Relations (DSPDBR) on all physical and logical
files in QUSRBRM to ensure only IBM® BRMS files are listed. If any other non-IBM
dependencies exits, they need to be removed before starting an upgrade.

« Remove the BRMS SQL services to prevent file dependency issues in QUSRBRM using the
following command: CALL QBRM/Q1AOLD PARM('INSTALL ' ‘RMVSQLSERV' ‘N' '@0')

SQL can be used to potentially find user created files in QUSRBRM:

select » from table(qsys2.object_statistics('QUSRBRM', 'FILE')) x where OBJOWNER <>
'QBRMS'

« Delete product 5770-BR1

A\ Product 5770-BR2 cannot be installed with product 5770-BR1 already installed. You must
delete product 5770-BR1 and all its options using option 12 on the GO LICPGM menu or
using the DLTLICPGM LICPGM(577@BR1) OPTION(*ALL) command.

B QUSRBRM is not removed when the product is deleted, do not delete library QUSRBRM.

« Install product 5770-BR2
« Restore the BRMS Functional Usage Information

o RSTUSRPRF DEVICE(tape-device) USRPRF(xALL) - Restore User Profiles (requires
restricted state)

o RSTAUT - Restore Authority (RSTAUT)
« Apply the latest BRMS PTFs

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps when 5770-BR1 was not previously installed
e Install product 5770-BR2
e Apply the latest BRMS PTFs

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

Softwarebevers

[4
000

File Edit Search View Connection Run Explain Monitor Editor

Tools Help

e-dd & 00 TR FIPD oo @O0 wfwgn @

— BRMS (5770-BR2) Installation

SELECT A.PTF_PRODUCT ID,
A.PTF_IDENTIFIER,
A.PTF_LOADED STATUS,
A.PTF_STATUS TIMESTAMP
FROM QSYS2.PTF_INFO A
WHERE A.PTF_PRODUCT ID = '5770BR1'
and A.PTF_IDENTIFIER in ('SJ01879', 'SJ01877', 'SJ07119','SJ07118)

— Check 5770-BR1 PTFs 7.5 SJ01879, 7.4 SJ01877 or the latest BRMS PTFs for 7.5 SJ07119, 7.4 SJ07118

BY OOV A WN

ORDER BY A.PTF_STATUS_TIMESTAMP DESC;;
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PTF
Product
ID

PTF_PRODUCT ID

PTF
Identifier

PTF_IDENTIFIER

PTF PTF
Loaded Status
Status Timestamp

PTF_LOADED_STATUS |PTF_STATUS_TIMESTAMP

5770BR1
5770BR1

SJ07119
SJ01879

APPLIED 2025-10-24 17:36:23.000000
SUPERSEDED 2025-10-24 17:21:04.000000

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

-- Just in case the recommended or latest PTF is not applied order and order and apply it
BEGIN

DECLARE PTFID_V7R4 CHAR(7);

DECLARE PTFID_V7RS CHAR(7);

DECLARE PTFID CHAR(7);

DECLARE IBM i Version CHAR(3);
SET PTFID_V7RS5 = 'SJ07119%
SET PTFID_V7R4 = 'SJ07118";

SET IBM_i_Version = (SELECT OS_VERSION CONCAT ' CONCAT OS_RELEASE AS IBM i
FROM sysibmadm.env_sys_info
FETCH FIRST 1 ROW ONLY);

IF (IBM_i_Version = 7.4) THEN
SET PTFID = PTFID_V7R4;
END IF;
IF (IBM_i_Version = 7.5) THEN
SET PTFID = PTFID_V7RS5;
END IF;
CALL gsys2.qemdexc('SNDPTFORD PTFID(' CONCAT PTFID CONCAT ') CHKPTF (*YES));
CALL gsys2.qcmdexc(LODPTF LICPGM(5770BR1) SELECT(' CONCAT PTFID CONCAT )");
CALL gsys2.qcmdexc('APYPTF LICPGM(5770BR1) SELECT(' CONCAT PTFID CONCAT "));
END;

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

4
000

File Edit Search View Connection Run Explain Monitor Editor

E@-Hd X000 YUNYE B PEFEF o @6

1 — After PTF is installed follow the Special Instructions from the PTF coverletter
2 — Run BRMS maintenance prompt the commando in order to make modifications
3 CL:STRMNTBRM;

¥’ Statement ran successfully (72.774 ms = 1,21 min)

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

@ IBMi Access Client Solutions

000
File Edit Search View Connection Run Explain Monitor Editor Tools Help

e H@d 400 YRNY B FPEEF o~ @6 mMugig @

| | *Untitled|

1 --—- Check again for 5770-BR1 PTFs 7.5 SJ01879, 7.4 SJ01877 or the latest BRMS PTFs for 7.5 SJ07119, 7.4 SJ07118
2 SELECT A.PTF_PRODUCT ID,
3 A.PTF_IDENTIFIER,
A.PTF_LOADED_ STATUS,
A.PTF_STATUS TIMESTAMP
FROM QSYS2.PTF_INFO A
WHERE A.PTF_PRODUCT ID = '5770BR1'
and A.PTF_IDENTIFIER in ('SJ01879','SJ01877', 'SJ07119','SJ07118"

ORDER BY A.PTF_STATUS_TIMESTAMP DESC;
=

O 0N O 1 b

18 Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

@ IBMi Access Client Solutions
000 Run SQL Scripts - Not connected
File Edit Search View Connection Run Explain Monitor Editor Tools Help
BE-Hd A00 PUAY B PFPFI o @ O wfif iy @
[ ] *Untitled 1 = [ [l *Untitled 2 x] [ ] Unt
1 --|Ensure no user created dependencies exist on BRMS files in QUSRBRM
2 WITH Database_Relations (Schema, Table, SQL_Schema, SQL_Name, Type, Owner) AS (
3 SELECT SYSTEM_TABLE_SCHEMA,
4 SYSTEM_TABLE_NAME,
5 TABLE_OWNER,
6 SOURCE_SCHEMA_NAME,
7 SOURCE_SQL_NAME,
8 SQL_OBJECT TYPE
9 FROM gsys2.systables
10 INNER JOIN TABLE (
11 SYSTOOLS.RELATED OBJECTS(LIBRARY NAME => SYSTEM_TABLE_SCHEMA, /* VARCHAR(10) No default name - Default: none */
12 FILE_NAME => SYSTEM_TABLE_NAME)
13 )
14 ON TABLE_OWNER = OBJECT_OWNER
15 WHERE TABLE_SCHEMA = 'QUSRBRM'
o AND TABLE_TYPE = SCHEMA  |TABLE |SQL SCHEMA |SQL NAME |TYPE OWNER
18  SELECT Database_Relations.* QUSRBRM QA1ASDC QBRMS QUSRBRM QA1ASDC VIEW
19 FROM Database_Relations; QUSRBRM QA1ASL QBRMS QUSRBRM QA1ASL LOGICAL FILE

QUSRBRM  QA1ASP QBRMS QUSRBRM QA1ASP  VIEW
QBRMS QUSRBRM QAI1AXC KEYED LOGICAL FILE
QBRMS QUSRBRM QA1AXS KEYED LOGICAL FILE
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

@ IBMiAccess Client Solutions
000
File Edit Search View Connection Run Explain Monitor Editor

fe-Hd AD00 YUNAY B FPFPE o @6

1
2
3
4
5
6

SELECT *
FROM TABLE (
gsys2.object_statistics(QUSRBRM', FILE")
) X
WHERE OBJOWNER < > 'QBRMS';

-- SQL can be used to potentially find user created files in QUSRBRM:

00001

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs
@ IBMi Access Client Solutions

-

File Edit Search View Connection Run Explain Monitor Editor Tools Help

T M@ 400 99UNY B FPEP v~ @O0 Wiy @

1 -- Save Library QUSRBRM after resolving all issues
2 CL:CRTSAVF FILE(QGPL/BR1) TEXT('QUSRBRM prior to upgrade from 5770BR1 to 5770BR2");
3 CL:SAVLIB LIB(QUSRBRM) DEV(*SAVF) SAVF(QGPL/BR1);

[ 31/10/2025, 17:41:28 1 Run Selected...
B crrsavF FILE(QGPL/BR1) TEXT('QUSRBRM prior to upgrade from 5770BR1 to 5770BR2")

CPC7301: File BR1 created in library QGPL.
v’ Statement ran successfully (100 ms)

[ 31/10/2025, 17:41:31] Run Selected...
B SAVLIB LIB(QUSRBRM) DEV(*SAVF) SAVF(QGPL/BR1)

CPF7080: Receiver QJR1IAC0007 in QUSRBRM saved while attached.
CPF7080: Receiver QJR1A20007 in QUSRBRM saved while attached.
CPI3203: 1 logical access paths saved or restored.

CPI3203: 1 logical access paths saved or restored.

CPI3203: 2 logical access paths saved or restored.

CPI3203: 2 logical access paths saved or restored.

CPI3203: 1 logical access paths saved or restored.

CPI3203: 1 logical access paths saved or restored.

CPI3203: 15 logical access paths saved or restored.

CPC3722: 261 objects saved from library QUSRBRM.

v’ Statement ran successfully (374 ms)

21 Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

@ IBMi Access Client Solutions

L —

File Edit Search View Connection Run Explain Monitor Editor Tools He

FE-HE@ ADD YRUAY B FPEF o @O gy

1 -- Remove the BRMS SQL services to prevent file dependency issues
9 CL:CALL QBRM/Q1AOLD PARM(INSTALL ' RMVSQLSERV' 'N''00");

[ 31/10/2025, 17:45:41 ] Run Selected...
B CALL OBRM/Q1AOLD PARM(INSTALL ''RMVSQLSERV' N' '00')
¥ Statement ran successfully (31.786 ms = 31,786 sec)

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

000
File Edit Search View Connection Run Explain Monitor Editor Tools Help

B HE A00 SRAY B FPPP o~ @O0 Wiy @

1 -- Check for locks to enable Delete of product 5770-BR1

2 --end the jobs having lock.s|

3 SELECT LOCK_STATE, LOCK STATUS, LOCK_SCOPE, JOB NAME

4  FROM QSYS2.0BJECT LOCK_INFO

WHERE OBJECT SCHEMA = 'QSYS' AND OBJECT NAME = 'QBRM' AND OBJECT TYPE = "“LIB';

5
6

Lock Lock Lock Job
State Status Scope Name

LOCK STATE |LOCK STATUS |LOCK SCOPE |JOB NAME
*SHRRD HELD JOB 003597/RUDI/QPADEV0002

*SHRRD HELD JOB 003589/QUSER/QZRCSRVS

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

@ IBMi Access Client Solutions
000
File Edit Search View Connection Run Explain Mo

EE-HE %00 $UNY B FPPD

7

1 -- Delete product 5770-BR1
2 CL:DLTLICPGM LICPGM(5770BR1) OPTION(*ALL);

CPC2191: Object Q1ACIILG in QBRM type *PGM deleted.
CPC2191: Object Q1ACILG in QBRM type *PGM deleted.
CPC2191: Object Q1ACIMGR in QBRM type *PGM deleted.
CPC2191: Object QIACIMM in QBRM type *PGM deleted.
CPC2191: Object QIACIMNT in QBRM type *PGM deleted.

¥' Statement ran successfully (24.799 ms = 24,799 sec)

Softwarebevers
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

=

File Edit Search View Connection Run Explain Monitor E

F-Hd D0 TANE B FEPDI o~ |

P

AW N =

-- Install product 5770-BR2
-- Include automatic accepting license agreement for 5770-BR2 7.5

CL:CALL PGM(QSYS/QLPACAGR) PARM('5770BR2' 'V7R5MO0' '0000' 0);
CL:RSTLICPGM LICPGM(5770BR2) DEV(OPTVRTO01);

CPF3292: File QA1A1RMT in library QBRM restored.
CPF3292: File QA1ASL in library QBRM restored.
CPF3292: File QA1A1SL in library QBRM restored.
CPF3292: File QA1AXC in library QBRM restored.
CPF3292: File QA1A1XC in library QBRM restored.
CPF3292: File QA1ADI in library QBRM restored.
CPF3292: File QA1A2DI in library QBRM restored.

¥ Statement ran successfully (75.476 ms = 1,26 min)

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

000
File Edit Search View Connection Run Explain Monitor Editor Tools Help
- Hd A00 YRUAY B FPEF -~ @0 Mg @

P

1 |- Before continuing check if the job BRMSPRDINZ has completed

2 SELECT X.MESSAGE_TIMESTAMP, X. MESSAGE ID, X. MESSAGE_TEXT, FROM_JOb

3 FROM TABLE (

4 QSYS2.HISTORY LOG_INFO(CURRENT TIMESTAMP - 1 HOUR)

5 )X

6 WHERE X.FROM _JOB NAME = BRMSPRDINZ' AND MESSAGE _ID IN ('CPF1124', 'CPF1164, 'CPF1241";
—

MESSAGE_TIMESTAMP

| MESSAGE ID |MESSAGE TEXT

|FROM_JOB

2025-10-31 17:39:58.439203 CPF1124
2025-10-31 17:40:55.029167 CPF1164
2025-10-31 17:40:55.029611 CPF1241

26

Job 003606/RUDI/BRMSPRDINZ started on 31/10/25 at 17:39:58 in subsystem QBATCH in QSYS. Job entered syste... 003606/RUDI/BRMSPRDINZ
Job 003606/RUDI/BRMSPRDINZ ended on 31/10/25 at 17:40:55; 14.844 seconds used; end code O .
Job 003606/RUDI/BRMSPRDINZ completed normally on 31/10/25 at 17:40:55.

003606/RUDI/BRMSPRDINZ
003606/RUDI/BRMSPRDINZ
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

' 1BM | Access Client Solutions
(X N J

File Edit Search View Connection Run Explain Monitor Editor Tools Help

- Hd 400 YRNE B PEFEF o @O0 wfigh @

g

1 -- Order the latest BRMS PTF

2 - => https://fortradocs.atlassian.net/wiki/spaces/IWT/pages/165642445/List+of + BRMS + Service+Packs
3 - This does require Internet Access

4 BEGIN

5 DECLARE PTFID_V7R4 CHAR(7);
6 DECLARE PTFID_V7R5 CHAR(7);
7 DECLARE PTFID_V7R6 CHAR(7);
8

9 DECLARE PTFID CHAR(7);

10

11 DECLARE IBM_i_Version CHAR(3);
12

13  SET PTFID_V7R6 = 'SJ07207"
14  SET PTFID_V7RS = 'SJ07206';
15  SET PTFID_V7R4 = 'SJ07205";

16

17  SETIBM_i_Version = (SELECT OS_VERSION CONCAT ' CONCAT OS_RELEASE AS IBM_i
18 FROM sysibmadm.env_sys_info

19 FETCH FIRST 1 ROW ONLY);

20

21 IF (IBM_i_Version = 7.4) THEN
22 SET PTFID = PTFID_V7R4;

23 END IF;

24  IF (IBM_i_Version = 7.5) THEN
25 SET PTFID = PTFID_V7R5;
26 ENDIF;

27 IF (IBM_i_Version = 7.6) THEN

28 SET PTFID = PTFID_V7R6;

29 ENDIF;

30 CALL gsys2.qcmdexc('SNDPTFORD PTFID (' CONCAT PTFID CONCAT ') CHKPTF (*YES));
31  CALL gsys2.qemdexc(INSPTF LICPGM((5770BR2)) INSTYP(*IMMONLY)";

32 END;

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

000
File Edit Search View Connection Run Explain Monitor Ed

BEe-HBd 00 TR B FFEP o~ @

1 -- When using an Image Catalog for the BRMS PTP1
2 CL:INSPTF LICPGM((5770BR2)) DEV(OPTVRTO01) INSTYP(*IMMONLY);

CPC2193: Object QPZR000043 in QSRV type *SRVPGM moved to library QBRM.
CPC2192: Object Q1ARMVCGE in QSRV type *PGM renamed QPZR000044.
CPC2193: Object QPZR000044 in QSRV type *PGM moved to library QBRM.
CPC2192: Object Q1ARMVCGEO in QSRV type *PGM renamed QPZR000045.
CPC2193: Object QPZR000045 in QSRV type *PGM moved to library QBRM.

¥ Statement ran successfully (37.955ms = 37,955 sec)
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

XX

File Edit Search View Connection Run Explain Monitor Editor Tools H¢

De-Hid ADD YRUARY B FEDR o @ O ) ug iy

1 -- Repeat running BRMS maintenance prompt the commando in order to make modifications
2 CL:STRMNTBRM|

BRM1570: Library QUSRTEMP is not included in save strategy.
BRM1570: Library QXMLSERV is not included in save strategy.
BRM1570: Library SYSIBM is not included in save strategy.

¥ Statement ran successfully (4.875ms = 4,875 sec)

e ——————————————

Sharing IBM i Knowledge



Softwarebevers

Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

@ IBMI Access Client Solutions @ == =] box A G ®©a =
00 Run SQL Scripts - Not connected
File Edit Search View Connection Run Explain Monitor Editor Tools Help
EF-Hd 400 IRAY B PPP -~ 00 Mg @
L *Untitled 1 * [ [ *Untitled 2 x | [] Untitled3
1 --Install License Key
2 - Please be aware that although the serial number is 7 long, the value retrieved is 8 long
3 - containing a blank in position 1
4 SELECT System_VALUE,
5 CASE
6 WHEN
7 SYSTEM_VALUE = '1234567'
8 THEN
9 QSYS2.QCMDEXC('ADDLICKEY PRDID(5770BR2) LICTRM(V7R4MO0) FEATURE(5050) SERIAL(1234567) PRCGRP(*ANY) LICKEY (XXXXXX XXXXXX XXXXXX) USGLMT(1) EXPDATE("2026-08-09") VNDDTA(*NONE)")
10 ELSE
11 QSYS2.QCMDEXC('ADDLICKEY PRDID(5770BR2) LICTRM(V7R4MO0) FEATURE(5050) SERIAL(1234567) PRCGRP(*ANY) LICKEY (XXXXXX XXXXXX XXXXXX) USGLMT(2) EXPDATE("2026-08-09") VNDDTA(*NONE)")
12 END AS key_entered
13 FROM QSYS2.SYSTEM_VALUE_INFO
14  WHERE system_value_name = 'QSRLNBR’;

30 Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs
@ IBMi Access Client Solutions

000
File Edit Search View Connection Run Ex

te-EHd 400 TUNY B T

1 -- Set BRMS HTTP access
2 CL:SETUSRBRM USER(RUDI) USAGE(*ADMIN);

[ 31/10/2025, 19:05:25] Run Selected...
B SETusrRBRM USER(RUDI) USAGE(*ADMIN)

BRM4009: RUDI given *ADMIN usage.
¥’ Statement ran successfully (332 ms)

Softwarebevers
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

File

Edit Search View Connection Run

Explain Monitor Editor Tools Help

EF-EHE@- A00 PRAL B

FEFD o @ 6 wfwl wg @
| | *Un

O OO A WN -

-- When having to migrate an second LPAR
-- Preparation for creating a savefile
-- Check if the PTF was applied
SELECT A.PTF_PRODUCT ID,
A.PTF_IDENTIFIER,
A.PTF_LOADED_ STATUS,
A.PTF_STATUS_TIMESTAMP
FROM QSYS2.PTF_INFO A
WHERE A.PTF_PRODUCT ID = '5770BR2/;
stop;
-- Create a savefile for saving the LPP 5770BR2

-- Saving the LPP with all PTFs including will allow you to skip PTF handling after installing 5770-BR2 again
CL:CRTSAVF FILE(QGPL/BR2) TEXT('LPP backup of 5770-BR2";
CL:SAVLICPGM LICPGM(5770br2) DEV(*SAVF) SAVF(QGPL/BR2);

stop;

-- Use Integrated File System to send the savefile to the other LPARs

-- Use on the other LPAR the command show below to restore 5770BR2
CL:RSTLICPGM LICPGM(5770BR2) DEV(*SAVF) SAVF(QGPL/BR2);

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

Jasys.lib/qgpl.lib on iUG1

File Edit View Actions

Directory
/qsys.lib/qgpl.lib

(iuc1 br2

Icon Last Modified

New Folder...

Delete
Rename...
Download
Download...

£81154(31 October 2025 at 18:18:27 GMT

Download and View

Showing 1 of 114 objects. Filter: "br2" Duplicate

o

Upload...
Messages g Copy -
Paste
View
View...

Permissions
Properties

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The Process

Install steps with recommended PTFs

r=avy

21 - or use the Object Connect server when configured

22 -- =>https://www.ibm.com/docs/en/i/7.4.0?topic =function-setting-up-your-system-use-objectconnect

23

24 CL:SAVRSTOBJ OBJ(BR2) LIB(QGPL) RMTLOCNAME(SYSTEM1) CNNTYPE(*IP) RMTUSER(MYUSER) RMTPWD (MyPassword) OBJTYPE(*FILE);
25 CL:SAVRSTOBJ OBJ(BR2) LIB(QGPL) RMTLOCNAME(SYSTEM2) CNNTYPE(*IP) RMTUSER(MYUSER) RMTPWD (MyPassword) OBJTYPE(*FILE);
26 CL:SAVRSTOBJ OBJ(BR2) LIB(QGPL) RMTLOCNAME(SYSTEM3) CNNTYPE(*IP) RMTUSER(MYUSER) RMTPWD (MyPassword) OBJTYPE(*FILE);
27
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Migrating BRMS from BR1 to BR2 - The New GUI

IBM BRMS for i

&-

Network

Security

Users and Groups

Performance

File System

Bookmarks

Serviceability

Alerts

Bookmarks

Manage

IPP Server for IBM i

IBM Web Administration for i

IBM Digital Certificate Manager for i

IBM Tivoli Directory Server for IBM i -
LDAP

Memo to Users

IBM BRMS for i <«

Application Runtime Expert (heritage)

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The New GUI

IBM BRMS for i - Enabling Secure HTTPS for the BRMS Web Interface

Secure HTTPS traffic for the BRMS web interface requires a digital certificate. A digital certificate
provides two functions:

1. Providing a way to encrypt communication between the web browser and the server

2. Verifying the identity of the server to prevent a man-in-the-middle attack.

Depending on the type of digital certificate you configure, the digital certificate will help with either
encrypting communication or with both encrypting communication and verifying the identity of the

server.

Before you begin

This step requires the following:
« IBM 5770SS1 Option 34 - Digital Certificate Manager is installed
« The *SYSTEM certificate store is created

To create the *SYSTEM certificate store, use the following steps:

> Creating the *SYSTEM certificate store

Procedure
After the *SYSTEM certificate store is created, the procedure consists of the following steps:
1. Choose a type of certificate to use by following one of the following options
a. Creating a Self-Signed Certificate
b. Importing a Signed Certificate
2. Assigning the certificate to the BRMS Webserver
3. Enabling the secure HTTPS server
4. Restarting the BRMS Webserver

Sharing IBM i Knowledge
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Migrating BRMS from BR1 to BR2 - The New GUI

IBM BRMS for i - Enabling Secure HTTPS for the BRMS Web Interface

-- category: System Management
-- description: Configure TLS for HTTP BRMS for i
CL:CHGWEBBRM HTTP(*AUTO 2088) HTTPS(*ON 2089);

CL:ENDTCPSVR SERVER(*HTTP) HTTPSVR(QBRMWEBSVR);
CL:DLYJOB 15;
CL:STRTCPSVR SERVER(*HTTP) HTTPSVR(QBRMWEBSVR);
CL:DLYJOB 15;
-- Check if port 2088 & 2089 are active
SELECT JOB_NAME,
LOCAL_PORT,
LOCAL_ADDRESS,
REMOTE_PORT,
REMOTE_ADDRESS
FROM QSYS2.NETSTAT_JOB_INFO
WHERE LOCAL_PORT IN (2088, 2089);
stop;
-- happy with testing?
-- Disable non-TLS port

CL:CHGWEBBRM HTTP(*OFF) HTTPS(*ON 2089) AUTOSTART(*YES);

stop;

CL:ENDTCPSVR SERVER(*HTTP) HTTPSVR(QBRMWEBSVR);
CL:DLYJOB 15;

CL:STRTCPSVR SERVER(*HTTP) HTTPSVR(QBRMWEBSVR);

—
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Migrating BRMS from BR1 to BR2 - The New GUI

IBM BRMS for i - Enabling Secure HTTPS for the BRMS Web Interface

Edit Bookmark

Name: IBM BRMS for i

Hostname: |

URL: 2089 © URL

HTTPs: https v
Description: 1BM Backup, Recovery & Media Service

oo
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Migrating BRMS from BR1 to BR2 - Wrap-up

HTTP server IBM BRMS for i
Currently limited in functionality (keep current with BR2 PTF)

« Managing BRMS using 5250 emulation and BRMS SQL Services

« Using Run SQL Scripts to migrate BRMS will shorten the migration duration

The good news: you can use 5770-BR2 in the same way as 5770BR1

Now included with BRMS Network feature & BRMS Advanced Functions feature

Softwarebevers
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Audit Data Mart

Security is getting more and more important

Create New Data Mart

Data Mart Library:
$AUD_DM

Journal Entry Type:

Password (PW) v

Action:

Create a new data mart v

Audit Journal Starting Timestamp:

Use the attach time for the oldest, attached journal receiver v

Audit Journal Ending Timestamp:

05/31/2026 06:09 PM B

Data Mart Filter:

Sharing IBM i Knowledge
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Audit Data Mart

If the Data Mart does not exist it will be created

IBM Navigator for i W

Manage Audit Journal Data Mart

Data Mart Library Tl
Filter Y

$AUD_DM

Data Mart Tl

[

| v

AUDIT_JOURNAL_PW

Data Mart System Table Name Tl
Filter

AJ_PW

Y

Data Mart Filter Tl

Filter

Y

Journal Entry Type Tl

Filter

Password (PW)

Sharing IBM i Knowledge
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Filter

COMPLETED
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Audit Data Mart

Schedule for keeping the data current

IBM Navigator for i

Manage Audit Journal Data Mart

Schedule X

Data Mart Library:

$AUD_DM
Journal Entry Type:
Password (PW) v
Data Mart Library Tl Data Mart Action:
Append new data to the existing data mart v
Fey V Audit Journal Starting Timestamp:
$AUD DM alin 0 Use the last timestamp in the data mart table v
< Manage Audit Journal Ending Timestamp:
Delete 05/31/2026 06:09 PM (]
Data Mart Filter:
Detail View
Daily View
Weekly View y.
Schedule
Permissions

Sharing IBM i Knowledge
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Audit Data Mart

Schedule for keeping the data current

Add Scheduled Job X
Job name: Job Description v
QSYS/RUNSQL SQL(CALL

QSYS2 MANAGE_AUDIT_JOURNAL_DATA_MART(JOURNAL

"ENTRY_TYPE => "PW" DATA_MART LIBRARY =>

"$AUD_DM", STARTING_TIMESTAMP == "*CONTINUE",

DATA MART ACTION => "ADD" ) COMMIT(*NONE)
Command to run: NAMING(.SQL)

4
Frequency: Once v
Schedule date: Current date v 05/31/2026
Schedule day:
O None
All
Specific days
Monday Tuesday Wednesday Thursday
Friday Saturday Sunday
Schedule time:  Current time v 06:19 PM

N

Softwarebevers

Scheduled Jobs

Scheduled Job Name Tl

qaftjobd

QDFTJOBD

Y

Next Submission Date 1.

Filter

2026-06-01

Y

Scheduled Time Tl

Filter

06:00:00 AM

Command String Tl User Profile For Submitted Job Tl

Filter Y Filter Y

QSYS/RUNSQL SQL(CALL QSYS2. MA
NAGE_AUDIT_JOURNAL_DATA_MART
(JOURNAL_ENTRY_TYPE => "PW", DA
TA_MART_LIBRARY => "SAUD_DM", S  RUDI
TARTING_TIMESTAMP => "*CONTINU

E", DATA_MART_ACTION => "ADD" )
COMMIT("NONE) NAMING(*SQL)

Sharing IBM i Knowledge
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Audit Data Mart

After some 5250 emulation magic and making use of Advanced Job Scheduler functionality ®®
(The magic => GO JS => option 5 =>option 7)

Softwarebevers

Advanced Job Scheduler - Scheduled Jobs

Job Name Tl Status 1! Next Run Tl Schedule Tl Group Tl Sequence Tl Description Tl

[ | | Y Filter Y Filter Y Filter Y Filter Y Filter Y Filter Y

SYS_AUD_DM Ready to run Jul 1, 2026 @ 06:00 AM Weekly 00 ::ggjr[‘);ta Mart Management & R
Scheduled Job Properties X

Schedule

Batch Information

Notification

Documentation

Problem Recovery

Communication

Local Data Area

Last Run

Type of job:
Goneral Jobname:  SYS_AUD_DM ype of job
(© Scheduled

Group name: Non-scheduled

Sequence: 0 B Alternate

Description: Audit Data Mart Management & Reporting
Commands:

Sequence Enabled Command
QSYS/RUNSQL SQL(CALL QSYS2 MANAGE_AUDIT_JOURNAL_DATA_MART(JOURNAL_ENTRY_TYPE => "PW", DATA_MART_LIBRARY

10 True =>"$AUD_DM", STARTING_TIMESTAMP => "*CONTINUE", DATA_MART_ACTION => "ADD" ) COMMIT(*NONE) NAMING(*SQL)

20 Tn QSYS/RUNSQL SQL(CALL QSYS2.MANAGE_AUDIT_JOURNAL_DATA_MART(JOURNAL_ENTRY_TYPE => "CP", DATA_MART_LIBRARY
ue =>"$AUD_DM", STARTING_TIMESTAMP => "*CONTINUE", DATA_MART_ACTION => "ADD" )) COMMIT(*NONE) NAMING(*SQL)

30 True QSYS/RUNSQL SQL(CALL QSYS2 MANAGE_AUDIT_JOURNAL_DATA_MART(JOURNAL_ENTRY_TYPE => "AF", DATA_MART_LIBRARY

=>"$AUD_DM", STARTING_TIMESTAMP => "*CONTINUE", DATA_MART_ACTION => "ADD" )) CO_MMIT('NONE) NAMING(*SQL)

Total Rows: 3 1 100 v

RS IRONE
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Audit Data Mart

Getting a Daily Report in the mail - trying this

1 SELECT *
2 FROM $AUD_DM.AUDIT_JOURNAL_AF
3 WHERE ENTRY_TIMESTAMP <= CURRENT TIMESTAMP - 24 HOURS;

ENTRY_TIMESTAMP SEQUENCE_NUMBER USER_NAME QUALIFIED_JOB_NAME JOB_NAME JOB_USER  JOB_NUMBER THREAD P

2026-05-29 22:01:10.016272 1,554,767 QTMHHTTP 743959/QTMHHTTP/ADMIN ADMIN QTMHHTTP 743959 80
2026-05-30 22:01:01.847536

7,770

Sharing IBM i Knowledge
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Audit Data Mart

Getting a Daily Report in the mail - trying this

Softwarebevers

VALUES
SYSTOOLS.GENERATE_SPREADSHEET(
PATH_NAME => '/home/RUDI/Audit_AF_Daily_Report' CONCAT ( REPLACE ( CHAR ( CURRENT DATE, 1SO ), ", ")),

&= W N -

SPREADSHEET_TYPE => 'xlsx’, COLUMN_HEADINGS => 'COLUMN');l

SPREADSHEET_QUERY => 'SELECT * FROM SAUD_DM.AUDIT_JOURNAL_AF WHERE ENTRY_TIMESTAMP <= CURRENT TIMESTAMP - 24 HOURS',

00001
-1
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Audit Data Mart

Getting a Daily Report in the mail - ended up with this

Softwarebevers

1
.
5|
4
5
6
7
g
9

10
11
12
13
14
15
16
17
18
19
20
21

CREATE OR REPLACE TABLE QRPLOBJ.AF_ENTRIES AS
(SELECT *
FROM $AUD_DM.AUDIT_JOURNAL_AF
WHERE ENTRY_TIMESTAMP <= CURRENT TIMESTAMP - 24 HOURS)
WITH DATA
ON REPLACE DELETE ROWS;

VALUES
SYSTOOLS.GENERATE_SPREADSHEET(
PATH_NAME => '/home/RUDI/Audit_AF Daily Report’ CONCAT (REPLACE(CHAR(CURRENT DATE, I1SO), '-', ")),
SPREADSHEET_QUERY => 'SELECT * FROM SAUD_DM.AUDIT_JOURNAL_AF WHERE ENTRY_TIMESTAMP <= CURRENT TIMESTAMP - 24 HOURS',

SPREADSHEET_TYPE => 'xlsx’, COLUMN_HEADINGS => 'COLUMN');

VALUES
SYSTOOLS.SEND_EMAIL(
TO_EMAIL => 'rvanhelvoirt@vanhelvoirt.nl', SUBJECT => 'Audit journal AF entries from the last 24 hours from : * CONCAT
(SELECT host_name
FROM sysibmadm.env_sys_info), BODY => 'AF entries captured at ' CONCAT CURRENT TIMESTAMP,
ATTACHMENT => '/home/rudi/Audit_AF_Daily Report' CONCAT (REPLACE(CHAR(CURRENT DATE, 1SO), '-', ")) CONCAT '.xlsx');

R —————————————————————————————————————————————————————————————.
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Audit Data Mart

Getting a Daily Report in the mail

To: rvanhelvoirt@vanhelvoirt.nl

3 B
U Audit journal AF entries from the last 24 hours from : TESTCBU. GG

% Audit_AF_Daily_Report
20260607.xIsx
AF entries captured at 2026-06-07-16.36.22.109420

(B 1& & D@1y )—

Sharing IBM i Knowledge
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Audit Data Mart

Getting a Daily Report in the mail

- at one customer | saw this

[0 TESTCBU: Audit Journal AF Report collected on 2026-05-31-19.32.28.969266
To: Mr. Rudi van Helvoirt

(B1a & »le1v)—

AutFailureReport.html @
TESTCBU: Audit Journal AF Report collected on 2026-05-31-19.32.28.969266

Softwarebevers

TESTCBU: Audit Journal AF Report collected on 2026-05-31-19.32.28.969266

ENTRY_TIMESTAMP

VIOLATION_TYPE_DETAIL USER_NAME OBJECT

2026-05-30-22.01.01.847536

Not authorized to object QTMHHTTP /QIBM/ProdData/OS400/Navigator

Total of 1 failures found during last 24 hours.
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Audit Data Mart

Getting a Daily Report in the mail

Scheduled Job Properties X
General Job name: SYS_AUD_DM Type of job:
(O Scheduled
Schedule Group name: Non-scheduled
. Sequence: 0o ¢ Altemate
Batch Information
Description:

Notification Audit Data Mart Management & Reporting

Commands:

Documentation

'SIED)
Problem Recovery m e &

Sequence Enabled Command

Communication
QSYS/RUNSQL SQL('CALL QSYS2 MANAGE_AUDIT_JOURNAL_DATA_MART(JOURNAL_ENTRY_TYPE => "PW", DATA_M

10 True => "$AUD_DM", STARTING_TIMESTAMP => "*CONTINUE", DATA_MART_ACTION => "ADD" )’) COMMIT(*NONE) NAMING(*
Local Data Area 2 True QSYS/RUNSQL SQL('CALL QSYS2 MANAGE_AUDIT_JOURNAL_DATA_MART(JOURNAL_ENTRY_TYPE => "CP", DATA_M.
=>"$AUD_DM", STARTING_TIMESTAMP => "*CONTINUE", DATA_MART_ACTION => "ADD" }') COMMIT(*NONE) NAMING(*
Last Run 20 True QSYS/RUNSQL SQL('CALL QSYS2 MANAGE_AUDIT_JOURNAL_DATA_MART(JOURNAL_ENTRY_TYPE => "AF", DATA_M;
=>"$AUD_DM", STARTING_TIMESTAMP => "*CONTINUE", DATA_MART_ACTION => "ADD" }') COMMIT(*NONE) NAMING(*

40 True RUNSQLSTM SRCSTMF(7home/RUDI/AJS - Audit_AF_Generate_Excel.sqI') COMMIT(*NONE) NAMING(*SQL)
< >

Total Rows: 4 < < 1 > 100 v
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Audit Data Mart

Getting a Daily Report in the mail

BEGIN
DECLARE Generate_spreadsheet_successful INTEGER;
DECLARE Mailing_spreadsheet_successful INTEGER;
DECLARE Job_CCSID INTEGER;
CREATE OR REPLACE TABLE QRPLOBJ.AF_ENTRIES AS
(SELECT *
FROM $SAUD_DM.AUDIT_JOURNAL_AF
WHERE ENTRY_TIMESTAMP <= CURRENT TIMESTAMP - 24 HOURS)
WITH DATA
ON REPLACE DELETE ROWS;
-- to prevent errors:
-- Derived operands not valid for operator CONCAT. Reason code 12.
-- Character conversion between CCSID 65535 and CCSID 1200 not valid.
set Job_CCSID = (select "CCSID" from table (
QSYS2.ACTIVE_JOB_INFO(JOB_NAME_FILTER =>"*', DETAILED_INFO =>'ALL" )
)i
if Job_CCSID = 65535 then
CALL gsys2.qcmdexc('CHGIOB CCSID(37)');
END IF;

VALUES
SYSTOOLS.GENERATE_SPREADSHEET(
PATH_NAME => '/home/RUDI/Audit_AF_Daily_Report' CONCAT (REPLACE(CHAR(CURRENT DATE, I1SO), -', ")),
FILE_NAME =>'AF_ENTRIES', LIBRARY_NAME => 'QRPLOBJ', SPREADSHEET_TYPE => 'xlsx', COLUMN_HEADINGS => 'COLUMN')
INTO Generate_spreadsheet_successful;
IF (Generate_spreadsheet_successful = -1) THEN
CALL systools.lprintf('Generate Spreadsheet was not successful');
END IF;
VALUES
SYSTOOLS.SEND_EMAIL(
TO_EMAIL => 'rvanhelvoirt@vanhelvoirt.nl’, SUBJECT => 'Audit journal AF entries from the last 24 hours from : * CONCAT
(SELECT host_name
FROM sysibmadm.env_sys_info), BODY => 'AF entries captured at ' CONCAT CURRENT TIMESTAMP,
ATTACHMENT => ' /home/rudi/Audit_AF_Daily Report' CONCAT (REPLACE(CHAR(CURRENT DATE, ISO), '-', ")) CONCAT " xlsx')
INTO Mailing_spreadsheet_successful;
IF (Mailing_spreadsheet_successful = -1) THEN
CALL systools.lprintf('Mailing_spreadsheet_successful was not successful');
END IF;
END;
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The road to TLS only

TCP/IP Ports Required for IBM | Access and Related Functions

PC Function

.

Server Mapper

.

License Management

.

Database Access

.

Data Queues

.

IFS Access using
Access/Navigator

.

Network Printers

Remote Command

.

Signon Verification

.

Host Connection
New at IBMir7.6

.

Telnet (5250 Emulation)

.

Navigator for i (Heritage version)

.

New Navigator for i

.

Digital Certificate Manager

.

HTTP Administration

.

DDM/DRDA

.

NetServer

.

NetServer

.

NetServer (CIFS)

.

Secure Shell

.

Service Tools Server

.

HMC 5250 Console

.

ACS LAN Console

.

.

.

.

.

.

.

.

.

.

.

.

.

.

Server Name

as-svrmap

as-central

as-database

as-dtaq

as-file

as-netprt

as-rmtcmd

as-signon

as-hostcnn

telnet

as-nav

as-new-nav

as-admin3-http

as-admin

DDM/DRDA

netbios >

netbios >

CIFS

ssh

as-sts

Port Non-SSL

449

8470

8471

8472

8473

8474

8475

8476

23

2004

2002

2006

2001

137

139

445

22

3000

2300

Port SSL

9470

9471

9472

9473

9474

9475

9476

9480

992

2005

2003

2007

2010

448

2301

3001, 3002, 2300, 2323
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The road to TLS only

Collecting the Data

-- category: System Management
-- description: NONTLS Port Usage Inventory
BEGIN
IF EXISTS (
SELECT *
FROM SYSIBM.SQLTABLES
WHERE table_name = 'NONTLSPORT_USAGE'
AND TABLE_SCHEM = "QRPLOBJ") THEN
INSERT INTO QRPLOBJ.NONTLSPort_Usage
(SELECT CURRENT TIMESTAMP AS current_timestamp,
a.*
FROM gsys2.netstat_job_info a
WHERE local_port NOT IN (9470,
9471, 9472, 9473, 9474, 9475, 9476, 9480, 992, 2005, 2003, 2007, 2010, 448, 2301, 3001, 3002, 22)
AND Local_Address <> ('127.0.0.1")
AND Local_Address NOT LIKE ('::%')
AND Local_Address <> ('0.0.0.0"));
ELSE
CREATE TABLE QRPLOBJ.NONTLSPort_Usage AS
(SELECT CURRENT TIMESTAMP AS current_timestamp,
a.*
FROM gsys2.netstat_job_info a
WHERE local_port NOT IN (9470,
9471, 9472, 9473, 9474, 9475, 9476, 9480, 992, 2005, 2003, 2007, 2010, 448, 2301, 3001, 3002, 22)
AND Local_Address <> ('127.0.0.1")
AND Local_Address NOT LIKE ('::%')
AND Local_Address <> ('0.0.0.0'))
WITH DATA;
END IF;
END;
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The road to TLS only

Scheduling Collecting the Data using the Advanced Job Scheduler

General

Schedule

Batch Information
Notification
Documentation
Problem Recovery
Communication

Local Data Area

54

Job name: NONTLS_INV Type of job:
O Scheduled
Sequence: 0o 2 Alternate
Description:
[ Collecting NONTLS traffic| ]
Commands:

o @&

m O

Seq Enabled C

10 True
<

RUNSQLSTM SRCSTMF(/home/SQLSCRIPTSINON_TLS_Port_Usage_Inventory.sql’) COMMIT(*NONE) NAMING(*SQL)

Total Rows: 1 « < 1 > » 100 v
Run as remote command: Application: v
Use start time of day: Report distribution list: v

Softwarebevers

General

o= ]
Batch Information
Notification
Documentation
Problem Recovery
Communication

Local Data Area

Schedule name: ~ Select v

Sun Mon Tue Wed Thu Fri Sat
OO
OO v a2 s
----=

Times to run

On specific times

ie

(= @20 =0 020 @30 z Total times: 0 <
o
eriodical
s s ) e e ) JCn ) ’
06/10/2026 (9  ~  12/30/2039 (9 Frequency: 5  © Hours
Start time: 06:00 AM
Dates to run End time: 08:00 PM
Frequency: Details:
On selected dates Sunday
o Weekly Monday
Skipcount 0 Tuesday
Monthly Wednesday
Select as working days Thussday
Yearly Friday
Saturday

Sharing IBM i Knowledge
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The road to TLS only

Query the Collected Data

SELECT DISTINCT CONNECTION TYPE,
REMOTE_ADDRESS,
LOCAL ADDRESS,
LOCAL_PORT,
NONTLS.AUTHORIZATION NAME, ULTEXT DESCRIPTION,
JOB_TYPE_SYSTEM,
JOB_TYPE,

NONTLS.JOB NAME_SHORT

WHERE REMOTE_ADDRESS not in (192.168.53.11', '0','0.0.0.09
and local_address = '192.168.58.16'
AND date("CURRENT _TIMESTAMP") >= CURRENT DATE
—- 10 DAYS
— AND NONTLS.AUTHORIZATION _NAME <> 'SAPPT
— and LOCAL_PORT in (‘8472 '8475")
ORDER BY LOCAL_PORT;

SELECT distinct NONTLS.* NONTLS."CURRENT TIMESTAMP",CONNECTION_TYPE,
REMOTE_ADDRESS,
LOCAL ADDRESS,
LOCAL_PORT,
NONTLS.AUTHORIZATION NAME, ULTEXT DESCRIPTION,
JOB_TYPE_SYSTEM,
JOB_TYPE,
NONTLS.JOB_NAME_SHORT

WHERE REMOTE_ADDRESS not in (192.168.53.11', '0},'0.0.0.0)
— AND "CURRENT TIMESTAMP" >= CURRENT DATE - 3 DAYS
AND date("CURRENT_TIMESTAMP") >= CURRENT DATE

AND NONTLS.AUTHORIZATION_NAME not LIKE %%

ORDER BY LOCAL PORT

FROM QRPLOBJ.NONTLSPORT USAGE NONTLS inner join gsys2.user_info Ul on NONTLS.AUTHORIZATION NAME=UIL.AUTHORIZATION _NAME

FROM QRPLOBJ.NONTLSPORT USAGE NONTLS inner join gsys2.user_info Ul on NONTLS.AUTHORIZATION NAME=UI.AUTHORIZATION NAME

e ————————————
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The road to TLS only

Query the Collected Data

Softwarebevers

SELECT DISTINCT /* CURREO0001 TIMESTAMP  */
CONNECTION_TYPE, /* CONN_TYPE CHARACTER(4) */
REMOTE_ADDRESS, /* RMT ADDR VARCHAR(45)  */
LOCAL_ADDRESS, /* LOCAL_ADDR VARCHAR(45) */
LOCAL_PORT, /* LOCAL_PORT INTEGER */
AUTHORIZATION_NAME, /* USER_NAME VARCHAR(10)  */
JOB_TYPE_SYSTEM, /* JOBTYPESYS VARCHAR(3) */
JOB_TYPE /* JOB_TYPE VARCHAR(11) */

FROM QRPLOBJ.NONTLSPORT_USAGE
WHERE REMOTE_ADDRESS NOT IN ('0', '0.0.0.0")

AND REMOTE_ADDRESS NOT IN (SELECT IP_ADDRESS

D Input Values - TESTCBUF I X

FROM sysibmadm.env_sys_info,

LATERAL ( Number_of_days: |

v | DECIMAL(15,0)

SEIEETE
FROM TABLE (

QSYS2.DNS_LOOKUP(HOST_NAME)

)

)
AND "CURRENT_TIMESTAMP" >= CURRENT TIMESTAMP - :Number_of_days Days

ORDER BY LOCAL_PORT;

S —————————————————————————————————————————————————————————————
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Check Object Integrity

+ Troubleshooting signed objects

- Troubleshooting signature verification errors

 Interpreting code checker verification error messages

« Code checker integrity verification function

 Verifying code checker function integrity

Check Object Integrity (CHKOBJITG)

Sharing IBM i Knowledge
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https://www.ibm.com/docs/en/i/7.6.0?topic=verification-troubleshooting-signed-objects
https://www.ibm.com/docs/en/i/7.6.0?topic=objects-troubleshooting-signature-verification-errors
https://www.ibm.com/docs/en/i/7.6.0?topic=objects-interpreting-code-checker-verification-error-messages
https://www.ibm.com/docs/en/i/7.6.0?topic=concepts-code-checker-integrity-verification-function
https://www.ibm.com/docs/en/i/7.6.0?topic=objects-verifying-code-checker-function-integrity
https://www.ibm.com/docs/en/i/7.6.0?topic=ssw_ibm_i_76/cl/chkobjitg.html

Softwarebevers

Check Object Integrity

The Check Object Integrity (CHKOBJITG) command checks the objects owned by the specified user profile, the objects that match the specified path name, or all objects on the system to
determine if any objects have integrity violations. An integrity violation occurs if:

a command has been tampered with.

an object has a digital signature that is not valid.

an object has an incorrect domain attribute for its object type.
a program or module object has been tampered with.

a library's attributes have been tampered with.

an object failed a file system scan.

If an integrity violation has occurred, the object name, library name (or pathname), object type, object owner, and type of failure are logged to a database file.
The type of violations that can occur are:

— ALTERED - The object has been tampered with.

- BADSIG - The object has a digital signature that is not valid.

— DMN - The domain is not correct for the object type.

- PGMMOD - The runnable object has been tampered with.

— BADLIBUPDA - The library protection attribute is set incorrectly.

— SCANFSFAIL - The object has been scanned by a scan-related exit program, and at the time of that last scan request, the object failed the scan.

If a violation is logged for a Licensed Internal Code module, the object name will be the 8 character RU name where RU name is the replaceable unit name of the Licensed Internal Code
module, the library name will be blank, and the object type will be *LIC. If a violation of this type is encountered, contact your service representative to recover.

Also logged to the database file, but not integrity violations, are objects that do not have a digital signature but can be signed, objects that could not be checked, and objects whose format
requires changes to be used on this machine implementation.

The type of violations that can occur are:

- NOSIG - The object can be signed but does not have a digital signature.
- NOTCHECKED - The object cannot be checked, it is in debug mode, saved with storage freed, or compressed.
- NOTTRANS - The object has not been converted to the current format or is not compatible with the current version, release, and modification level.

Note: Objects that are compressed, damaged, saved with storage freed, or in debug mode may not be checked.

Note: IBM commands duplicated from a release prior to V5R2 will be logged as ALTERED violations. These commands should be deleted and re-created using the CRTDUPOBJ (Create
Duplicate Object) command each time a new release is loaded.
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Check Object Integrity

— category: System Management
— description: Check Object Integrity Analysis
CL:CHKOBJITG USRPRF(*ALL) OUTFILE(QRPLOBJ/CHKOBJITG) CHKSIG(*NONE);

select * from QRPLOBJ.CHKOBIJITG
where substring(ailib, 1, 1)= Q'

1
2
3
4
5
6
7
8 order by AILIB, AINAME;
9

10 select distinct AILIB from QRPLOBJ.CHKOBIJITG;
—'

SELECT *
FROM QRPLOBJ.CHKOBJITG
INNER JOIN TABLE (
QSYS2.0BJECT_STATISTICS(
OBJECT_SCHEMA => "' CONCAT AILIB CONCAT ",
OBJTYPELIST => ' CONCAT AITYPE CONCAT ",
OBJECT_NAME => "' CONCAT AINAME CONCAT ")
) AS X
ON AINAME = OBJNAME and AILIB = OBILIB and Altype = OBJTYPE
WHERE SUBSTRING(ailib, 1, 1) = 'Q'
ORDER BY AILIB, AINAME;
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Check Object Integrity

RCE_FILE SOURCE_LIBRARY SOURCE_MEMBER SOURCE_TIMESTAMP CREATED_SYSTEM  CREATED_SYSTEM_VERSION  LICENSED_PROGRAM  LICENSED_PROGRAM_VERSION COMPILER COMPILER_VERSION OII
nNuULL nNuLL nuLL CLURIFDL VORZivViv nNuLL nNuULL eRiramw VORZivViv nNUj
NULL NULL NULL ELCRTP91 V5R2MO0 NULL NULL CRTPGM V5R2MO NU
NULL NULL NULL ELCRTP91 V5R2MO NULL NULL CRTPGM V5R2MO NU|
90 SBLDVG1 S000000090 2000-04-27 11:03:38.000000 ELCRTP91 VAR4AMO 5769VG1 VAR4AMO NULL NULL 50
100 SBLDVG1 S000000100 2000-04-27 11:03:48.000000 ELCRTP91 V4R4AMO 5769VG1 VAR4AMO NULL NULL 61
93 SBLDVG1 S000000093 2000-04-27 11:03:40.000000 ELCRTP91 VARAMO 5769VG1 VARAMO NULL NULL 61
NULL NULL NULL ELCRTP91 V4R4MO 5769VG1 V4R4AMO NULL NULL 23
72 SBLDVG1 S000000072 2000-04-27 11:03:23.000000 ELCRTP91 VAR4AMO 5769VG1 VAR4AMO NULL NULL 50
| NULL NULL NULL ELCRTP91 VAR4AMO 5769VG1 V4R4AMO NULL NULL 23
| NULL NULL NULL ELCRTP91 VAR4AMO 5769VG1 VAR4AMO CRTPGM V4R4AMO 01
| NULL NULL NULL NRIVVIOO VARAMO 5769VG1 V4RAMO CRTSRVP VARAMO 01
| NULL NULL NULL ELCRTP91 V5R2MO NULL NULL CRTPGM V5R2MO NU)
| NULL NULL NULL ELCRTP91 V5R2MO NULL NULL CRTPGM V5R2MO NU|
| NULL NULL NULL ELCRTP91 VAR4AMO 5769VG1 VAR4AMO NULL NULL 01
<
0 : LIBCOR:SPLU QTIVCI(';I' ‘SRV:’GM ‘QSYS I ‘NOTT;ANS . QCYAGGRE QPFR * PGM QSECOFR No-rrRANS
0 LIBCSPLUGI  QTIVCIT *SRVPGM QSYS NOTTRANS
] QCYALLIN  QPFR *PGM  QSECOFR NOTTRANS
0 LIBINVHW QTIvCIT *SRVPGM QSYS NOTTRANS
o ot e QCYANDUP  QPFR *PGM  QSECOFR NOTTRANS
0 LIBSSINV QTIvCIT *SRVPGM  QSYS NOTTRANS
o jmamm mem o QCYANZPN  QPFR *PGM  QSECOFR NOTTRANS
0 PRVSTD QTIvCIT *SRVPGM QSYS NOTTRANS
e pmen ma e pm o QCYAS4FL  QPFR “PGM  QSECOFR NOTTRANS
0 WSCANHW  QTIVCIT :SRVPGM QsYs NOTTRANS *
o QCYASCTX  QPFR PGM  QSECOFR NOTTRANS
0 WSCANSW QTIVCIT :SRVPGM QSYs NOTTRANS *
e QCYBICP2  QPFR PGM  QSECOFR NOTTRANS
0 AS400_GFBA QUERY :SQLPKG DEFOWNER NOTTRANS *
e pschin comr et ok s QCYBICPY  QPFR PGM  QSECOFR NOTTRANS
T — |
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Check Object Integrity

-- Check what is in the library but does not have initegrity issues
SELECT *
FROM TABLE (
QSYS2.0BJECT_STATISTICS(

) AS X
WHERE NOT EXISTS (
SELECT AINAME
FROM QRPLOBJ.CHKOBIITG
WHERE AILIB = "QPRATLS' AND AINAME = OBJNAME)

OBJECT_SCHEMA => 'QPRATLS', OBJTYPELIST => "*ALL', OBJECT_NAME => "*ALLSIMPLE")
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Monitoring the Administrative Domain

The mail notification

PROD Cluster has monitored resources that are not consistent
See attachment for details.

PROD_NonConsistentM @
onitoredResources.html
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Monitoring the Administrative Domain

The mail attachment

Softwarebevers

PROD Cluster - Monitored resources that are not consistent

63

Monitored Resource Resource Type Library Global Status

INTAKE_R1 *PRTDEV QsYs *INCONSISTENT

INTAKE_R2 *PRTDEV QsYsS *INCONSISTENT
End of report.

S ————————————————————————————————————————————————————————————————————————————————————————
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Monitoring the Administrative Domain

PowerHA SQL service used

SELECT *

FROM TABLE (
QHASM.ADMIN_domain_MRE_LIST(GLOBAL_STATUS => ‘*ALL')

)
WHERE GLOBAL_STATUS <> "*CONSISTENT'
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Monitoring the Administrative Domain

Solving the issue on the NON Production nodes in the Cluster

WITH RESOURCE_INCONSISTENCY (DOMAIN_NAME, RESOURCE_NAME, TYPE_NAME, LIBRARY_NAME, GLOBAL_STATUS, LOCAL_STS, NODE_NAME) AS (
SELECT A.ADMINISTRATIVE_DOMAIN,
A.MONITORED_RESOURCE,
A.RESOURCE_TYPE,
A.LIBRARY,
A.GLOBAL_STATUS,
LOCAL_STATUS,
NODE
FROM TABLE (
QHASM.ADMIN_domain_MRE_LIST(GLOBAL_STATUS => '*INCONSISTENT')
) A
INNER JOIN TABLE (
QHASM.ADMIN_DOMAIN_MRE_DETAILS(
MONITORED_RESOURCE => MONITORED_RESOURCE, RESOURCE_TYPE => RESOURCE_TYPE, LIBRARY => LIBRARY,
ADMINISTRATIVE_DOMAIN => ADMINISTRATIVE_DOMAIN)
) B
ON A.MONITORED_RESOURCE = B.MONITORED_RESOURCE
INNER JOIN TABLE (
qsys2.SYSTEM_STATUS()
)C
ON B.NODE = C.HOST_NAME
)
SELECT RESOURCE_INCONSISTENCY.*
,'CL:VRYCFG CFGOBJ(' CONCAT RESOURCE_NAME CONCAT ') CFGTYPE(*DEV) STATUS(* OFF);'
, gsys2.qcmdexc('VRYCFG CFGOBJ(' CONCAT RESOURCE_NAME CONCAT ') CFGTYPE(*DEV) STATUS(*OFF)')
FROM RESOURCE_INCONSISTENCY
ORDER BY NODE_NAME;
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Monitoring the Administrative Domain

Solving the issue on the Production nodes in the Cluster

set current degree="1';

SELECT A.ADMINISTRATIVE_DOMAIN,
A.MONITORED_RESOURCE,
A.RESOURCE_TYPE,

A.LIBRARY,
A.GLOBAL_STATUS,
LOCAL_STATUS,
NODE
FROM TABLE (
QHASM.ADMIN_domain_MRE_LIST(GLOBAL_STATUS => '*INCONSISTENT’)
)A
INNER JOIN TABLE (
QHASM.ADMIN_DOMAIN_MRE_DETAILS(

ADMINISTRATIVE_DOMAIN => ADMINISTRATIVE_DOMAIN)
) B
ON A.MONITORED_RESOURCE = B.MONITORED_RESOURCE
INNER JOIN TABLE (
qsys2.SYSTEM_STATUS()
)C
ON B.NODE = C.HOST_NAME
)
SELECT RESOURCE_INCONSISTENCY.*,

'CL:RMVCADMRE RESOURCE(' CONCAT RESOURCE_NAME CONCAT ') RSCTYPE(*PRTDEV)',
gsys2.qcmdexc('RMVCADMRE RESOURCE(' CONCAT RESOURCE_NAME concat ') RSCTYPE(*PRTDEV)'),
QSYS2.QCMDEXC('DLYJOB 10°),

'CL:ADDCADMRE RESOURCE(' CONCAT RESOURCE_NAME CONCAT ') RSCTYPE(*PRTDEV)’,

gsys2.qcmdexc('ADDCADMRE RESOURCE(' CONCAT RESOURCE_NAME concat ') RSCTYPE(*PRTDEV)')
FROM RESOURCE_INCONSISTENCY
ORDER BY NODE_NAME;

WITH RESOURCE_INCONSISTENCY (DOMAIN_NAME, RESOURCE_NAME, TYPE_NAME, LIBRARY_NAME, GLOBAL_STATUS, LOCAL_STS, NODE_NAME) AS (

MONITORED_RESOURCE => MONITORED_RESOURCE, RESOURCE_TYPE => RESOURCE_TYPE, LIBRARY => LIBRARY,
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Q&A

Sharing IBM i Knowledge

Softwarebevers



68

| Thank you
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