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1. Quick intro to agentic AI

2. What Makes IBM i Special for Agents (the why) 

3. Building Blocks & Practical Patterns (the how) 

4. How MCP fits into the picture

5. Some of many approaches

6. Securing agents

7. Closing thoughts



1. Quick intro to agentic 
AI
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The foundations



Evolving LLMs

Single-LLM 
Features

Workflows Agents ???

Summarization, 
classification, extraction

LLMs orchestrated by 
code

LLMs deciding their own 
trajectories

Agency?

Capability?

Self-healing? 
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Intro to Agentic AI
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Agentic AI refers to AI systems that use large language models to 
reason through problems iteratively — deciding what information to 
gather, which tools to call, and how to interpret results — in order to 
accomplish a goal. 

Unlike a chatbot that only generates text responses, an agent can 
take action through structured tools (query databases, check system 
status, execute commands) exposed via standard protocols like MCP. 
The human defines the objective and the boundaries. The agent 
figures out the steps.



What this looks like to me
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Building block: The augmented LLM
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• Fetch system information
• Gather relevant 

information from the 
database

• Fetch relevant 
documentation

• `Run SQL` tool
• generate SQL 

statements given 
relevant information and 
context

• Call SQL services

• Conversation history
• Agent learning
• Retain system meta-

data (database 
structure, coding 
conventions, etc)

– Basic building block: an 
LLM enhanced with 
augmentations such as 
retrieval, tools, and 
memory



- Systems where LLMs use tools and are 
orchestrated though pre-defined code 
paths

- “deterministic” scope
- workflows offer predictability and 

consistency for well-defined tasks

Workflows

- Systems where LLMs dynamically 
direct their own processes and tool 
usage to accomplish a task

- LLMs “decide” which steps to take in a 
given context

- Are better when flexibility and decision 
making are needed at scale 
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Agents



Agent Patterns
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– Prompt Chaining: Sequential steps

– Routing: Classify and delegate

– Parallelization: simultaneous execution

– Orchestrator-Workers: Dynamic task breakdown

– Evaluator-Optimizer: Iterative refinement 



General Agents
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• Start with a command or interactive 
discussion

• Once task is clear: Plan and operate 
independently

• Gather ground truth, add human feedback

• “LLMs using tools based on environmental 
feedback in a loop”

When to use agents: open-ended 
problems where it’s difficult or 
impossible to predict the required 
number of steps, and where you can’t 
hardcode a fixed path 



2. What Makes IBM i 
Special for Agents 
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(The why)



Three Core reasons
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1. Agents augment your best people 

Example: Your senior admin's security audit methodology becomes an agent's 
instructions. That audit now runs across every system, every day, at the same 
standard of quality.

2. IBM i systems deserve 24/7 intelligent attention

Example: Performance degradation detected and analyzed at 2 AM, with admin 
receiving actionable insights when they arrive

3. The interface to your system is already agent-ready

Example: "Why did Order 12345 fail?" gets investigated across jobs, logs, and 
database in seconds vs. hours
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- Multiple distributed services and 
connections

- Monitoring tools, DB, security model all 
separate

- Each individual service has its own API, 
SDKs, usage guidelines

Other “systems”

- Single Interface: SQL
- Security and access control built in
- Audit trails built in
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IBM i

Less complexity = more reliable agents = faster development



IBM i: The first agentic-native operating system
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IBM i's greatest strength for the AI age may be 
architectural decisions made decades before the current 
AI revolution

Three Pillars

1. Integrated architecture by design (OS+DB)

2. Command Driven environment

3. Security and Role-based access

The universal agentic interface: SQL



Key Takeaway: SQL is the 
universal interface 
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3. Building Blocks & 
Practical Patterns 
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(The how)



Anatomy of an Agent
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Core Components: 

1. Tools

2. Memory

3. Skills/instructions

4. Guardrails

– Keep agents ”atomic”

– Focus tools and capabilities*

– Use SQL services as a guideline

– MCP server as the connector



Considerations
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1. Security & Guardrails
Agents need clear boundaries on what they can/can't do
IBM i strength: Built-in role-based access enforced automatically
Consideration: Define agent permissions as carefully as human permissions

2. Trust & Transparency
Teams need to understand what agents are doing
Best practice: Always show agent reasoning and actions taken
Start: Read-only analysis agents before action-taking agents

3. Learning Curve
Shift from "how do I use this tool" to "how do I describe my goal"
Reality: Natural language is easy, but precise prompting is learned skill
Approach: Start with well-defined use cases, expand as team gains confidence

4. Integration with Existing Workflows
Agents augment humans, not replace overnight
Strategy: Begin with time-consuming investigative tasks
Avoid: Don't force agents where deterministic workflows work well



Framework for building IBM i agents: 3 easy steps 
(*without MCP)
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Step 1: What problem are you trying to solve? 

Step 2: What IBM i data do you have access to?

Step 3: How do you want your agent to behave or 
interact with your environment (scope of actions)



Step 1: What Problem are we solving? 
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Imagine: You are a system admin who need to check system performance 
throughout the day.

Instead: of checking dashboards or running queries manually,  you want to simply 
ask: “What’s the current system performance?”

Our Goal: Build an agent that can retrieve and analyze system performance data



Step 2: What Data do we have to make tools? 
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The universal agentic interface: SQL

➢ The true brilliance of the IBM i architecture: All system information is available via SQL

➢ For performance monitoring:

SELECT * FROM TABLE(QSYS2.SYSTEM_STATUS(RESET_STATISTICS=>'YES',DETAILED_INFO=>'ALL')) X 

SELECT * FROM TABLE(QSYS2.SYSTEM_ACTIVITY_INFO())



The “bridge”
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– To allow our agent to run SQL, we need a 
secure “client” method for executing SQL 
statements

– Fully encrypted communication

– This single function handles connection 
management and returns the result set as a 
string

https://mapepire-ibmi.github.io/



The “bridge”
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– Supports all the common JDBC properties

– Of note: “access=read only” 

– Can be governed with all the classic techniques

– SET_SERVER_SBS_ROUTING

– Memory pools

– Workload capping groups

– Exit point user governance

https://mapepire-ibmi.github.io/



Converting SQL into agent tools
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Key Concept: wrap each SQL statement in a “tool” 
that the agent can discover

Tools: functions with descriptions attached

➢ the agent reads these descriptions to decide 
when to use each tool 



Step 3: How should our agent behave?  
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Goal: Define the agent itself

➢ Define the design-making layer

➢ Define guardrails and custom 
instructions

➢ Pick an Agent Framework 

Agent Breakdown:

❖ Framework: Agno

❖ Model: Claude sonnet 4

❖ Instructions: agent's behavior guide. It 
tells the agent its role, how to act, and 
what approach to take







“Core Business Data” Agent

1. Working with Core business data can be complex and 
challenging, especially for new developers

2. I have access to the SAMPLE database with employee and 
department tables

3. I want to create comprehensive salary reports using 
natural language  

Step 1: What problem are you trying to solve? 

Step 2: What IBM i data do you have access to?

Step 3: How do you want your agent to behave or interact with 
your environment (scope of actions)
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*Instead of using Agno, lets use the 
prompt chaining pattern to build an 
agent



Core Business Data agent: SQL tools
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– Schema: SAMPLE

– Tables: Department, and Employee

Task: Build an AI agent that can safely 
query information from IBM i systems 





“Security” Agent

1. Protect the profiles on my system from impersonations 
attacks

2. I have access to QSYS2.object_privaleges for querying 
profile info

3. I want to find all exposed profiles on my system, then 
secure these profiles using a chat interface

➢ Best Practice: To prevent an impersonation attack, user 
profiles should be configured with *PUBLIC set to 
*EXCLUDE

Step 1: What problem are you trying to solve? 

Step 2: What IBM i data do you have access to?

Step 3: How do you want your agent to behave or interact with 
your environment (scope of actions)
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SQL Services = MCP Tools
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Agentic Category: IBM i Security

Topic: IBM i User Profile (*USRPRF) attack 
vector(s)

Best Practice: To prevent an impersonation 
attack, user profiles should be configured with 
*PUBLIC set to *EXCLUDE



Creating Tools for agent

Metadata about the 
Tool

Python function that runs 
the SQL to count the 
number of exposed profiles

Python function to run 
an SQL statement 
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Agentic AI with IBM i
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Samples published here: https://github.com/ajshedivy/db2i-agents 

https://github.com/ajshedivy/db2i-agents
https://github.com/ajshedivy/db2i-agents
https://github.com/ajshedivy/db2i-agents
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Agent skills

Encapsulation of how to perform a task

Consists of:

• Instructions

• Metadata

• Scripts or other resources if needed
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4. How MCP fits into the 
picture
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What about MCP? 
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MCP Server 



Agent core component: 
Tools
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– Build tools for each SQL service category: 
Security, performance, developer tools, etc



How to build an MCP tool for the IBM i MCP server
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Step 1: Start with SQL
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Step 2: Build YAML tool file 
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Tool Metadata:

➢ source: the IBM i

➢ description: Human-readable 
summary

➢ parameters (optional)

➢ limit(int)

➢ default = 10

➢ statement: the SQL



Run the Server with the Tool file
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*Remember to setup up your .env file!
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5. Some of many 
approaches 
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Studio

Discover, create and manage agents and tools that orchestrate tasks and workflows.

Orchestrator Agent

AI Agent supervises and manages how work is 

executed across assistants, agents, and skills

IBM watsonx Orchestrate

IBM Data Platform | © 2026 IBM Corporation

Supervising Routing Reasoning Planning

Custom tools – build new or 
discovery existing

Prebuilt tools

Customers Employees Subject matter 
experts

Empower customers and 

employees through simple, 

intuitive and guided conversations

Boost productivity

with AI and automation

Accelerate time to value 

with pre-built capabilities

or build  your own

Tools

APIs and automations that can be used by agents to accomplish tasks.

AI Agents

Uses tools and other agents to plan and act, 

automating complex tasks

Gen AI
powered by watsonx.ai

Agents for HR Agents for Sales Agents for 
Procurement

Agents for 
Customer Care

Custom built 
Agents

Agent Catalog
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Live Demo: Claude



Sneak peek demo:
Custom agent creation

(minimal guidance)





Sneak peak demo:
Custom agent creation

(custom SQL-driven)





6. Securing AI agents
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© 2026 IBM Corporation

60

IBM i agent best practices

Leverage all the 
stuff you know

• Object level 
authorities

• SQL Query 
governor

• Workload capping 
groups

Maintain deny-by-
default 

methodologies

• Agents run under 
minimal-access 
*USRPRF

• Audit using 
authority collection 
etc

• Run agents as 
“   d   ly” wh   
appropriate

Avoid usage of 
broad-spectrum 

MCP tools

• Run SQL

• Run CL command

Role-based access 
control

• D  ’   xp     ll 
agents to all 
apps/users



7. Closing thoughts

@ 2026 IBM Corporation 61



The Honest Assessment

– The gap between "agent that can talk to a system" and "agent that can reliably operate within a system" is 
much larger than it looks

Why Building agents is hard:

➢ Agents hallucinate

➢ Memory is unsolved

➢ The packaging problem

➢ Production ≠ demo



Things to remember
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➢ Start with a real problem, not a science project

➢ The most reliable governance is governance the agent can't opt out of

➢ Agents are as good as their tools

➢ You don't need to “boil the ocean”

➢ The platform question matters more than the model question



Practical 

next steps

Explore (this week)

• Run an SQL service you 

have never used before: 

QSYS2.SERVICES_INFO

• Investigate data that 

comes back

• This is the same 

interface an agent 

will use

Experiment (this 

month) 

• Pick one repetitive task 

that your team does 

manually

• Write down the exact 

steps

• You’ve just designed 

your first agent

Build (this quarter) 

• Connect the IBM i MCP 

server to Bob, Claude, 

Copilot, etc

• Build an agent from 

scratch (come to my 

session tm!!)
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Follow along!
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– GitHub:  https://github.com/ajshedivy

– LinkedIn: https://www.linkedin.com/in/adam-shedivy-2619a1166/ 

– Email: adam.shedivy@ibm.com  

– IBM i AgentOS demo: https://github.com/ajshedivy/ibmi-agentos 

– MCP Server: https://github.com/IBM/ibmi-mcp-server 

https://github.com/ajshedivy
https://www.linkedin.com/in/adam-shedivy-2619a1166/
https://www.linkedin.com/in/adam-shedivy-2619a1166/
https://www.linkedin.com/in/adam-shedivy-2619a1166/
https://www.linkedin.com/in/adam-shedivy-2619a1166/
https://www.linkedin.com/in/adam-shedivy-2619a1166/
mailto:adam.Shedivy@ibm.com
https://github.com/ajshedivy/ibmi-agentos
https://github.com/ajshedivy/ibmi-agentos
https://github.com/ajshedivy/ibmi-agentos
https://github.com/IBM/ibmi-mcp-server
https://github.com/IBM/ibmi-mcp-server
https://github.com/IBM/ibmi-mcp-server
https://github.com/IBM/ibmi-mcp-server
https://github.com/IBM/ibmi-mcp-server
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