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Is IBM Power Ansible-ready?

* Linux - 100%

» AIX'7.3 - Python is therel 7.2, 7.1 - Use AIX Toolbox, UTF-8 locale!
* VIOS 4.1 - Python is there! Oh, really?

« VIOS 3.1 - yes, we can!

* VIOS 2.2 - do you still have it?7?

* IBM 1 - Install Python!

* HMC - is an appliance! Special modules!

 PowerVC - OpenStack compatible
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Linux

* Create user for Ansible
 useradd -m -s /bin/bash -c 'Ansible User' -d /home/ansible ansible

* Set password for the user
 passwd ansible

* Allow the user to execute commands under root
* echo 'ansible ALL=(ALL) NOPASSWD: ALL' > /etc/sudoers.d/ansible
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AlX

* Create user ansible
« mkuser pgrp=staff home=/home/ansible gecos="Ansible User" ansible

* Set password for the user
 passwd ansible

* Clear password flags
* pwdadm -c ansible

* |Install sudo on AlX
* dnf install sudo_noldap

* Allow the user to execute commands under root
* echo 'ansible ALL=(ALL) NOPASSWD: ALL' > /etc/sudoers.d/ansible
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IBM |

* Create user ansible

« CRTUSRPRF USRPRF(ANSIBLE) USRCLS(*SECOFR) PASSWORD(ansible)
TEXT('Ansible User') HOMEDIR('/home/ansible’)

* Create home directory for the user
« STRAQSH CMD('mkdir /home/ansible’)

* Set permissions on home directory
« STRAQSH CMD(‘chmod 0700 /home/ansible’)

e Start SSH server
« STRTCPSVR *SSHD
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Easy?...

* Python?
* sudo?

* su?

e ksu?

« RBAC?
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We can manage our servers! But how?

e L et's install Ansible
 Oh, should we do it at all?
* |f we should, where should we install it?

©2026 eNFence GmbH. CC-BY. AENFENCE



Do | work alone orin a team?

Alone Small team Enterprise

l l

“local” installation on . . . Ansible Automation Platform

- Centralized installation. e
any suitable system - on Red Hat Enterprise Linux
(Linux, AIX, IBM i) WebUT like AWX Coer a6

o
Playbooks are “local” to Playbooks are in central
the installation Git repository
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Installing
Ansible
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Linux &8 RedHat
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What if | want to have a newer version?
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Installing Ansible in a venv
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AIX?

dnf install ansible
UTF-8 locale
Separate user with bash

DEPRECATION: Loading egg at /opt/freeware/libé4/python3.12/site-packages/gpg-1.24.3-py3.12-aix-ppcéb4.egg is

deprecated. pip 25.1 will enforce this behaviour change. A possible replacement is to use pip for package in
stallation. Discussion can be found at https://github.com/pypa/pip/issues/12330

DEPRECATION: Loading egg at /opt/freeware/lib/python3.12/site-packages/gpg-1.24.3-py3.12-aix-ppc32.eqgg is de
precated. pip 25.1 will enforce this behaviour change. A possible replacement is to use pip for package inst
allation. Discussion can be found at https://github.com/pypa/pip/issues/12330
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IBM 17

CRTUSRPRF USRPRF(ANSIBLE) USRCLS (*SECOFR) PASSWORD(ansible
STRQSH CMD('mkdir /home/ansible’
STRQSH CMD( 'chmod @755 /home/ansible'

TEXT('Ansible User'

yum install gcc python39-devel python39-cffi libffi-devel openssl-devel

WARNING: You are using pip version 22.0.4; however, version 25.3 is available.

You should consider upgrading via the '/home/ansible/ansible/bin/python3.9 -m pip install --upgrade pip
mand.

export CFLAGS=D_SIGSET_T
pip3 install cffi==1.17.1

pip3 install ansible==8.7
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SSH keys

student0O@ansible:~% ssh-copy-id ansible@linux00
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/home/student00/.ssh/id rsa.pub"
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install the new keys
ansible@linux00's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'ansible@linux00'"
and check to make sure that only the key(s) you wanted were added.

USE PASSPHRASES!
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Ad-hoc execution

ansible@aix00, -m command -a date all
t n i preter at /us t f S of another Python i preter ¢ C g F ing of that path

(ans m setup all

(ansible) student@O@Eansible:~$% ansible -1 ansible@linux00, -m setugl

co

dentoO@Eansible: ible
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Ad-hoc commands

(ansible) studgntOO@ansible:~$ gnsible -1 ansible@linux00,ansible@aix00,ansible@ibmi00, -m command -a date all

al inux00 | CHANGED |

Mon May
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d Python interpreter at /usr/bin/python3, bu
information.

covered Python interpreter at /usr/bin/python3,
e 1ntTormation.
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localhost - Use -c local

SUCCESS

AENFENCE



PlaybOOkS S ntax Start with 3 dashes

Add name to the play

- name: Delete cluster

Define where the play should run

- name: Stop cluster
enfence.powerha_alx.cluster:
name: clusterl
state: stopped Define what to do.
when: inventory_hostname in groups['nodel’] R
- name: Delete cluster
enfence.powerha_aix.cluster: The order is important!
name: clusterl
state: absent
when: inventory_hostname in groups['nodel’]

name: reboot AIX servers
hosts: all
gather_facts: no
tasks:
- name: reboot server
ibm.power_aix.reboot:
post_reboot_delay: 60
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https://docs.ansible.com/ansible/latest/collections/index modulethtn

Tas k a n a t 0 my Module used to execute the task

Name of the task

I
YOUR DOCUMENTATION! https://galaxy.ansible.com/ui/collections/

- name: Stop cluster
enfence.powerha_aix.cluster:
name: clusterl

state: stopped
when: inventory_hostname in groups['nodel']

Module parameters

Task arguments
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Check syntax

* Use --syntax- check to check the syntax of the playbook

:~$ ansible-playbook -
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Lint playbooks
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Check mode
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IBM (un)supported* modules

o AIX
« https://galaxy.ansible.com/ui/repo/published/ibm/power

aix/

https://galaxy.ansible.com/ui/repo/published/ibm/power

aix_oracle/

https://galaxy.ansible.com/ui/repo/published/ibm/power

aix_oracle_dba/

https://galaxy.ansible.com/ui/repo/published/ibm/power

aix_oracle_rac_asm/

https://galaxy.ansible.com/ui/repo/published/ibm/power

aix_sap/

* IBM i
« https://galaxy.ansible.com/ui/repo/published/ibm/power

ibmi/

« https://galaxy.ansible.com/ui/repo/published/ibm/power

ibmi_sap/

* |BM Power infrastructure
« https://galaxy.ansible.com/ui/repo/published/ibm/power

hmc/

* https://galaxy.ansible.com/ui/repo/published/ibm/power_vios/
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Community delivered IBM Power modules

e community.general.aix_devices

« community.general.aix_filesystem
« community.general.aix_inittab

« community.general.aix_lvg

« community.general.aix_lvol

« community.general.installp

« community.general.mksysb

» openstack.cloud.”
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PowerHA modules

« https://galaxy.ansible.com/ui/repo/published/enfence/powerha_aix/

 Supported if you have Ansible Automation Platform subscription or through
Github repository

* Roles in /usr/es/shin/cluster/samples directory of your PowerHA 7.2.8
(or newer) installation
 Supported through IBM PowerHA support
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Working
with
collections
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This is local Ansible installation

ansible-galaxy collection list

/.local/lib/python3.8/site-packages/ansible_collections (in home directory) on Linux

Version

ansible.netcommon
ansible.posix
ansible.utils
ansible.windows
arista.eos

awx . awx
azure.azcollection
check_point.mgmt
chocolatey.chocolatey
cisco.aci
cisco.asa

o P -

[y
=
(<]

P W
(=]

Installing collection

NN EP NP NUOER NP W

o oo

$ ansible-galaxy collection install openstack.cloud
Starting galaxy collection install process

Process install dependency map

Starting collection install process

Downloading https://galaxy.ansible.com/api/v3/plugin/ansible/content/published/collections/artifacts/openstack-cloud-2.2.0.tar.gz to /
/.ansible/tmp/ansible-local-30143rvprykSr/tmppw60wdz2/openstack-cloud-2.2.0-tavvxowi

Installing 'openstack.cloud:2.2.0' to '/ /.ansible/collections/ansible_collections/openstack/cloud’

openstack.cloud:2.2.0 was installed successfully

. Upgrading collection

$ ansible-galaxy collection install ibm.power_aix -U
Starting galaxy collection install process

Process install dependency map

Starting collection install process

Downloading https://galaxy.ansible.com/api/v3/plugin/ansible/content/published/collections/artifacts/ibm-power_aix-1.8.0.tar.gz to /
)/ .ansible/tmp/ansible-local-302608rne@6ab/tmpgzgsy_oi/ibm-power_aix-1.8.0-c8r9cqnd

Installing 'ibm.power_aix:1.8.0' to '/ /.ansible/collections/ansible_collections/ibm/power_aix'

ibm.power_aix:1.8.0 was installed successfully




—  Add all paths you want to use into your ansible.cfg

Working
with vy i

. collections_paths = ./collections
collections

$ cat ansible.cfg

—  Use —p option to specify the path to the collections directory

L]
* Alt ti
erna Ve $ ansible-galaxy collection install enfence.powerha_aix -p ./collections

Starting galaxy collection install process

r] Process install dependency map
pat S Starting collection install process

Downloading https://galaxy.ansible.com/api/v3/plugin/ansible/content/published/collections/artifacts/enfence-powerha_aix-1.3.0.tar.gz to /
: : /.ansible/tmp/ansible-local-310813_kp2pd2/tmp97zkjra_/enfence-powerha_aix-1.3.0-3stédghk

Installing 'enfence.powerha_aix:1.3.0' to | /collections/ansible_collections/enfence/powerha_aix'

enfence.powerha_aix:1.3.0 was installed successfully

© 2026 eNFence GmbH. CC-BY.



32
G ettl n g —  List all available modules

documentation

ansible-doc -1

.aws.autoscaling_group Create or delete AWS AutoScaling Grou...
.aws.autoscaling_group_info Gather information about EC2 Auto Sca...
.aws.aws_az_info Gather information about availability...

.aws.aws_caller_info Get information about the user and ac...
.aws.backup_plan Manage AWS Backup Plans
.aws.backup_plan_info Describe AWS Backup Plans

—  Getinformation

$ ansible-doc ibm.power_aix.mount
> IBM.POWER_AIX.MOUNT / /.ansible/collections/ansible_collections/ibm/power_aix/plugins/modules/mount.py)

This module mounts/unmounts a Filesystem/Device on the specified path.
ADDED IN: version 0.4.0 of ibm.power_aix
OPTIONS (= is mandatory):
- alternate_fs
Mounts on a file of an alternate file system, other than the /etc/filesystems file.
default: null
type: str

- force

For remote mounted file systems, this attribute forces an unmount to free a client when the server is
down and server path names cannot be resolved, or when a file system must be unmounted while it is
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Roles

* Reusable pieces of Ansible code
« Structure your code
* Put everything in roles
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Make the
decision!
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main.yml—

is it use user-
Linux? _linux.yml
—_ use user-
Is It AIX? ) |

—Is i1t IBM use user-
i o

_ilbmi.yml




It works on IBM Power!

Home > Products > Red Hat Ansible Automation Platform

= RedHat

Red Hat Ansible Auitomation
Platform ;emew Ansible Automation Ple’form

Atomi g xe g do

Welcome to Ansible Automation Platfc

Turn automation into your strategic advantage with Red Hat®
Ansible® Automation Platrorry Gain a t'ustec, versetle so ution that Rasurce Scu

can tackle any use case, run anywhere, and bring cut the automator fepetontosh o . -

in everyone.

Ansible Lightspee Job Activity
Settings ,

Tryit Learnit

Job count

Available on

aws B Microsoft Azure Google Cloud
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My playbooks don't work on AAP!

* Check ansible.cfg in your repo
* collections_paths
* roles_paths

* Check collections
* collections_paths

* requirements.yml
https://docs.ansible.com/projects/ansible/latest/collections_guide/collections_ins

talling.html
e Execution environments
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Ansible Content Navigator

« https://docs.ansible.com/projects/navigator/
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Configuration and running
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Replay
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: localhost

~ation: 0.02622
'2026-06-14T13:55:23.021984+00:00"

vent_loop: null
st: localhost

/home/ansible/a/show_facts.yml
d localhost

disabled
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* IBM Power and AIX Managed Services
e IT Automation and DevOps

» Security Audits and Hardening

* Private, Public and Hybrid Clouds

* Porting Software to IBM Power (IBM AIX, Linux on IBM
Power)
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