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Mike Davison has worked on IBM equipment in IT Operations since starting on the 4381
running VM/VSE as a trainee Operator in 1987. He's worked for blue-chip companies in
global data centres and has a varied 30+ years’ experience of IBMi, AlX, VIOS, UNIX,
Linux, storage and disaster recovery. Currently a Senior Technical Consultant and the
EMEA Power Systems Support Team Lead for Fortra, Mikes main role is to manage his
team to provide consultancy and support for customers seeking to secure, monitor and
automate their Power System operations.
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Security Zero
to
Security Hero

in <=30 minutes.

Protect your IBM Power i, AIX and Linux systems
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What are the threats?

Why bother?

Topics for this
session

Power systems can’t be infected right?

How to combat this?




What are the threats?
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£ '\ DATA THEFT

m Sell or release your data on the dark web.

DATA RANSOM

Give us your money if you want your data

decrypting or not released to the world.

/ DATA DESTRUCTION

“Just because —it’s war. “Industroyer”

malware.

ANYONE AND ANYTHING IS A TARGET

All data has value

Organizations paid at least $457 million to ransomware gangs in 2022, a drop of $S300
million showing an sharp decline in payments, which is reassuring that organisations are
maturing in their recovery plans.

Source: https://www.techtarget.com/searchsecurity/news/252529391/Chainalysis-
Ransomware-payments-down-fewer-victims-paying
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Regulatory requirements

GDPR FISMA / =

GLBA ©  HIPAA DORA UKDPA

Source: https://www.ibm.com/security/data-breach

UK Data Protection Act

European Union General Data Protection Regulation (GDPR)
EU Digital Operational Resilience Act (DORA)

Payment Card Industry Data Security Standard (PCI-DSS)
Health Insurance Portability and Accountability Act (HIPAA)
Federal Information Security Management Act (FISMA)

Gramme-Leach-Bliley Act (GLBA)
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The penalties can be severe.

Vodafone, Greece

LastPass UK Ltd, UK
Nexpublica, France
S-Pankki Oyj, Finland

ING Bank $Slaski, Poland
Telecoms Operator, Croatia
Capita PLC, UK

Aena, S.M.E., S.A., Spain
British Airways, UK

AA 4

550,000
1,400,000
1,700,000
1,800,000
4,323,250
4,500,000
9,180,000

10,043,002
20,000,000

ONONONONONONONONO!

Not only loss of revenue, loss of reputation, loss of stock value, etc....

Source: https://www.enforcementtracker.com/
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Statistics from 2025

e 6 6 ¢ o o o o / \
wwwwwwww ( 83% ) More than one data breach
N’
e 0 06 0 0 o /’\\ .
wwwww ( At ) Breaches led to increased costs
for customers
N’/
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e o
'H"H‘ ( 16% ) Caused by phishing.
SN’

In 2022 83% of organisations reporting have had more than one data breach
Of these, 45% led to increases in prices passed on to customers.
19% of breaches occurred due to stolen or compromised credentials.

Credential breaches have the longest lifecycle because threat actors will linger in the
system so they can gain the maximum value.

Phishing came a close second at 16%

Source: https://www.ibm.com/reports/data-breach
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Did not employ zero trust.

Occurred in cloud hosted environments.

59% don’t deploy zero trust and it costs an additional $1 million USD per breach in costs.

42% occurred in public cloud based environments (private, public and hybrid)

11
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Cybersecurity is a universal challenge — 2025 findings

D

/7 N\ /
[ \

\ uumy I
\ / A\ | /4
9% 241 16%
% Increase in Average number % of breaches
average total of days to caused by
cost of a breach identify and compromised

contain a data credentials from
breach. phishing.

2024-2025.

LA 4

$4.44m

Average total
cost of a breach.

Source: https://www.ibm.com/security/data-breach

9% increase in 2024 costs.
Average days to identify and contain, down from 292 in 2024 to 241
Credential breaches down by 1%

Average cost is down from 4.88 Million USD to 4.44 Million USD

12



Power systems can’t be infected right?
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IBM i

A traditional x86 virus will not infect an IBM i native object,
for example; an RPG Program, Physical File, Query Definition.

III

We mistakenly read that as “no virus possible

IBM has never claimed that the IBM i IFS was immune.

As proof, IBM i received integrated anti-virus controls in V5R3 (2004)

Look at:

System values:

QSCANFS controls if virus scanning is enabled (default is ON).
QSCANFSCTL provides options to tune scanning performance.
Object scanning attributes for IFS objects.

Useful URL:
https://www.ibm.com/docs/en/i/7.2?topic=concepts-scanning-support

14
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IBM i ﬁ 0
IFS NetServer S|

SFTP/FTPS

AIX
NFS/Samba Sh
SFTP/FTPS

Linux
NFS/Samba Sh
SFTP/FTPS

ket | VIRLIERAZ )

e AT
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Recent infection in QDLS of one of our customers.

Another of our customers was hit with Russian Ransomware in their open Netserver
Share from an infected laptop.

1000’s of IFS files were encrypted before the plug was pulled.
They are now a Powertech Anti-Virus and Ransomware customer.

The Anti-Ransomware module of PTAV works brilliantly.

17



FORTRA

Browse : /standguard/logs/ondemand scan.log
Record : 14 of 40 by 14 Column
Control

T TR A, T R~ SR,

Clean ., 0« . : *YES

Clean fail . : xORN

Engine version: B300

DAT version . : 10593 [(17-Jan-23)

VIRUS: File /SQinstall/hulp/cmdow.exe is infected with 'GenericRXJI-DD!A83D8A509
File quarantined.
1 virus(es) found!

# Files:
Processed
K o v ow o 5 28

F3=Exit F10=Display Hex F12=Exit F15=Services F16=Repeat find
F19=Left F20=Right
1 records folded.
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AIX/Linux

» Ebury SSH Malware — OpenSSH backdoor.
» Cdorked — HTTP backdoor.

» Calfbot — Perl script used to send spam.

» Onimiki — DNS redirection.

» Do you have “Typhoid Mary” syndrome? Should we now call it “Covid Colin”?

Ebury SSH Malware — OpenSSH backdoor used to keep control of servers and steal
credentials.
Out in the wild for over 10 years!

Cdorked

Runs in memory, single modified httpd binary. HTTP backdoor used to redirect web
traffic.

In 2014 it was found, 25,000 Linux servers joined in a massive botnet sending out spam
and malware using Ebury and Cdorked.

Calfbot — Perl script used to send spam

Onimiki — DNS redirection.

Sources:
https://www.welivesecurity.com/2014/02/21/an-in-depth-analysis-of-linuxebury/

https://www.eweek.com/security/malware-turns-25k-linux-servers-into-spam-
distribution-botnet/

Read about the FASTCash heist:
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/fastcash-
lazarus-atm-malware

20
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RECENT LINUX THREATS

» CVE-2022-0492 flaw in Linux Kernel cgroups feature allows container escape.

» B1txor20 Linux botnet use DNS Tunnel and Log4J exploit.

» CVE-2022-0847 Dirty Pipe Linux flaw allows gaining root privileges on major distros.

RECENT IBM i THREATS

» CVE-2022-22365 IBM WebSphere Application Server vulnerable to spoofing.

» CVE-2021-45046, CVE-2021-45105
Multiple vulnerabilities in Apache Log4j affects some features of IBM® Db2

CVE-2022-0492 easily remediated by standard security hardenings.

AIX Vulnerabilities

https://www.cybersecurity-help.cz/vdb/ibm_corporation/ibm_aix/

21



Real world study: (&g =%k

*Chinese based Linux
Trojan.

*Used for targeted remote
control.

*Fully developed suite
including trojan, rootkit
and deployment script.

*Second stage payload.

*Reason unknown at
present.

Hidden Wasp

HiddenWasp can interact with the local filesystem; upload, download, and run files; run
terminal commands; and more.

Development reason unknown, it is not the usual DDOS or mining malware.
Evidence shows in high probability that the malware is used in targeted attacks for
victims who are already under the attacker’s control, or have gone through a heavy

reconnaissance

DDoS Distributed Denial of Service

22



Real world study: Drovorub

*Russian based Linux
Malware.

*Used for targeted remote
control.

*Fully developed suite
including implant,
rootkit, C&C server, FTP
and port forwarding tool.

*Persists through reboot.

Source: NSA FBI
https://media.defense.gov/2020/Aug/13/2002476465/-1/-
1/0/CSA DROVORUB RUSSIAN GRU MALWARE AUG 2020.PDF




Real world study: LemonDuck

*Cryptocurrency mining
process.

*Uses older
vulnerabilities.

*Uses a brute force attack
on port 22.

*Installs cryptomining
malware.

Source: https://linuxiac.com/lemonduck/

LemonDuck makes use of a port scanning module that searches for Internet-connected
Linux systems listening on the 22 TCP port used for SSH.

When it finds them, it launches an SSH brute force attack on these machines, with the
username root and a hardcoded list of passwords.

If the attack is successful, the attackers download and execute malicious shell code.
Ironically, LemonDuck removes other attackers from a compromised device by getting

rid of competing malware and preventing any new infections by patching the same
vulnerabilities it used to gain access.

24



Botnets Viruses
Mayhem

Linux.Remaiten

Mirai
GafGyt/BASHLITE/Qbot

Binom
LuaBot Bliss Devnull
Brundle Kork
Bukowski LemonDuck
Linux/Lion
Linux.Darlloz
Coin Linux/Lupper.worm
Trojans Hasher Mighty
Effusion Lacrimae Millen
FontOnLake MetaPHOR Ramen worm
Slapper
SF.8759 SSH Bruteforce
N PiLoT
aterfall backdoor RELx Ransomware
Tsunami.gen Rike Linux.Encoder.1
Turla RST
Xor DDoS Staog
\ NyaDrop Vit i
Pl Winter
SpeakUp

Rootkits

Winux

All of these UNIX Botnets, Trojans, Viruses, Worms, Ransomware and rootkits are out in
the wild.

Botnet: a network of private computers infected with malicious software and controlled
as a group without the owners' knowledge.

Trojan: malware hidden within what appears to be a normal file.

Virus: A piece of code which is capable of copying itself and typically has a detrimental
effect, such as corrupting the system or destroying data.

Worm: A computer worm is a malicious program that reproduces itself as it spreads to
as many computers as possible over networks.

Ransomware: Malware that employs encryption to hold a victim's information at
ransom.

Rootkit: A clandestine computer program designed to provide continued privileged
access to a computer while actively hiding its presence

25



How to | combat this?
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Level 1: Corporate/Enterprise
Environment (General use)

v’ Practical and prudent.

v’ Provide a clear security benefit.

v Not negatively inhibit the utility of the

Level 2: High Security/Sensitive Data

FORTRA

CIS Benchmarks — IBM i / IBM AIX / Linux

AA 4

technology beyond acceptable means.

Environment (Limited functionality) CIS IBM i V7R4M0O Benchmark

v

v
v

Intended for environments or use
cases where security is paramount.
Acts as defense in depth measure.
May negatively inhibit the utility or
performance of the technology.

(® <15 Benchmarks

@IS. Trivmet Socutty”

CIS IBM i V7R5MO
Benchmark

v1.0.0 - 11-23-2022

(@ 15 Benchmarks™

IBM i 7.2 through 7.5 are available

7.6 is in draft
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Known admin accounts

Disable QSECOFR sudo
CISIBMi5.1 =

- Disable root ————— = . Usernames

PAM software —— Least privilege

Disable QSECOFR and root.

Get some PAM software for IBMi. (Eg: Powertech Authority Broker)

Use sudo for Linux and AIX (It’s free to use and implement. Alternatively for large installations
you can use Core Privileged Access Manager (BoKS)

Don’t use obvious usernames (eg: JSMITH)
Work on the principle of least privilege for everyone.
Developers DO NOT NEED QSECOFR/ROOT access.

PAM: Privileged Access Management

28
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Shutdown and remove unnecessary services

o

»

TFTP FTP TELNET

INSECURE INSECURE INSECURE

CISIBMi4.2.9 CISIBMi4.2.8

There are a multitude of services that are still shipped with IBM i, AIX and Linux that are
inherently insecure.

There are three that are common to all platforms.

If you have TFTP, FTP or TELNET running, implement SSH and then shut them down and
disable or remove them.

Check what services are running and what are actually required.

29
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E¥ Administrater: Windows PowerShell
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Tighten the configuration of remaining services

SSH

e CISIBMi4.4
¢ Disable root access

+ Disable unused connectors
+ Disable shutdown port

» Server protocols + Force SSL for apps

* Set cipher list
Center for
Internet
Security

NFS Scheduling

« CISIBMi4.2 + Job scheduler

« Restrict . cron/at

+ Remove localhost + Use by exception
« Secure

www.cisecurity.org

CIS4.2,43,4.4

If you are running SSH, NFS, Apache server, etc then ensure you are following CIS
Standards. They have good free benchmarks.

Monitor your configuration with something like Powertech Policy Minder for IBMi and
Powertech Security Auditor for everything else.

Badly configured databases and http servers are common entry points for data breaches.

https://www.cisecurity.org/
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PASSWORD POLICY (CIS IBM i 4.1)

DEFINE A STRONG
PASSWORD POLICY

QPWDLVL 2, 3 or 4.

PASS “PHRASES” ARE
BETTER

SSH KEYS

CiIs4
Passwords.
Define a strong password policy
Reuse options
Differences between old and new passwords
Minimum number of lowercase, uppercase, special, etc

QPWDLVL 2 or 3 (IBM i 7.6 now defaults to 3)

Better still, start using “pass phrases” which can’t be cracked using a brute force
dictionary attack.

Even better, start using a SSH key which only allows access to a system on exchange of
an encrypted key.

32
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CONSIDER 2/MFA

Q KNOWLEDGE
6 POSESSION

INHERENCE

IBM i 7.6 — Includes basic MFA.

Knowledge: Something only the user knows - Password, passphrase, PIN.
Possession: Something only the user has - Security token, software token, QR code.

Inherence: Something only the user is — Biometrics, fingerprint, face, voice or iris
recognition.

33
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USER ACCOUNTS

REVIEW
CISIBMi3.7

OWNERSHIP

Review user and group accounts regularly.
Automatically lock those that have not been used for a while.

Check object ownership regularly.

34
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USE MONITORING (CIS IBM i 6)

/ AUTOMATE

@ MONITOR

V REPORT/ALERT

CIS7
Monitor everything, report by exception
Look at a SIEM solution.

At the very minimum use a SYSLOG aggregator.

35
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PATCH YOUR SYSTEMS
(CIS IBM i 4.5)

PLAN

FREQUENTLY

@ SLEEP WELL

"y

The days of “If it isn’t broken, don’t fix it — are GONE!” — STAY CURRENT — OS Releases
and PTF updates.

Sept 29t 2021 IBM issues three security bulletins for IBM i depicting security
vulnerabilities in OpenSSL, HTTP Server and Websphere liberty components.

April 2022
https://www.itjungle.com/2022/04/20/ibm-i-ptf-guide-volume-24-number-16/

IBM WebSphere Application Server Liberty for IBM i is vulnerable to spoofing and
clickjacking attacks due to swagger-ui (CVE-2018-25031, CVE-2021-46708), which you
can read more about here. The IBM i PTF numbers containing the fix for the CVEs:

OpenSSL for IBM i is vulnerable to a denial of service due to a flaw in the BN_mod_sqrt()
function (CVE-2022-0778), which you can find out more about at this link.
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HAVE BACKUPS AND A
RECOVERY PLAN
(CISIBM i 11)

1

2 BACKUP

3

CiIs11

We can’t stress the importance of backups and testing that you can recover.

Only 54% of organisations have a disaster recovery plan in place.

7% of companies have never tested their plan

Source: https://invenioit.com/continuity/disaster-recovery-statistics/

It's worth remembering that the core reason for having a disaster recovery plan and to
test it regularly, is to arm you and your team with the confidence that digital continuity

can be provided, minimizing disruption to the business.

Regular testing proves the plan and ensures that agreed recovery points and times
continue to be achievable.

Confidence, comes from experience, which comes from practice.

37
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IBM i

Also consider...

Linux

Review permissions to folders/directories/shares.
Do NOT share the root “/” folder. EVER.

Make Netserver / NFS shares read-only whenever possible.

CUNCUNCURCUR=
K & K K

Monitor your configuration for changes.

K K K Kl K

Use QPWFSERVER authorization list to limit access to /Qsys.lib.

Xl

Implement IBM AIX Trusted Execution (TE).

Ky

Implement SELinux.

If it is too big a task — start with Netserver, NFS and Samba shares

IBM i ships the IFS root filesystems “/” with *PUBLIC *RWX access — have you changed
yours?

IBM i 7.5+ includes security features for Netserver and shares - *AUTL for both.
Once configuration is reviewed and set, monitor it.

Trusted Execution (TE) refers to a collection of features that are used to verify the
integrity of the system and implement advance security policies, which together can be
used to enhance the trust level of the complete system.
https://www.ibm.com/docs/en/aix/7.3?topic=configuration-trusted-execution

SELinux stands for Security Enhanced Linux, which is an access control system that is
built into the Linux kernel. It is used to enforce the resource policies that define what
level of access users, programs, and services have on a system.

In its default enforcing mode, SELinux will deny and log any unauthorized attempts to
access any resource. This approach, usually referred to as the principle of least privilege,
means that explicit permission must be given to a user or program to access files,
directories, sockets, and other services.
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Hire and
retain top
talent.

Be kind
to them.
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FORTRA LAPSUSS

We recruit employees/insider at the following!!!!

- Any company providing Telecommunications (Claro, Telefonica,
ATT, and other similar)

- Large software/gaming corporations (Microsoft, Apple, EA, IBM,
and other similar)

K n ow n - Callcenter/BPM (Atento, Teleperformance, and other similar)

- Server hosts (OVH, Locaweb, and other similar)

t h reat a Cto rs TO NOTE: WE ARE NOT LOOKING FOR DATA, WE ARE LOOKING
. FOR THE EMPLOYEE TO PROVIDE US A VPN OR CITRIX TO THE
a re a Ct IVe Iy NETWORK, or some anydesk
recru iti ng ! If you are not sure if you are needed then send a DM and we will
respond!!!!

If you are not a employee here but have access such as VPN or VDI
then we are still interested!!

You will be paid if you would like. Contact us to discuss that

D|apsusjobs

e = P —— 4 -

~L”

N

T T

A P Yo

LAPSUSS group are actively recruiting

Source: https://securityaffairs.co/wordpress/128912/cyber-crime/lapsus-ransomware-
is-hiring.html

35% of breaches involve internal actors (malicious or accidental)

https://invenioit.com/continuity/disaster-recovery-statistics/
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WE CAN ALL
PLAY OUR PART

1 DO NOT PAY
RANSOMS!

Learn from the
mistakes of others

Increase vigilance
and security
protocols

Prevention is
better than cure

It is far better to avert a ransomware attack by hardening your attack surfaces than to
have to deal with the aftermath.

You don’t need to pay ransom’s, right?
Because you have a backup and DR plan that you have tested right?

The Japanese have a saying, "Fix the problem, not the blame." Find out what’s broken
and fix it. Nobody gets blamed. We're always after who screwed up. Their way is better.

If we start playing the blame game, our collaborators will no longer want to report a
security incident. It also applies to the outside: There are still organizations that already
do not handle external reports well and go so far as to accuse those who report
vulnerabilities as external crackers.

41



FORTRA

Why use native

anti-virus?

All data has value
Organizations paid at least $813.5 million to ransomware gangs in 2024

Source: https://www.varonis.com/blog/ransomware-statistics#top
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Defence In Depth (DiD) OUTSIDE THREAT ffayered Cybersecurity
“The NG Fan™” ‘ /" "Defence Framework

Automated Server
Compliance Virtualisation
Enforcement

Virtual

" Infrastructure
Automated Policy

Enforcement

Virtual
Desktop (VDI) 0

PERIMETER SECURITYy

Message Security

Application

Secure (Anti Virus/Malware) A
DMZ Gateway / Firewall
Perimeter ETWORK SECUR'TY Malware
IDS/IPS — Web Pljoxy. NAC/ Er!dpoint _ Analysis
& | Content Filtering Profiler Messaging
Perimeter irewal Security i
: Well2 Vo Physical Applications
Firewall Protection e Security ¢
Enclave/ Security
Advanced D -~ Mobile
Sensor . Security Honeypot
Firewall
Network

IDS/IPS
IC & AM

M
Enterprise Security
Remote DLP Services
Access
DLP a

Situational 01

Enforce

Virtual

OKTA SECURITY

IT Security »OO

Firewall S VIR (/C)z Data Classification CRT  Analysis 2 Security
\o . . DAR/DIM/DIU Data Integrity 9},
/< Configuration /4, ' X Nonitorn S APT Focussed Ops 2,
FDCC < Management Technology Protection Enterprise e . Zz
i Escalation [q)
w Roadmap IC & AM Rights D ive DLP
> ata/Drive Management i ®
I Cyber Threat Security Data Wiping Management Encryption 8 Behavioural =
pLp - Intelligence N ; SOC/ NOC Anomaly Analysis 7ry
. > Architecture PEN Testin, Cleansing L (%)
ecurity Policies & Design e PKI Monitoring 24x7  continuous 3
En;o\;ce ci:t?$Z|LBSHCE Riek_ Securty Awareness Threat Modelling. Mission Security dashboard Monitoring and Assessment 51 SStorége
o " - . . . m ervices
c&A Management  ""NNE  yyinerability Assessment [OGIICI WA SIEM Digital Forensics Security SLA/SLO Reporting

The Northrop Grumman “Defence in Depth” (DiD) FanTM
A holistic view of a layered cybersecurity defence framework.
Anti-Virus / Malware is central to the Endpoint Security layer.

SaaS Software as a Service

DLP Data Loss Prevention

SIEM Security Information and Event Management
SLA Service Level Agreement

SLO Service Level Objective

SOC Systems Operation Centre

NOC Network Operations centre

CIRT Computer Incident Response Team

APT Advanced Persistent threat

PKI Public Key Infrastructure

VOIP Voice Over IP
C&A Certification and Accreditation

ICAM Identity, Credential and Access Management
IDS Intrusion Detection System
IPS Intrusion Prevention System

DMz De-Militarlised Zone

AV Anti-Virus

C™M Continuous Monitoring

FDCC Federal Desktop Core Configuration
DAR Data At Rest

DIM Data In Motion

DIU Data In Use

NAC Network Access Control

PAM Privileged Access Management
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Why use Native Antivirus?

Native antivirus scanning avoids numerous pitfalls inherent with scanning from a
remote server:

. Opening the door wider with a Read-Write share to *ROOT

. A persistent network connection with *ALLOBJ / root profile to run scans
. No real-time (live) scanning

. No intelligence of when and what to scan

. Requirement to monitor scanning (in case of error messages)

. Heavy network bandwidth consumption

. Movement of stream files in clear text

. No OS acknowledgement of infection
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Why native Antivirus protection is important for all systems

Attacks .
Attacks on introduce Using non-
Linux/UNIX native

significant ! .
solutions is

business
: dangerous
impact

systems are
increasing

Studies have shown that Linux malware alone accounts for more than 35% of all
malware

The number of Linux malware variants have tripled over the past three years

Linux organization finds malware on their system and pays over $1,000,000 in bitcoin
to get their servers back online

An AIX organization is compromised by malware sending public safety data to servers
in Russia

Linux and Unix servers can host and spread Windows viruses like Typhoid Mary

Linux and Unix servers can be directly infected by ransomware, crypto-lockers, scripts,
trojans, worms and many other types of malware
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Your call to action

Audit your systems.
Before the auditors arrive.
Check your Disaster Recovery Plan
Before the disaster happens.
Do not use QSECOFR or root.
Change NOW.
Investigate and utilise CIS benchmarks.
They are a free and fantastic resource.
Ask Fortra for a FREE security scan.
No obligation.
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Additional Resources

WWW.cisecurity.org
WWww.ncsc.gov.uk
www.power.fortra.com
The Power Socket
LinkedIn: Mike Davison

Mike.davison@fortra.com

WWW.cisecurity.org

www.ibm.com/security/data-breach

WWW.ncsc.gov.uk

www.power.fortra.com

47



FORTRA

IBM i Solutions - Fortra

& A
A4

A4
vy
vy
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Fortra at a Glance

$800M+

in Revenue

18

Countries

3,000+

Team Members l |

30,000+

Customers in virtually .
every industry

A Global Perspective

While our headquarters is located just outside of Minneapolis, MN in Eden
Prairie, we have offices located across the United States for sales, support and
development and strategically located offices in Australia, England, Germany,
Spain, Sweden, Switzerland, Canada and Argentina.
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Legendary Software For IBM i
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Backup Document Monitoring Business Capacity Automation
and HA Management and Alerting Intelligence Planning

a

... including, of course, cybersecurity

50 Cybersecurity
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FORTRA

The 60 second elevator pitch: We can help.

Cenpana e e

Antivirus Antivirus/malware/ransomware protection
Event Manager SIEM solution

Tripwire Configuration management and monitoring
Compliance Monitor Configuration management and monitoring
Core PAM (BoKS) Privileged Access Management

Authority Broker Privileged Access Management

Exit Point Manager Exit point management and monitoring

RSA SecurlD 2FA

Encryption Encryption of database fields, backups and IFS

v
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FORTRA

Best of Breed Security Products

Compliance Reporting E
Compliance Monitor for IBM i |

Privileged Access Management 3
Authority Broker for IBMi @7 @

Self-Service Password Reset w.y .y
Password Self Help for IBM i

Database Monitoring
Database Monitor for IBM i

User Provisioning

Identity Manager for IBM i

Multi-Factor Authentication for IBM i
SecurlD Agent for IBM i

Multi-Factor Authentication =
Q)

Native Encryption
Encryption for IBM i @

52

Free Security Snapshot
Powertech Security Scan

_ﬁ/(_ Perimeter Access Control
Exit Point Manager for IBM i

\’@‘ Command Monitoring
“—*" Command Security for IBM i

9Ky Automated Risk Audit
o Risk Assessor for IBM i

Security Information and Event Management
SIEM Agent for IBM i
Event Manager

% Native Virus Protection
Antivirus for IBM i, AlX, Linux, Linux on Z
and LinuxONE

» InfoSec Policy Control

= Policy Minder for IBM i @
{ Risk & Pen Testing Services

} Fortra

Security
Services

52



A MDHAL

File Edit View

R &

Work with Object Links

Rttribute

Object link

Text

Bottom

21/007

~ [ hi0.60.134.174:23 |

[ rome  snee e

« t w > ThisPC > RWDI

# Quick access
& Recycle Bin

= Desktop

% Dewnloads
Documents
& Pictures

Haleyon

Logs
Logs
o RWDEMO (

System32
% This PC
= Desktop

Docume

& Downloads
» Music

% Pictures

& Videos

. Local Disk (C

= RWDEMO (\\10.60.134.174) (1)
0

- HOMEDE £0.134.174) {1

# Network

o]

EMO (W 10,50

305ecRule.doculockbit
1 All How to status - New.dsclockbit
Atrbute P

Abit

IS Apsche,_Tomea

€15 _Apache_Tomcat 9 Benchmark w1

JBMLIVTREMO_Benchmark v1.0

RO.docxlockbit

docxlockbit

stallationGuide. pdf lockbil

OnelserGuide v1.1.pdf Jockbit
LinushiotesF orProfessionals pdf lockbit

LS No claims borws conf (DAMZ50]

02) pilflockbit

server-suiteinstalation-guide-v1 1.2 pef lockbit

powertech-antivirus-install
PRIOUTQUSTERT74D bt lockbit

PRTRULESE27740.t:t lockbit X
QPIOBLOG.pdf Jockbit

n-guide pat lockbit

ystems Intematis

QL-V2-Light pdt lockbit

al.pdf lockbit

TEK- Inveice, 3506 (1).pdf Jockbi

32 PedFormattedData class st tatlockbit

dows=10-for-Windows-Keyboard-Shortcuts. paf Jockbit

A~ 4) 1 NG

1
05705/

53



FORTRA

IT Transformation is
A Journey

Not a Destination.
Let’s Move Forward.
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