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— Obélix, more or less, every week at patch day

Today: how to stop being crazy.

admins sécurité!
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Before you start 
automating • Understand how it works

• Standardize
• Define your strategy and make a process 

out of it
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Before you start 
automating

• How oft should you patch?
• How fast should you install patches?
• Where do you get patches from?
• Do you have downtime?
• How big is the downtime?
• How many environments do you have?
• Do you have sandbox systems?
• How do you check if patches are 

installed?
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How many packaging 
formats are there
in IBM AIX?
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How many packaging 
formats are there
in IBM AIX?

My answer:
BFF
RPM
ISMP
epkg.Z
tar.gz, zip, ...
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What parts has IBM 
AIX?
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What parts has IBM 
AIX?

My answer:
BOS (Base Operating System)
OpenSSL
OpenSSH
GSKit
IBM Directory Server
Network Authentication Service
Db2
Bash
Python
Perl
Java

XL C/C++ Runtime
XL Fortran Runtime
RSCT
Adapter Microcode
AIX Toolbox (RPM Pakete)
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Which channels do 
you know to get AIX 
updates and 
patches?



© 2026  eNFence GmbH. CC-BY.

Which channels do 
you know to get AIX 
updates and 
patches?

My answer:
IBM ESS
IBM FixCentral
IBM Webpack for AIX
AIX Toolbox for Opensource Apps
IBM FTP Site
IBM HTTPS Site
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Bonus Question:
Do you have NIM?
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Theory
and a little bit practice
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The most important 
question:
What should I patch?

New TLs and SPs?
Security Fixes? (efixes)
RPM Updates?
Updates for additional 
components, like OpenSSH, Java, 
Python, ...
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Entitled Systems 
Support

https://www.ibm.com/servers/es
erver/ess/landing/landing-page
- Login manually, choose 
software, download to local 
workstation and then upload to 
AIX

API? CLI?
🧐 What is this? Never heard... 

- Choose HTTP Downloads and copy the links to the server
- Download with curl or wget

https://www.ibm.com/servers/eserver/ess/landing/landing-page
https://www.ibm.com/servers/eserver/ess/landing/landing-page
https://www.ibm.com/servers/eserver/ess/landing/landing-page
https://www.ibm.com/servers/eserver/ess/landing/landing-page
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Fix Central

https://www.ibm.com/support/
fixcentral
Login manually, choose 
software, download to local 
workstation, then upload to 
AIX NIM

No published API, but there should be...

CLI: suma

https://www.ibm.com/support/fixcentral
https://www.ibm.com/support/fixcentral
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Webpack for IBM AIX

https://www.ibm.com/resourc
es/mrs/assets?source=aixbp
Login manually, choose 
software, download to local 
workstation, then upload to 
AIX NIM

API? CLI?
🧐 What is this? Never heard... 

https://www.ibm.com/resources/mrs/assets?source=aixbp
https://www.ibm.com/resources/mrs/assets?source=aixbp
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AIX Toolbox for 
Opensource 
Applications

https://www.ibm.com/support/
pages/aix-toolbox-open-
source-software-downloads-
alpha
Login manually, choose 
software, download to local 
workstation, then upload to 
AIX NIM

Use DNF, Luke!
Hint:
https://blog.power-devops.com/p/update-aix-with-ansible-part-3a
https://blog.power-devops.com/p/update-aix-with-ansible-part-3b
https://blog.power-devops.com/p/update-aix-with-ansible-part-3c
https://blog.power-devops.com/p/update-aix-with-ansible-part-3d
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IBM HTTPS Site with 
Security Fixes

https://aix.software.ibm.com/
aix/efixes/security/
Choose fixes, download them 
to local workstation, then 
upload to AIX NIM

https://esupport.ibm.com/customer
care/flrt/doc?page=security
Sort according to the date and 
choose the suitable fixes

https://aix.software.ibm.com/aix/efixes/security/
https://aix.software.ibm.com/aix/efixes/security/
https://esupport.ibm.com/customercare/flrt/doc?page=security
https://esupport.ibm.com/customercare/flrt/doc?page=security
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IBM HTTPS Site with 
Security Fixes

https://github.com/Kristijan/ai
x_security_advisories
Python script to show the 
latest advisories

https://github.com/Kristijan/aix_security_advisories
https://github.com/Kristijan/aix_security_advisories
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Practice
and a lot of theory
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emgr_check_ifixes
in Ansible
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emgr_install_ifixes
in Ansible
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Can I do it with NIM?
check_ifixes_nim
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Can I do it with NIM?
install_ifixes_nim
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Am I secure? — 
what is installed
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Am I secure? — 
what FLRTVC 
says
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Am I secure? — when 
installs fail
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Other options?
ibm.power_aix.emgr
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Can I do it better?
Repository with fixes?
Information about OS-versions?
Analyze security advisories?
Check signatures?
Automatically download fixes?
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Repository with all 
fixes for my 
systems?
Part 1.
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Repository with all 
fixes for my 
systems?
Part 2.
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Repository with all 
fixes for my 
systems?
Part 3.

You can find IBM public key in 
/etc/security/certificates/AIX_PSIRT_pubkey.txt 
since AIX 7.2 TL5 SP3.
Thanks to Sascha Korzen (OEDIV) for the tip.
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Repository with all 
fixes for my 
systems?
Part 4.
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Repository with all 
fixes for my 
systems?
Part 5.
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Repository with all 
fixes for my 
systems?
Appendix A.
get_fix_info.yml
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Repository with all 
fixes for my 
systems?
Appendix B.
fix_analyze.yml



© 2026  eNFence GmbH. CC-BY.

Repository with all 
fixes for my 
systems?
Appendix C.
epkg_template.yml



© 2026  eNFence GmbH. CC-BY.

OK, I have my 
repository. How do I 
install the fixes? EASY!

Mount the NFS share and run emgr!
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Installation of fixes.
Part 1.
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Installation of fixes.
Part 2.
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Installation of fixes.
Appendix A.
check_fix.yml
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Installation of fixes.
Appendix B.
check_fileset.yml
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Installation of fixes.
Appendix C.
install_emgr.yml
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Done? No 😥
We are missing:
- Additional components like OpenSSH 

and OpenSSL
- RPMs
- Service Packs and TLs Updates
- AIX Upgrade
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Done!
See my posts 🤗
https://blog.power-devops.com/p/upgrade-aix-72-to-73-
with-ansible
https://blog.power-devops.com/p/update-aix-with-
ansible
https://blog.power-devops.com/p/update-aix-with-
ansible-part-2
https://blog.power-devops.com/p/update-aix-with-
ansible-part-3a
https://blog.power-devops.com/p/update-aix-with-
ansible-part-3b
https://blog.power-devops.com/p/update-aix-with-
ansible-part-3c
https://blog.power-devops.com/p/update-aix-with-
ansible-part-3d
https://blog.power-devops.com/p/update-aix-with-
ansible-part-4
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About me
• Andrey Klyachkin
• IBM Champion on IBM Power
• IBM AIX Community Advocate
• IBM Certified Advanced Technical Expert, Red Hat 

Certified Engineer
• Author of different IBM AIX and IBM Power certifications
• IBM Redbooks Author
• Founder of power-devops.com (DevOps tools for IBM 

Power)
• E-mail: andrey.klyachkin@enfence.com

• LinkedIn: https://www.linkedin.com/in/aklyachkin/

• Youtube: https://www.youtube.com/@powerdevops

• Newsletter: https://blog.power-devops.com

mailto:andrey.klyachkin@enfence.com
https://www.linkedin.com/in/aklyachkin/
https://www.youtube.com/@powerdevops
https://powerdevops.substack.com/
https://powerdevops.substack.com/
https://powerdevops.substack.com/
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portfolioeNFence
• IBM Power and AIX Managed Services
• IT Automation and DevOps
• Security Audits and Hardening
• Private, Public and Hybrid Clouds
• Porting Software to IBM Power (IBM AIX, Linux on IBM 

Power)
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IBM HTTPS Site with 
Security Fixes

man emgr_check_ifixes
Checks the availability of 
security interim fixes for the 
current operating system 
level.
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IBM HTTPS Site with 
Security Fixes

man emgr_download_ifix
Downloads individual security 
patches and interim fixes.
NB: APAR IJ49379:
https://www.ibm.com/support/pages/apar/IJ49379
Fixed in AIX 7.3 TL2 SP2, AIX 7.2 TL5 SP8. 

https://www.ibm.com/support/pages/apar/IJ49379
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IBM HTTPS Site with 
Security Fixes

wget or curl just works...
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Security Fixes:
Installation

man emgr_sec_patch
the emgr_sec_patch command extracts 
the .tar file, identifies the applicable 
interim fixes for the current operating 
system level and installs the individual 
security interim fixes.

IBM packed the fix another way!
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Security Fixes:
Installation

I have many more fixes to test 😅
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Bonus:
What is wrong with 
bind_fix26.tar?

This is not emgr.Z, but BFF!
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Can I install the 
same fix twice?

No! Return Code == 0!
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What happens if 
there is nothing 
to patch?

Nothing! Return Code == 0!
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Older patches?

Failed! Return Code == 1!
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Use-cases from 
practice, which I did 
not test.

An older version of the fix is 
already installed. Will it be 
automatically uninstalled?

Two almost identical fixes – one 
for AIX and one for VIOS, with the 
same Dependencies section. 
Which fix will be installed?


