Secure Your Open
Source




ESEIDEN

GROUP

Modernization, APls, Open Source on IBM i
¢ Seiden PHP+ Server for IBM i
¢+ Develop RPG, PHP, Node.js, Python...
¢ Support Node, PHP, open source
¢+ Developer Support and Mentoring

www.seidengroup.com




Topics for this session

Web server permissions and mistakes to avoid
Safe open source installation and upgrade
Supply chain poisoning issues and solutions

Other web and API protection, including from Al bots



Avoid these mistakes
with web

permissions and settings
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Mistakes people make

Mistake #1: Putting sensitive files in the document root
Mistake #2: Allowing uploads into the document root

Mistake #3: Allowing applications to write to the document
root

Why always the document root? It is meant to be accessible
from browsers and API callers. Only put there what you want
potentially accessible.

Details coming up
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Typical web server directories

Defined in a web server config file or without a web server

Jwww/myserver/htdocs (or htdocs/public) || > 'Fs srowser

+ "Public folder" (document root) v ) fwww]
. e v hp84
¢+ Contents can include code and static files B phe
. . > B conf
(.js., .css, images, fonts)
v B htdocs
.. # index.ph
/www/myserver/src/application and so on. ; &'?Ij;‘sp P
¢ Code that is not meant to be served directly, > £ phpconf

but pulled in by code in the document root

/www/myserver/config or env etc.
¢ Configuration files



Mistake 1: Sensitive files in doc root

Example: .env file
.env files can contain passwords and other secrets

They should not be put in the document root. (I've seen it
happen)

For extra protection against this mistake, use web server rules



Protect from leaking .env and other files

.env, .htaccess, .gitignore, and "hidden" files

Use Apache directives :

<LocationMatch "/\.(?!well-known/)">
Require all denied
</LocationMatch>

The [F] means "403 forbidden" or
“You don’t have permission to access this resource.”

Test that access is blocked by running:

+ curl https://mysite.com/.htaccess

¢ Curl command should return “HTTP/1.1 403
Forbidden”
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Mistake 2: Uploads into doc root

Example: allowing the user to upload images or spreadsheets
and placing the files into document root

Risk: User could upload a file containing code, then execute it
using a browser, curl, etc. The code file could then,
potentially, make other code changes, exfiltrate data, etc.

+ See Mistake 3 for an additional protective step

Protection:

* Your application should save uploaded files to a temporary work
directory, NOT directly into document root.

+ A separate process should check the file for correct extension,
contents, etc.

¢+ Only then move it to document root, if appropriate, or better still,
launch it as a temporary file in the browser.
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Mistake 3: When apps can write to doc root

The document root should be read-only, except by authorized
people or processes that are supposed to add or change code

QTMHHTTP should never have *W privilege on directories or
files in the document root or its subdirectories

The setup below looks all right if ALAN is a special user

Work with Authority

Data ——Object Authorities-—-
Opt User Authority Exist Mgt Alter Ref




Open source safety




Benefits of Open Source Software

Rapid innovation

Protection from vendor business decisions
Community and sharing

Common tools across platforms

Solve problems yourself if needed



Examples
VS Code, Code for i, and community extensions
IBM's MCP Server (for Al)
IBM's Mapepire database connector
PHP and Python languages

Node and javascript frameworks




New to Open Source on IBM i?

How to set up your open source environment
https://www.seidengroup.com/open-source-documentation/

OPEN SOURCE DOCUMENTATION

We've written documentation to cover common
scenarios when installing and configuring PHP and
other open source environments. The following are
links to our growing library of public documentation.

In addition, forward-thinking businesses engage Seiden Group
for SmartSupport and Install & Learn setup to learn and to help
ensure snappy, continuous service to users. Let us know if we
can help!

)
Seiden Group Documentation Library

Open Source Environment

» How to Set Up the IBM i Open Source Environment

» How to Configure and Use SSH on IBM i

» Overcome ‘Permission Denied’ for Long User Profiles in ‘ S E | D E N
h GROUP
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Language-specific tips




Stay current

¢+ Open source, dynamic languages change more quickly than
traditional languages such as RPG

¢ Each has its own lifecycle that you should get familiar with

¢+ Example: PHP releases a new version yearly with smaller monthly
updates

¢ Check https://endoflife.date

Active Support Security Support Latest

8565
(09 Apr 2026)

5 months ago
(20 Nov 2025)

85

1 year and 5 months
8.4 ago
(21 Nov 2024)

8.4.20
(09 Apr 2026)

2 years and 5
8.3 months ago
(23 Nov 2023)

8.3.30
(15 Jan 2026)

3 years ago 8.2.30




Current versions of languages

PHP
¢+ PHP 8.5: newest stable release
+ PHP 8.4, 8.3, 8.2: still maintained
¢ PHP 8.1 and below: EOL
¢ Check: php -v

Node.js
¢+ Node.js 22: newest on IBM i
¢+ Node.js 20: EOL April 2026
¢ Node.js 18: EOL April 2025
¢ Check: node -v

Python
¢ Python 3.13: newest on IBM i
Python 3.9: EOL 2025

E Python 3.6: EOL 2021 ﬁ pgthOn

Check: python --version



Have a plan for regular upgrades

Applications in production should have an upgrade plan

Set up a development area you can test new versions in
+ If no dev partition, use a “chroot” container

Consider a minor update at least quarterly

Set aside time to upgrade and test



PHP

Basic extensions are compiled in already

+ Not as important to download extra packages as with other
languages

Database connectors and toolkit are most mature

Includes most of what's needed for web/API, so does not
need many extra packages

Official Support
¢ Options here:
* https://www.ibm.com/support/pages/php-ibm-i
+ (Seiden Group and Zend/Perforce)



Python

| was about to say | had not heard about any hacking of
the Python ecosystem (more later about supply chain
attacks). This one was caught/stopped quickly.

News for python supply chain hack

Three separate GitHub Confirms Microsoft Flagged

supply-chain attacks Hack Impacting Mistral Al Hack in

hit npm, PyPI, and 3,800 Internal PyPl Malware Supply
Docker Hub within... Repositories Attack

1day ago 2 hours ago 5 days ago

92 msn.com 3 securityweek.com --- /¥ memeburn.com
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Node

Designed to use downloadable modules for needed
functionality

There are millions of modules that rely on each other
Install modules via "npm" command

Modules evolve, change. Need to keep an eye out

This package has been deprecated

Author message:
This package is deprecated and no longer supported. For more please visit https://github.com/AzureAD/
passport-azure-ad?tab=readme-ov-file#tnode-js-validation-replacement-for-passportjs

passport-azure-ad [or

Public + Published 3 years ago

@ Readme ﬁ Code e 11 Dependencies & 112 Dependents @ 56 Versions
Microsoft Azure Active Directory Instal
Passport_js P[ug-|n ® npm i passport-azure-ad O
passport-azure-adis a collection of Passport Strategies to help you integrate Repository
with Azure Active Directory. It includes OpenlID Connect, WS-Federation, and & sithub com/AzureAR/microsaft-




Installing open source




General safety principles

Use versions you have tested and that have no
known security vulnerabilities

Do not install packages from public repositories
directly into production

Test in a test area, and once the packages are
proven, move those proven versions to production



Set Up Open Source Environment

https://www.seidengroup.com/php-documentation/how-to-set-
up-the-ibm-i-open-source-environment/

IBM i SSH server service must be running (port 22 by

defa u It) IBM i Access Client Solutions
File Edit View Actions Tools Help
STRTCPSVR *SSHD to Sta rt SSH System: Seiden.ilnTheCloud.com T ¢
Install environment using 5o
Access Client Solutions (ACS)

Open Source Package Management | ...

Schemas
Run SQL Scripts
SQL Performance Center

Management
System Configurations



https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/
https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/

Get a "good known working repository"”

Clone a repository that you can install again, as
needed, in production or other servers.

~Source Repository
e |BM default https://public.dhe.ibm.com/software/ibmi/products/pase/rpms/repo-base-7.3

Specify a location:

Destination (IFS)

/QOpenSys/QIBM/UserData/rpm_repos/ ibm

v Clear repository before download (recommended)

~Additional Operations
v Configure package manager to use this cloned repository
Allow package manager to skip repositories that may require Internet access

v Create nginx configuration files for serving this cloned repository to other IBM i systems ‘a

Clone Repository

File Progress



Why do you need a "good working" repo?

If you find a bug in a package
Example: ODBC driver 1.1.0.28 had several bugs

Can't we use yum downgrade to bring us back to
1.1.0.27? In this case, yes, but not always, because
IBM deletes older versions from their live
repository.

One of our PHP support customers needed ODBC
1.1.0.23 in production to match what they had in
development, but since IBM no longer hosted
1.1.0.23, the company had to manually copy files
from /QOpenSys and missed some, causing weeks

of extra work and confusion
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Why else?

To have a version that will have no unexpected
security issues.

For more on the risks of security issues that can
pop up, we will cover supply chain poisoning.



Repotrack for quicker cloning

The ACS clone/mirror approach will copy ALL files in a

repository, even the ones you do not need, and all old
versions.

If you only want specific components and their
dependencies, the repotrack command is quicker.

Example of downloading only the needed rpm files for
PHP and related components:

repotrack "php-*" siteadd i1bm-laccess i1bmichroot
yum 1nstall *
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Supply Chain Issues




Npm hack in September 2025

https://www.seidengroup.com/2025/10/17/what-the-
shai-hulud-npm-worm-means-for-node-js-developers/

Situation: Node.js applications can use hundreds of npm
modules. In the last year, these have been hacked more

than once

The Node.js ecosystem has been disrupted by self-

n‘dc replicating malware called Shai-Hulud.
@
@P

In September 2025, researchers found that Shai-Hulud

had infected more than 500 npm packages, including
some from trusted maintainers. The worm did not just publish a few bad versions.
It spread automatically, using stolen credentials to infect other packages owned

by the same developer.
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Steps of the attack

Began with phishing of an npm maintainer

People who installed the compromised npm were
affected, as the worm searched for secrets such as npm

tokens, GitHub access tokens, and cloud credentials

It also added hidden GitHub Actions workflows that sent
data to attacker-controlled servers

... and more...



Mitigation instructions at the time

Suspend non-critical npm deployments until dependencies
are reviewed against the Qualys list of affected packages.

Rotate credentials: npm tokens, GitHub tokens, deploy keys,
and any cloud credentials used in pipelines.

Audit CI/CD pipelines and GitHub workflows for unauthorized
changes, especially new or altered workflow files.

Investigate unusual outbound activity during builds, such as

suspicious HTTP(s) requests or unexpected modifications to
package.json.

Do not rely solely on npm audit. It may not yet flag all
affected versions. Use the Qualys list and targeted scripts.
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https://threatprotect.qualys.com/2025/09/17/multiple-npm-packages-affected-by-the-ongoing-supply-chain-attack-shai-hulud-malware/

Node npm community reacted

Removal of over 500 compromised packages
Blocking upload of packages related to the worm
Mandatory two factor authentication (2FA) in future

Use of OpenlID Connect authentication to replace long-
lived tokens

Adoption of gradual rollouts, rather than immediate
publishing that can cause rapid infection of many
packages



Our customers have noticed

Last week, a customer emailed me:
Hi Alan,

We are reachin%out_regard_ing the recently identified pattern of software supply chain
compromises, affecting major open-source software repositories like Node Package Manager,
Composer, Nuget, Pypi, and associated GitHub repositories, which introduces significant risk to

ALL software development and CI/CD environments.

As part of our third-party risk management program, we are requesting confirmation of your
organization's assessment and response to this issue. Please provide the following information:

V\flfhethg; your environment uses any affected packages (see below links of recent packages
affecte

Actions taken to identify potential exposure (e.g., inventory review, SBOM analysis)

Mitigation steps implemented (e.g., suspension of updates, hash pinning, repository proxies)
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Beware automatic installation scripts

https://it.slashdot.org/story/26/06/01/1624228/red-
hat-npm-packages-compromised-to-spread-a-credential-
stealing-worm

RedHat npm packages affected by this one

"Each compromised package declares a preinstall script
in its package.json that executes node index.js
automatically on every npm install, before any
application code runs and before the developer has any
indication something is wrong. The index.js file is 4.2 MB

payload hidden behind multiple layers of obfuscation."

The script finds AWS access keys, Github Actions secrets,
Azure credentials, HashiCorp Vault tokens...
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NEW: npm update to control scripts

https://github.blog/changelog/2026-06-09-upcoming-
breaking-changes-for-npm-v12/

npm 11.16.0 will warn about unapproved scripts
npm 12 will block unapproved scripts

Example of approving scripts for odbc module:
npm approve-scripts odbc

Approved odbc:
added odbc@2.4.7

We must approve odbc npm scripts because the installation
runs node-gyp (needed to compile the odbc driver).

lrannpm install npm@latest -g
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General rule: minimize dependencies

Always minimize the number of third party components you
use, even frameworks

For Node.js, specifically, minimize the number of npm modules
*+ An npm often uses many others underneath, multiplying your exposure

Example: Axios npm supply chain compromise (March 2026)
¢ Axios provides HTTP request support from Javascript

+ Browser "AJAX" calls

¢ HTTP calls from Node.js on the server

¢ Commonly used module
4

Native alternative: Fetch APl (modern browsers and Node 21/22)
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https://github.com/axios/axios/issues/10636

For Github Actions, pin to a version

You can guarantee using a specific version of a Github action
via commit SHA hash

actions/checkout@692973e3d937129%cbf40652eb9f2f61lbecf3332

Real example from our work with a customer's Github Actions
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IInpm Ci”

| asked IBM at the time,
"What about applications
such as MCP server, built
in Node and using npm
modules? Are they safe?"
(https://github.com/IBM/i
bmi-mcp-server)

IBM answered: Don’t just
"npm install" it. Do npm
ci ("clean install") using a
known package-lock.json
with known good versions

ibmi-mcp-server | package-lock.json (3

w ajshedivy chore: update package name and version for @ibm/ibmi-mcp-server @B

“version": "1.0.0",

"“version": "1.0.0",

"version": "0.25.9",

“cpu: [

"""""""
1,
"dev": tr
"license": "MIT"
"optional": true,
“os": [

"darwin"
1,




What about VS Code?

VS Code extensions have been hit (GlassWorm recently)

Suggestion: use Auto Update only for your most trusted
extensions

Consider OWASP IDE-VulScanner (has its own dependencies)

EEEEEEEEEE C - M RDATA.SRVPGM
“Search Extensions in Marketplace \Y4
 INSTALLED 37
Bob Cozzi's RPGLE | RPG IV to RPG Free Conversion
Bob Cozzi's Convert RPG IV fixed-format code to free-format code.
Cozzi Researc h @3
CcL O 127ms
. CLLE language tools
CL Y 3
COBOL O 26ms
[():)]§ [ntelliSense, highlighting, snippets, and code browsing for COBOL and more
BitLang 3
W Code for IBM i s
0 Maintain your RPGLE, CL, COBOL, C/CPP on IBM i right from Visual Studio Cot¢
Code4i
Disable
Code for IBM i Spooled Files O
% Tools to view and manage Spooled Files on IBM i
MStier v Auto Update
Code for IBM i Walkthroughs 9
0 Adds walkthroughs for IBM i development in VS Code
Codaal Install Specific Version...
Uninstall h G R O U P


https://thehackernews.com/2025/10/self-spreading-glassworm-infects-vs.html
OWASP%20IDE-VulScanner
OWASP%20IDE-VulScanner
OWASP%20IDE-VulScanner

One more trend in supply chain

Commercial repositories of tested components

More like how IBM curates its own open source

One company | spoke to at the Linux Foundation MCP Dev

conference in New York in April:
¢ https://www.chainguard.dev/

M Chainguard Products Solutions Customers Resources Company Pricing

Secure-by-default open
source software

Hardened, secure, and production-ready builds that engineering teams
and their agents can trust




What about RPG?
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RPG Benefits for APIs

Easy deployment — no dependencies to manage

No "yearly/quarterly upgrade cycle"

Direct, native integration with Db2
+ No need to "make a connection"
* No extra database jobs to manage (e.g. QZDASOINIT jobs)

A solid API back-end
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Security: GitHub Dependabot

Open source relies on package dependencies
Dependabot looks for security updates on packages

You can set it up to scan your private Git repository for
updates for packages that you use

requests Issues Codespaces Markef

pppppppppppppppppppppppppppppppppppppp
ooooooooooo

Prototype pollution in webpack loader-utils

erererererer

Prototype Polluti

lllllllllllllllllllllllllllllll



Package security tip for PHP

Prevent insecure package updates

Install Roave/security-advisories in Composer.json

¢ composer require --dev roave/security-advisories:dev-
latest

Then, whenever you run Composer require or update, throws
error if any known security issues

./composer.json has been updated

Running composer update roave/security-advisories

Loading composer repositories with package information

Updating dependencies

Your requirements could not be resolved to an installable set of packages.

Problem 1
- laravel/framework is locked to version v8.22.1 and an update of this p
— roave/security-advisories dev-latest conflicts with illuminate/databas:

- Root composer.json requires roave/security-advisories dev-latest —> sa

Installation failed, reverting ./composer.json and ./composer.lock to their

https://github.com/Roave/SecurityAdvisories



https://github.com/Roave/SecurityAdvisories

GoAccess for Apache log insight

Installs on your PC
¢ Seiden Group has also ported to IBM i (ask us)

REQUESTED FILES (URLS) £ Panel Options ~
TOP REQUESTS SORTED BY HITS [, AVGTS, CUMTS, MAXTS, MTHD, PROTO]

Ll ? "

X 0.0
T f t T T T T ir
GET /unit_lst_lc GET junit_lst_lc GET findex?fee GET /unit_lat_Ic GET /open_truc GET /unit_lat_lc GET /unit_lst_lc GET /unit_lat_lc GET /unit_lat_Ic GET /unit_lst_Ic

W Hits W visitors
# HITS~ VISITORS & TX.AMOUNT$ METHODS PROTOCOLS DATAS
MIN. 1 (00.00%) 1(00.00%) — — —
MAX. 30,069 (09.30%) 150 (00.73%) 46.27 MiB (07.15%) — —
AVG. 17 (00.01%) 1(00.00%) 36.28 KiB (00.01%) — —

1 30,069 (08.62%) 3(01.68%) 5 MiB (00.27%) Junit_lat_lon.php?id=281474978787536

2 20,102 (05.76%) 2 (01.12%) 3.2 MiB (00.18%) Iunit_lat_lon.php?id=281474979030012
3 9,250 (02.65%) 3(01.68%) 1.4 MiB (00.08%) Junit_lat_lon.php?id=281474978678283
5 5817(01.67%) 2(01.12%) 994.3 KiB (00.05%) Junit_lat_lon.php?id=281474980091407
6 5779 (01.66%) 2(01.12%) 987.6 KiB (00.05%) lunit_lat_lon.php?id=281474978706187

7 5227 (01.50%) 3(01.68%) 871.3 KiB (00.05%) Iunit_lat_lon.php?id=281474979491679

4 9,122 (02.61%) 2 (01.12%) 1.5 MiB (00.08%) Junit_lat_lon.php?id=281474984708292

TOT. 323,169 20,654 647.12 MiB

— 18,267 ‘



Update Easily and Often
for Speed & Security




How to upgrade
yum update '"php-*"
yum install python39
yum install nodejs22

Nov 2021 Nov 2022 Nov 2023
1

1
| PHP Version ‘i’-.s?>: | .
1 1 1
1 1 |
pirverson .o SN
I : :
| 1 :
. EnEmm)
| |
| 1




Have a plan for upgrading

Applications in production should have an upgrade plan

Set up a development area you can test new versions in
¢ Even ifit’s a “chroot” container

Consider a minor update at least quarterly

Set aside time to upgrade and test



Best way to stay updated?

Schedule regular environment reviews with your team

Consider professional open-source support. Look for:

*

*

*

*

Keeps you running smoothly

Interactive system reviews

Hands-on update help

Full stack troubleshooting

IBM i expertise OPEN SOURCE
WEB SERVERS

RPG, COBOL, APIs

Db2 for i

ODBC, SSH, TLS




Protect from Bots




A few tips about bot protection

We will be publishing an expanded presentation by Holly
Lacher from the Seiden team

Holly presented her better version for the OCEAN group

Watch our newsletter for
a link in the next
week or two

Includes details on
defeating

credit card number testing ®



‘bots can keep your site busy

Bots can tie up your site if use many connections/threads

Review web server logs for repeated access by bots
+  Now Al training bots

. . . y R
You can restrict by IP using firewall . cﬂ?é?g'”'”g How Als
resilience disrupting
J : software
o] o
We are also seeing success with ety = Gt

IS your security ready?

commercial reverse proxy services,
such as Cloudflare,
to reduce denial of service attacks by bots




Cloudflare | was there




Try GoAccess

See what bots and spiders are coming in

https://goaccess.io/ and IBM i version from Seiden Group

ERPDC COMMPHO1

C @ A Notsecure >mmphp01.html * &

+ Queues - Program... Visual Backlog  vv Create Better Code... GoAnywhere 74.1-..  © Weather Net.Data for IBM i SalesandLayout @ Month End Cycle C... gl Partner Portal Metri.. ™ 5Day rolling averag...

0 0 394 28.92 MiB 265.35 MiB

VISITORS TX. AMOUNT ¢ VISITORS & TX.AMOUNT# METHOD? PROTOCOL

1,207 265.35 MiB L 1 1288
1,207 265.35 MiB 0 3 4272 M8
1,207 265.35 MiB - 6.55 KiB

1,207 2653 MiB 19/Novi2025 61.7 KiB OrdijrigetiMXD.php?DB=(

265.35 MiB 2 0 54.7 KiB Order/getiMXD php?DB=(
33 KiB ‘Order/getiMXD php?DB=C
466 KiB ‘Order/getiMXD. php?DB=(
458 KiB ‘Order/getiMXD.php?DB=C
412 KB Order/getiMXD php?DB=(

40.8 KiB

i 8888 488

Order/getiMXD.php?DB=C



https://goaccess.io/
https://goaccess.io/

Cloudflare management (free version

4®.  Supportg < earldoco.com ©  yy Free
Quick searc X
Overview
Back to Domains com DNS
Monitor and configure how Cloudflare processes your web traffic with the services in the menu. DNS Setup: Full @
El Overview / \
- (_ (¥ Review Cloi are fundamentals ) 5
(_(H Review Cloudflare fundamentals ) DNS Records
Recents
Al Crawl Control 24Hours 7Days 30 Days 25 FEBRUARY — 26 FEBRUARY
Control Al crawlers
Log Explorer
Unique Visitors /

Analytics & logs 4.32K Block Al training bots
DNS d .—/\W Deploys a Cloudflare-managed rule to block bots that we

categorize as Al training crawlers from visiting your site.

Email

‘ Do not block (allow crawlers) v
SSUITLS Total Requests
80 5k See the st of bots and learn more (7
Security b
Access Manage your robots.txt
Set how Cloudflare manages your robots.txt file, which tells
Speed Percent Cached bots and crawlers how they should interact with your site.
o,
Caching 66.64% Disable robots.txt configuration -
Workers Routes Learn more [

Rukgs Total Data Served
Error Pages  New 1GB / Quick Actions

Network
Under Attack Mode
Traffic Show visitors a JavaScript chalenge when they visit your
Data Cached site.
773 MB o S
———— e

Development Mode

View more analytics Download data p Temporarily bypass our cache. See changes to your
Z B origin server in realtime.
About pent Mode 2
Recommendations Hide Basic Features
ot Activate 1 core speed and security features included TR




Al Crawl| Control

&' Al Crawl Control

Analyze and control how Al Crawlers access your content

Crawlers

Select crawler

Crawler

BingBot

Microsoft

Googlebot

Google

PetalBot
Huawe:

Applebot
Apple

Bytespider

ByteDance

ChatGPT-User
Openal

Novellum Al Crawi
Novelium

Anchor Browser
Anchor

Amazonbot

Amazon

archive.org_bot
Internet Archive

CCBot
Common Crawd

ClaudeBot

Select operator

Search Engine Crawler

Search Engine Crawler

Al Crawler

Al Crawler

Al Assistant

Al Crawler

Al Crawler

Al Crawler

Aschiver

Al Crawler

A1 Cramlor

+ Add filter

Bytes Transferred

49.63 MB

552 MB

92.34 kB

141.87 kB

994 B

oB

oB

oe

oB

0B

oB

nR

Requests

Allowed: 8 78k
Unsuccessful:

Allowed: 1.06k
Unsuccessful:

Allowed: 70
Unsuccessful:

Allowed: 31
Unsuccessful:

Allowed: 1
Unsuccesstul:

Allowed: 0
Unsuccesstul:

Allowed: 0
Unsuccessful:

Allowed: 0
Unsuccessful:

Allowed: 0
Unsuccessful:

Allowed: 0
Unsuccessful:

Allowed: 0
Unsuccessful:

Allowed: 0

42

36

104

o

[P Documentation

| Last24 hours  (CST) gy

@ show inactive crawlers @

Allow

Allow

Allow

https://blog.cloudflare.com/introducing-ai-crawl-control

Action @

Block

Block

Block

Block

Block

Block

Block H

Block

Block

Block

Block

Rinck



https://blog.cloudflare.com/introducing-ai-crawl-control
https://blog.cloudflare.com/introducing-ai-crawl-control
https://blog.cloudflare.com/introducing-ai-crawl-control
https://blog.cloudflare.com/introducing-ai-crawl-control
https://blog.cloudflare.com/introducing-ai-crawl-control
https://blog.cloudflare.com/introducing-ai-crawl-control
https://blog.cloudflare.com/introducing-ai-crawl-control

Al Crawl| Control (detail

Y Free &7 Al Crawi Control

+ Aadd filter

Clear ol

[Last24hours  (CST)

BingBot X Select operator
s Fol 25, 140X Fab 25, 1800

Most crawled paths
View the most crawled paths by Al crawlers.
Path Host
Isearch m
Iproducts/view m
Iproducts m
Jclassitems m
Jadmin/editUser m
Jerror m
Jcgi-bin/catalog2 mac/Drillitm m
Jcart m
Jcatalog m

1-10 of 373 items

Fob 25 2200

Feb 26, 020

Bytes Transferred

7.4 MB

1.05 M8

469 MB

6.4 MB

297 M8

13432kB

18.2kB

151kB

391kB

2818 kB

Paths  Patterns @ B

+ Allowed requests Referral Traffic
3,544 -—
2,075 -

1064 -
1,015 -
47 —_
26 -
22 -
il -

7 -

6 -
Page 1wof38 < >




Al bots misbehaving

Free C7 Al Crawl Control

BingBot X
www

N com/robots. txt
-domainconnect

—domainconnect .earldoco.com/robots. txt

autodiscover

autodiscover.earldoco.com/robots, txt

email

emal com/robots.txt
e

e. im/robots.txt

1-5 of 17 items

Violations =

Select operator

+ Add filter

Clear ol

| Last 24 hours  (CST) B

SuctessIuL ¥ 200 OK Not set

! Unsuccessful: 0

b, Mot e

Successful: 0

Unsuccessful: 0 Ll
Successful: 0 .
UReUCCossiit: 0 403 Forbidden Not set
Successful: 0
ccessful: 0 403 Forbidden Not set
Page 1 v of 4

< 2

Identify Al crawders requesting paths currently disallowed by your robots.txt, This list only shows viclations on highest-traffic paths, Filter by Crawler, Operator, or Hostname to view detailed activity.

Crawler URL @

BingBot

Microsoft

BingBot y

Microsoft

BingBot

Microsoft

BingBot

Microsoft

BingBot

Microsoft

search

products/view

products

classitems

Directive

Disallom:

Disallow:

Disallow:

Disallow:

Disallow:

Requests

3544 Violations

2075 Violations

1164 Violations

1075 Violations

471 Violations



Honeypot traps (paid version

Pro plan

y: Web application exploits ~ DDoS attacks @ APlabuse  Client side abuse ~ Domain settings Q Search ‘ Documentation X

ion o
ssets and endpoints  Rule templates  Detection tools  Dashboard version Clear all w e

2. Cloudflare Docs Q

\ On this page >  Overview

Al Labyrinth ‘Beta @

il

Al Labyrinth modifies your web pages by adding nofollow links that contain Al-generated The Al Labyrinth adds invisible links on your

content to disrupt bots ignoring crawling standards. The nofollow links added do not alter webpage with specific Nofollow tags to block
the contents of your web pages and are only visible to bots. Al crawlers that do not adhere to the
recommended guidelines and crawl without

& General & Bot traffic permission. Al crawlers that scrape your website
content without permission will be stuck in a
maze of never-ending links, and their details are
recorded and used by all Cloudflare customers

Block Al bots @ who choose to block Al bots.
Deploys a Cloudflare-managed rule to block bots that we categorize as Al training crawlers These links do not impact your search engine

. . . »
from visiting your site. See the list of bots and learn more 4 optimization (SEO) or your website's

appearance, and are only seen by bots. Al bots
that respect no-crawl instructions will safely
Configurations ignore this honeypot.

AN

Blocks Al Bots scope: Do not block (off) To enable Al Labyrinth:

# General ¢ Bot traffic @ DDosS attacks Old dashboard & New dashboard

1) Login to the Cloudflare dashboard 7, and
select your account and domain.
2 | Go to Security > Bots.
Instruct Al bot traffic with robots.txt Beta @

3 | Select Configure Bot Fight Mode.

Creates or updates your robots.txt file to signal that your content should not be used for Al 4 | Enable Al Labyrinth.
training. [ Chat

W SEIDEN
GROUP



LLM filters (Personal info and more)

L

)

New filter

[

Pll in LLM promg

v ] [ equals

v][NO

|

LLM PII
Categories

Has Pll in LLM
prompt

LLM unsafe
Topics

Has unsafe
topics in LLM

4

Sep 9, 2025

5]

300

3000

600:100e:b243:abd2:5984:... [7

Cancel Apply o
-

WWW. com[Z
WWW com[7
WWW. com[7

/i

/¢

/¢

/¢

Jc



Custom rules by country and more

Security

Security rules

Secure your domain with security actions that run on incoming requests. Configure both Cloudflare’s managed rules and your own custom security rules. You can build custom security rules from scratch or use templates to help you get started.

/ - N N
(_ (B Security rules documentation ) ( = Traffic sequence )

Security rules DDoS protection

FZ Custom rules v | ] Q_ Search by id or rule name Status v Clear all Templates

Go to detection settings

Custom rules 3/5 used Create rule o Summarize with Cloudy

Order Name Match against Action CSR L Events last 24h

1 Block bad actor countries Country is in AF, BY, CN, CG, CD, CU, HT, IR, IQ, KP, LR, LY, MM, RU, Block . 147K Active :
RW, SO, SD, SY, VN, BR

2 Outside US Country does not equal US Managed Challenge 0% 7.7k Active :

3 Al Crawl Control - Block Al bots by URI Path does not equal /robots.txt, User Agent contains Amazonbot, Block - 3 Active H

User Agent User Agent contains Anchor Browser, User Agent contains Applebot,...

Show all rule types

See who tried to solve managed challenge ("are you a
human?"

"WAF Score" shows threat risk
WSEIDEN
GROUP



Overview of benefit to the server

Traffic Events

Suspicious activity © >

L] :.m;m 4 Create custom security rule  Last 24 hours
Request activity

Number of requests mitigated and served by Cloudfiare k
o much traffic was blocked or challenged by Cloudflare’s security 10ols, and identify whether traffic was served from Cloudflare's global netwark o the origin server

Al Country Sourcebrowser Source cperating system  Source device type  Source

Torl @ Served by Cloucfiers @ Servedby orighh

9!
83.8k 9.39k 50.53k 23.89k

4/\/\/
— it x

0300 06:00 09:00

Stopped 50,000 unneeded requests (even in the free
version)



Key Take-Aways
What did you learn that you will use?

Anything important you hoped to see?



Free Resources from Seiden Group

¢ Code for i Fridays

¢ https://www.seidengroup.com/vs-code-for-i-fridays/

¢ Next:June 19 at 2:30pm ET

¢ |IBM i Strategy and Tips (monthly)

+ https://www.seidengroup.com/tips/

¢+ PHP Free Upgrade Assessment
¢ https://www.seidengroup.com/free-php-upgrade-assessment/

Node.js v20 and Other Updated Packages

Require New IBM i Repositories
by Alan Seiden

@ Thelatest IBM i open source packages, such as Node.js v20,
require new IBM i repositories. We've heard from several
I B M I perplexed clients wondering why Yum tells them "No package
nodejs20 available" during their node upgrade.

This article shows you how to install the latest IBM i repositories to enable your open
source updates well into the future . . .

What IBM i Users Should Check when Learning

of an Open Source Security Vulnerability
by Alan Seiden

Security continues to be a top concern in IT, especially
y among upper management.
E https://

This article shows how to check IBM i open source
components to ensure they are at a patched level if a
vulnerability is reported . . .

API & Web Security
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Contact | Stay in Touch

Alan Seiden

Seiden Group OPEN THINKING
Ho-Ho-Kus, NJ Find useful tips on IBM i in
alan@seidengroup.com the Open Thinking

201-447-2437 newsletter archive : %l‘%l E)El\pl
Monthly Tips:

seidengroup.com/tips

Open Source Support and Seiden PHP+ Server

https://www.seidengroup.com/seiden-php-for-ibm-i/
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