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w Web server permissions and mistakes to avoid

w Safe open source installation and upgrade

w Supply chain poisoning issues and solutions

w Other web and API protection, including from AI bots

Topics for this session



Avoid these mistakes 
with web 

permissions and settings



w Mistake #1: Putting sensitive files in the document root 

w Mistake #2: Allowing uploads into the document root

w Mistake #3: Allowing applications to write to the document 
root 

w Why always the document root? It is meant to be accessible 
from browsers and API callers. Only put there what you want 
potentially accessible.

w Details coming up

Mistakes people make



Defined in a web server config file or without a web server 

w /www/myserver/htdocs (or htdocs/public)
w "Public folder" (document root)
w Contents can include code and static files 

(.js., .css, images, fonts)

w /www/myserver/src/application  and so on. 
w Code that is not meant to be served directly, 

but pulled in by code in the document root

w /www/myserver/config or env etc.  
w Configuration files

Typical web server directories



w Example: .env file

w .env files can contain passwords and other secrets

w They should not be put in the document root. (I've seen it 
happen)

w For extra protection against this mistake, use web server rules

Mistake 1: Sensitive files in doc root 



w .env, .htaccess, .gitignore, and "hidden" files

w Use Apache directives :
<LocationMatch "/\.(?!well-known/)">
Require all denied
</LocationMatch>
The [F] means "403 forbidden" or
“You don’t have permission to access this resource.” 

w Test that access is blocked by running:
w curl https://mysite.com/.htaccess
w Curl command should return “HTTP/1.1 403 

Forbidden”

Protect from leaking .env and other files



w Example: allowing the user to upload images or spreadsheets 
and placing the files into document root

w Risk: User could upload a file containing code, then execute it 
using a browser, curl, etc. The code file could then, 
potentially, make other code changes, exfiltrate data, etc.
w See Mistake 3 for an additional protective step

w Protection: 
w Your application should save uploaded files to a temporary work 

directory, NOT directly into document root.
w A separate process should check the file for correct extension, 

contents, etc.
w Only then move it to document root, if appropriate, or better still, 

launch it as a temporary file in the browser.

Mistake 2: Uploads into doc root



w The document root should be read-only, except by authorized 
people or processes that are supposed to add or change code

w QTMHHTTP should never have *W privilege on directories or 
files in the document root or its subdirectories

w The setup below looks all right if ALAN is a special user

Mistake 3: When apps can write to doc root



Open source safety



w Rapid innovation

w Protection from vendor business decisions

w Community and sharing

w Common tools across platforms

w Solve problems yourself if needed

Benefits of Open Source Software



w VS Code, Code for i, and community extensions

w IBM's MCP Server (for AI)

w IBM's Mapepire database connector

w PHP and Python languages

w Node and javascript frameworks

Examples



w How to set up your open source environment
https://www.seidengroup.com/open-source-documentation/ 

New to Open Source on IBM i?

https://www.seidengroup.com/open-source-documentations/
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Language-specific tips



w Open source, dynamic languages change more quickly than 
traditional languages such as RPG

w Each has its own lifecycle that you should get familiar with
w Example: PHP releases a new version yearly with smaller monthly 

updates

w Check https://endoflife.date

Stay current



w PHP
w PHP 8.5: newest stable release
w PHP 8.4, 8.3, 8.2: still maintained
w PHP 8.1 and below: EOL
w Check:  php -v

w Node.js 
w Node.js 22: newest on IBM i  
w Node.js 20: EOL April 2026
w Node.js 18: EOL April 2025
w Check: node -v

w Python
w Python 3.13: newest on IBM i 
w Python 3.9: EOL 2025
w Python 3.6: EOL 2021 
w Check: python --version

Current versions of languages



w Applications in production should have an upgrade plan

w Set up a development area you can test new versions in
w If no dev partition, use a “chroot” container

w Consider a minor update at least quarterly

w Set aside time to upgrade and test

Have a plan for regular upgrades



w Basic extensions are compiled in already
w Not as important to download extra packages as with other 

languages

w Database connectors and toolkit are most mature

w Includes most of what's needed for web/API, so does not 
need many extra packages

w Official Support
w Options here: 

w https://www.ibm.com/support/pages/php-ibm-i 
w (Seiden Group and Zend/Perforce)

PHP



w I was about to say I had not heard about any hacking of 
the Python ecosystem (more later about supply chain 
attacks). This one was caught/stopped quickly.

Python



w Designed to use downloadable modules for needed 
functionality

w There are millions of modules that rely on each other

w Install modules via "npm" command 

w Modules evolve, change. Need to keep an eye out

Node



Installing open source
(safely)



General safety principles
w Use versions you have tested and that have no 

known security vulnerabilities

w Do not install packages from public repositories 
directly into production

w Test in a test area, and once the packages are 
proven, move those proven versions to production



Set Up Open Source Environment
w https://www.seidengroup.com/php-documentation/how-to-set-

up-the-ibm-i-open-source-environment/ 

w IBM i SSH server service must be running (port 22 by 
default)

w STRTCPSVR *SSHD  to start SSH

w Install environment using
Access Client Solutions (ACS) 
Open Source Package Management
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Get a "good known working repository"

w Clone a repository that you can install again, as 
needed, in production or other servers.



Why do you need a "good working" repo?
w If you find a bug in a package

w Example: ODBC driver 1.1.0.28 had several bugs

w Can't we use yum downgrade to bring us back to 
1.1.0.27?  In this case, yes, but not always, because 
IBM deletes older versions from their live 
repository. 

w One of our PHP support customers needed ODBC 
1.1.0.23 in production to match what they had in 
development, but since IBM no longer hosted 
1.1.0.23, the company had to manually copy files 
from /QOpenSys and missed some, causing weeks 
of extra work and confusion



Why else?
w To have a version that will have no unexpected 

security issues.

w For more on the risks of security issues that can 
pop up, we will cover supply chain poisoning.



Repotrack for quicker cloning 
w The ACS clone/mirror approach will copy ALL files in a 

repository, even the ones you do not need, and all old 
versions.

w If you only want specific components and their 
dependencies, the repotrack command is quicker.

w Example of downloading only the needed rpm files for 
PHP and related components:

repotrack "php-*" siteadd ibm-iaccess ibmichroot
yum install *



Supply Chain Issues



Npm hack in September 2025
w https://www.seidengroup.com/2025/10/17/what-the-

shai-hulud-npm-worm-means-for-node-js-developers/

w Situation: Node.js applications can use hundreds of npm 
modules. In the last year, these have been hacked more 
than once
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Steps of the attack
w Began with phishing of an npm maintainer

w People who installed the compromised npm were 
affected, as the worm searched for secrets such as npm 
tokens, GitHub access tokens, and cloud credentials

w It also added hidden GitHub Actions workflows that sent 
data to attacker-controlled servers

w … and more… 



Mitigation instructions at the time
w Suspend non-critical npm deployments until dependencies 

are reviewed against the Qualys list of affected packages.

w Rotate credentials: npm tokens, GitHub tokens, deploy keys, 
and any cloud credentials used in pipelines.

w Audit CI/CD pipelines and GitHub workflows for unauthorized 
changes, especially new or altered workflow files.

w Investigate unusual outbound activity during builds, such as 
suspicious HTTP(s) requests or unexpected modifications to 
package.json.

w Do not rely solely on npm audit. It may not yet flag all 
affected versions. Use the Qualys list and targeted scripts.

https://threatprotect.qualys.com/2025/09/17/multiple-npm-packages-affected-by-the-ongoing-supply-chain-attack-shai-hulud-malware/


Node npm community reacted
w Removal of over 500 compromised packages

w Blocking upload of packages related to the worm

w Mandatory two factor authentication (2FA) in future

w Use of OpenID Connect authentication to replace long-
lived tokens

w Adoption of gradual rollouts, rather than immediate 
publishing that can cause rapid infection of many 
packages



Our customers have noticed
Last week, a customer emailed me:

Hi Alan,

We are reaching out regarding the recently identified pattern of software supply chain 
compromises, affecting major open-source software repositories like Node Package Manager, 
Composer, Nuget, Pypi, and associated GitHub repositories, which introduces significant risk to 
ALL software development and CI/CD environments.

As part of our third-party risk management program, we are requesting confirmation of your 
organization's assessment and response to this issue. Please provide the following information:

Whether your environment uses any affected packages (see below links of recent packages 
affected)

Actions taken to identify potential exposure (e.g., inventory review, SBOM analysis)

Mitigation steps implemented (e.g., suspension of updates, hash pinning, repository proxies)

…



Beware automatic installation scripts
w https://it.slashdot.org/story/26/06/01/1624228/red-

hat-npm-packages-compromised-to-spread-a-credential-
stealing-worm

w RedHat npm packages affected by this one

w "Each compromised package declares a preinstall script 
in its package.json that executes node index.js 
automatically on every npm install, before any 
application code runs and before the developer has any 
indication something is wrong. The index.js file is 4.2 MB 
payload hidden behind multiple layers of obfuscation."

w The script finds AWS access keys, Github Actions secrets, 
Azure credentials, HashiCorp Vault tokens…
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NEW: npm update to control scripts
w https://github.blog/changelog/2026-06-09-upcoming-

breaking-changes-for-npm-v12/

w npm 11.16.0 will warn about unapproved scripts

w npm 12 will block unapproved scripts

w Example of approving scripts for odbc module:
npm approve-scripts odbc  
Approved odbc:
   added odbc@2.4.7

w We must approve odbc npm scripts because the installation 
runs node-gyp (needed to compile the odbc driver).

w I ran npm install npm@latest -g
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General rule: minimize dependencies
w Always minimize the number of third party components you 

use, even frameworks

w For Node.js, specifically, minimize the number of npm modules 
w An npm often uses many others underneath, multiplying your exposure

w Example: Axios npm supply chain compromise (March 2026)
w Axios provides HTTP request support from Javascript

w Browser "AJAX" calls
w HTTP calls from Node.js on the server

w Commonly used module
w Native alternative: Fetch API (modern browsers and Node 21/22)

https://github.com/axios/axios/issues/10636


For Github Actions, pin to a version
w You can guarantee using a specific version of a Github action 

via commit SHA hash

w actions/checkout@692973e3d937129bcbf40652eb9f2f61becf3332

w Real example from our work with a customer's Github Actions

https://www.stepsecurity.io/blog/pinning-github-actions-for-enhanced-security-a-complete-guide
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"npm ci"
w I asked IBM at the time, 

"What about applications 
such as MCP server, built 
in Node and using npm 
modules? Are they safe?" 
(https://github.com/IBM/i
bmi-mcp-server)

w IBM answered: Don’t just 
"npm install" it. Do npm 
ci ("clean install") using a 
known package-lock.json 
with known good versions



What about VS Code?
w VS Code extensions have been hit (GlassWorm recently)

w Suggestion: use Auto Update only for your most trusted 
extensions

w Consider OWASP IDE-VulScanner (has its own dependencies)

https://thehackernews.com/2025/10/self-spreading-glassworm-infects-vs.html
OWASP%20IDE-VulScanner
OWASP%20IDE-VulScanner
OWASP%20IDE-VulScanner


One more trend in supply chain
w Commercial repositories of tested components

w More like how IBM curates its own open source

w One company I spoke to at the Linux Foundation MCP Dev 
conference in New York in April:
w https://www.chainguard.dev/



What about RPG?



w Easy deployment – no dependencies to manage

w No "yearly/quarterly upgrade cycle"

w Direct, native integration with Db2
w No need to "make a connection"
w No extra database jobs to manage (e.g. QZDASOINIT jobs)

w A solid API back-end

RPG Benefits for APIs



More Tools



w Open source relies on package dependencies

w Dependabot looks for security updates on packages

w You can set it up to scan your private Git repository for 
updates for packages that you use

Security: GitHub Dependabot



w Prevent insecure package updates

w Install Roave/security-advisories in Composer.json
w composer require --dev roave/security-advisories:dev-

latest

w Then, whenever you run Composer require or update, throws 
error if any known security issues

      https://github.com/Roave/SecurityAdvisories

Package security tip for PHP

https://github.com/Roave/SecurityAdvisories


w Installs on your PC
w Seiden Group has also ported to IBM i (ask us)

GoAccess for Apache log insight 



Update Easily and Often 
for Speed & Security



w yum update "php-*"

w yum install python39

w yum install nodejs22

How to upgrade



w Applications in production should have an upgrade plan

w Set up a development area you can test new versions in
w Even if it’s a “chroot” container

w Consider a minor update at least quarterly

w Set aside time to upgrade and test

Have a plan for upgrading



w Schedule regular environment reviews with your team

w Consider professional open-source support. Look for:
w Interactive system reviews
w Hands-on update help
w Full stack troubleshooting
w IBM i expertise

w Keeps you running smoothly

Best way to stay updated?



Protect from Bots



w We will be publishing an expanded presentation by Holly 
Lacher from the Seiden team

w Holly presented her better version for the OCEAN group

w Watch our newsletter for 
a link in the next 
week or two

w Includes details on 
defeating 
credit card number testing

A few tips about bot protection 



w Bots can tie up your site if use many connections/threads

w Review web server logs for repeated access by bots
w Now AI training bots

w You can restrict by IP using firewall

w We are also seeing success with 
commercial reverse proxy services, 
such as Cloudflare, 
to reduce denial of service attacks by bots

‘bots can keep your site busy 



Cloudflare I was there



w See what bots and spiders are coming in

w https://goaccess.io/ and IBM i version from Seiden Group

Try GoAccess 

https://goaccess.io/
https://goaccess.io/


Cloudflare management (free version)



You can restrict by IP using firewall

AI Crawl Control

https://blog.cloudflare.com/introducing-ai-crawl-control
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AI Crawl Control (detail)



AI bots misbehaving



Honeypot traps (paid version)



LLM filters (Personal info and more)



Custom rules by country and more

w See who tried to solve managed challenge ("are you a 
human?")

w "WAF Score" shows threat risk



Overview of benefit to the server

w Stopped 50,000 unneeded requests (even in the free 
version)



w What did you learn that you will use?

w Anything important you hoped to see?

Key Take-Aways



w Code for i Fridays
w https://www.seidengroup.com/vs-code-for-i-fridays/
w Next: June 19 at 2:30pm ET

w IBM i Strategy and Tips (monthly)
w https://www.seidengroup.com/tips/

w PHP Free Upgrade Assessment
w https://www.seidengroup.com/free-php-upgrade-assessment/

Free Resources from Seiden Group
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Alan Seiden
Seiden Group
Ho-Ho-Kus, NJ
alan@seidengroup.com
201-447-2437 

Monthly Tips:  
seidengroup.com/tips

Open Source Support and Seiden PHP+ Server
https://www.seidengroup.com/seiden-php-for-ibm-i/
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