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.E The Components

Deep-dive into the Hardware
Management Console (HMC),
Flexible Service Processor (FSP),
eBMC, and IBM i — what they are
and how they relate.

ﬁ Connectivity & Relationships f Upgrades & Management
_

Understand how these
components connect,
communicate, and depend on each
other across your POWER
infrastructure.

Step-by-step guidance on
upgrading HMC code, server
firmware, and the operating
system — in the right order, the
right way.
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Components Overview

What is each component and what role does it play?



Hardware Management Console (HMC)

e Intel-based PC appliance running Linux — dedicated to managing POWER server partitions
e Supports POWERS5 through POWER11 hardware generations

e Core Functions:

Partition management (create, activate, shut down)
HMC Licensed Internal Code maintenance

User access and role configuration

Service applications and Call Home

Local Information Center access




HMC — Key Capabilities

Management & Console Connectivity & Service

e  Easy to manage via modern web Ul e Direct link to eBMC/FSP interface

e (Can serve as partition console e  Access to ASMI (Advanced Systems

e  Supports remote console access Management Interface)

o Remote access to the HMC itself e Centralized firmware management

e  Partitions run without HMC connection *  Scheduled task automation

e Service agent & Call Home integration




HMC Version Compatibility

HMC Version Supports POWER Generations _

HMC V9 POWER7, POWERS, POWER9 Last classic view: 8.8.6

HMC V10 POWERS8, POWER9, POWER10 Cannot load on CR9 or lower
HMC V11 POWER9, POWER10, POWER11 Required for POWER11

CR9 HMC Supports firmware up to 9.9.2 Connects to Firmware 950

A POWERS requires HMC 8.8.1+ | POWER9 requires HMC 9.9.1+




HMC V10 / V11 — sign-on screen

Hardware Management Console

Log in

User ID

Password

Learn about the HMC Interface

SYSTEMS
are all good

Attention
LEDs

PARTITIONS
are all good

0

VIOS
are all good
Serviceable

Events
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Hardware Manage

m . office.itechsalocom/hmefronnect

Sign In

Authorized Access Only

The information contained in this network is
proprietary amd confidential, and Is Intended
only for authorized employess of (Tech
Solutions. If you are not specifically authorized
to access this network, any use, including
copying and  distibution, of  Informnation
contained in this system is strictly prohibited,
you are no longer an authorized user of this
Information, do not read, copy, wse of disclose

& coinbase «B IBM Software RFE Co

E g2 ML Search ook ow» =

HostingFast for Acceu ups By Cybernelics

sl IBM Data starage leal

any of it and return any Information andfor

User Name

SYSTEMS PARTITIONS VIOS
are all good are all good are all good
Aftention Serviceable

LEDs Events




Flexible Service Processor (FSP) & eBMC

Independent Power Boundary

Runs on its own power boundary — continuously
monitors hardware and environmental conditions even
when the main system is powered off.

Direct Communication Only

Communicates exclusively with the Real Control Panel,
PHYP hypervisor, and the HMC. ASMI provides the
browser-based window into FSP.

Firmware Loading

Loads PHYP code from Flash into system memory and
starts the processors. Does not interact directly with
IBM LIC or AIX/Linux.

Diagnostics & Error Control

Provides hardware diagnostics, initialization,
configuration, run-time error detection and correction
throughout the system lifecycle.




Advanced Systems Management Interface
(ASMI)

Connection Details Administrative Functions

e  Browser-based service processor menu e  Read service processor error logs
system e  Read vital product data (VPD)

e  Connect via HTTPS through HMC EthO port e  Configure and control the service

e POWER5:192.168.2.147 / 192.168.3.147 processor

e POWER6to 11:169.254.2.147 / e  Control system power on/off
169.254.3.147 e  Perform general and administrator-level

tasks




Launch ASMI from HMC

Power HMC

FBBEHMCP10.floridabarexam.org

Dashboard

System resources
Systems
Partitions

Virtual

HMC Management
Performance dashboard

User management

Logs

Serviceability

Call home

Systems

Details

1 item selected

1

Usage

System name

r-9105-41B-

Resources

State

@ Operating

Levels

State detail

All

Create

Machine type

9105-418

Connections and operations Performance Firmware

Power off system
Reference code
Rebuild system
Schedule operations
Change system password
VMI connection
Launch Advanced System Management (ASM)
Service processor status
Setup FSP failover
Initiate FSP failover
Manage system profiles
Power management
Manage partition availability priority
View workload management groups
Capture with physical I/O as template
Capture without physical I/O as template

Reset or remove system connection

Service v

CoD v

Description

Config backup ~ | Can

Tags

Edit tag &




ASMI — Advanced Systems Management Interface

Systems @z

. Advanced System Management - Personal - Microsoft Edge — (] x

€© Not secure hitps://192.168.1.56/asmproxy/AsmProxy/proxy?asmip=172.16

Details Copyright © 2002, 20

IBM Corporatio :
All rights reserve Firmware

F i
1 o satorie - Advanced System Management

Server-9009-41A-

SN7836550 FW950.11 (VL950_075) RVt

m

. . P 7 AAR T TN

F41A

1

Welcome

Machine type-model: 9009-41A F22B %
Serial number: 7836550

Date: 2025-5-13

Time: 19:39:29 UTC

Service Processor: Primary (Location: U78D2.001. WZS06L8-P1-C1)

Password:

Language:

English

The User Status table which displays user ids and the status of user ids are only visible
to users logged in with at least admin privileges.




Partitions — LIC and IBM i

e Licensed Internal Code (LIC): product 5770-999 — unchanged from previous releases
e IBMi OS: product 5770-SS1 (same approach applies to AlX)

e Critical Distinctions:

LIC is loaded on EACH partition individually — not shared between partitions
LIC is NOT the server firmware running on the FSP/eBMC — these are completely separate




Connectivity

How the HMC, eBMC/FSP, and partitions connect
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IBMi, FSP/BMC, and HMC

Partitions

LPAR1 —H
LPAR2
Service LPAR3
pProcessor
HMC connection .
—
HMCH
['i] oth0 HMC2\E

(W] eth1




HMC Network Configuration

ETHO: Private Network ETH1: Open Network

e ETHO — Private / Closed Network e ETH1 — Open Network

e  Configured as DHCP server e  Connects to your corporate or public LAN

e  Unique address range, not routable e  Receivesinbound remote HMC
externally connections

e Connects to eBMC/FSP HMC1 port e Used for PTF and firmware downloads

e Never exposed to open internet from 1BM

e Internet-connected for IBM ordering




HMC Ethernet Ports — 7063-CR1

General purpose network

POWER private network to FSP(s) & BT AC netw O rk
SysAdmin User access network to HMC




HMC Ethernet Ports — 7063-CR2

Pesesezexesesesesesesex

eth3 eth2 ethl ethO IPMI/BMC




Configure Server VMI Connection from HMC

Dashboard
Resources

Details

System resources
1 item selected Add tag + Create v Connections and operations ~ Performance Firmware -

Systems ’
—
Partiti Power off system updated
artitions
e [ | System name State Rebuild system (Updated Machine type Serial number Physical at
irtua servers
Tags O @ Goasesso © Operating Fenloeganian 1 9009-41A 7836550 LED off
2 02503 v
. _ _ Change system password  updated
Shared storage pool clusters § &
Server-9105-22B- :
: 0 t - f
Power enterprise pools © 78C34E1 © Operating VMI connection 2 9105-228 78C34E1 LED off
.| - »

System plans Launch Advanced System Management (ASM)
Templates Service processor status updated

HMC management Manage system profiles  updated

Schedule management Power management

Performance dashboard [ View workload management groups

Environmental dashboard [ Capture with physical I/O as template

Call home management Capture without physical I/O as template

Service management Reset system connection updated

VIOS images Remove system connection updated




Configure VMI Connection from HMC

VMI Configuration

This page displays the vmi configurations in tabular view. You can modify the selected vmi configuration. After a modification, table data needs to be refreshed by clicking refresh button

Learn More 2

Action v g
Modify ddress Prefix Length Gateway Subnet Mask Network Interface IP Type
Clear
~ ).0 - 0.0.0.0 0.0.0.0 eth1 static
B 128 3 - eth1 static
- 172.16.115.194 - 0.0.0.0 255.255.0.0 eth0 dhcp

128 : - eth0 static




Configure VMI Connection from HMC

i configurations in tabular view. You can modify the selected vmi configuration. After a modification, table data needs to be refreshed by clicking refres

Modify Configuration

View and Modify VMI network configuration for the selected network interface.

IP Address Type ®) |PV4 Addres PV6 Address :
Network Interface eth0

IP Type DHCP -

IPV4 Address

Subnet Mask

Gateway

Force (?

Modify Cancel




Upgrade Order & Strategy

The sequence matters — always upgrade in this order



Correct Upgrade Order

1 p - 3

HMC eBMC / FSP Local OS

Upgrade the Hardware Management Update server firmware (Service LIC (5770-999) and IBM i (5770-SS1)
Console first Processor) — or AIX

A\ A disruptive update to the FSP/eBMC will immediately end ALL active partitions. Always plan and communicate
maintenance windows.




HMC Information

Systems

Resources

v <

System name State State detail IP address Machine type]
Carver
~ Server-9009-41A- 0 i i
@ gny7836550 perating 172.16.222.41 9009-41A
pol clusters
: Server-9105-22B- . _
@ Sacsaet Operating 172.16.149.72 9105-22B
>’

Quick Links




HMC About info

Power HMC

HMC Name: HMC.peteandi.com
Ve n: 11
Release: 2
Build Level: 2
> Pack: 1120
Base v 1 V11R2

HMC driver: NJA

Machine Type: 7063 - CR2

Serial Number: 78C8C4D

BIOS: mowgli-ibm-0OP9_v2.5_4.142-prod

Powered by
4 Java

Cormt
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HMC & FSP Code Combinations — POWER11

https://www14.software.ibm.com/support/customercare/flrt/mtm

Server MTM 9824-22A System firmware

HMC and HMC Virtual Appliance 0B1110_082
0B1110_0388
0B1110_0%90
0B1110_107
0B1110_116
OB1110_119
0B1110_130

Vil R1 M1110 Supported
Vil R1 M1111 (1) (2) (3) (4)

Yellow -Within 6 months End Service
Pack Support

Pink - End of Service Pack support
Blue -Reduced Support




HMC & FSP Code Combinations — POWER10

Server MTM 9105-41B

System firmware

HMC and HMC Virtual Appliance ML1060_064 ML1050_059 ML1050_052 ML1030_026 ML1020_079

Vil R1M1110
V11 R1M1111 (1) (2) (3) (4)

V10 R3 M1060

V10 R3 M1061

V10 R3 M1062
V10 R3 M1063 (4) (5)

V10 R3 M1050
V10 R3 M1051 (4) (5)

V10 R2 M1030
V10 R2 M1031
V10 R2 M1040
V10 R2 M1041
V10 R2 M1042
V10 R2 M1043 (4) (5)

V10 R1 M1020
V10 R1 M1021

ML1060_067 ML1050_070
ML1060_076 ML1050_075
ML1060_088 ML1050_078
ML1060_093 ML1050_080
ML1060_107 ML1050_087
ML1060_109 ML1050_088
ML1060_117 ML1050_089
ML1060_120 ML1050_093
ML1060_129 ML1050_094
ML1060_148 ML1050_101
ML1060_149 ML1050_113
ML1060_157 ML1050_115
ML1060_160 ML1050_122
ML1060_161 ML1050_123
ML1060_170 ML1050_132

Supported Supported

Supported

Supported

Unsupported Supported

upported

Supported

Supported

Unsupported Unsupported Unsupported

Unsupported Unsupperted Unsupported

ML1030_030 ML1020_085
ML1030_045 ML1020_089
ML1030_058 ML1020_097
ML1030_060 ML1020_102
ML1030_065 ML1020_106
ML1030_075 ML1020_112
ML1030_082 ML1020_118
ML1030_089 ML1020_120
ML1030_091

ML1030_093
ML1030_094
ML1030_099
Supported Supported
Supported Supported
Supported Supported
Supported Supported
Unsupported Supported

Yellow -Within 6 months End Service
Pack Support

Pink - End of Service Pack support
Blue -Reduced Support




HMC & FSP Code Combinations — POWER9

Server MTM 9009-41G System firmware

HMC and HMC Virtual Appliance VL950_045 VL941_035
VL950_072 VL941_039
VL950_075 VL941_045
VL950_087
VL950_092
VL950_099
VL950_105
VL950_111
VL950_119
VL950_124

* Yellow -Within 6 months End Service Pack

VL950_136

Vios0-149 Support

e * Pink - End of Service Pack support
viseo a7e * Blue -Reduced Support

VL950_179

Vioso 213

Vil R1 M1110 Supported  Supported
Vi1 R1 M1111 (1) (2) (3) (4)

V10 R3 M1050 Supported  Supported
V10 R3 M1051
V10 R3 M1060
V10 R3 M1061
V10 R3 M1062
V10 R3 M1063 (4) (5)
V10 R2 M1030 Supported  Supported
V10 R2 M1031
V10 R2 M1040
V10 R2 M1041
V10 R2 M1042
V10 R2 M1043 (4) (5)




HMC Code Update

Version upgrades and PTF corrective service
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What Version Is My HMC — V10 About

I+ Most Visited @ Getting Started Salesforce.com Syste... & Coinbase oEv IBM Software RFE Co.. v IBM Data storage feat.. oEv IBM notice: The page ... I HostingFast for Accou... Backup by Cybernetics

Hardware Management Console Feedback

Console Management =  Console Management All Resources » Q

»* Pin:
Console Management o=
@ Hos
E Manage console operations and maintain data for the management console Proc
Resources
Management
€€\‘3 [= Shut Down or Restart the Management Console Shut down or restart the management console
= [2 Schedule Operations Schedule an operation that you want to perform on the management console
Console
Management = View Licences Review third party and other licenses agreements for the product.
[2 Update the Hardware Management Console Update the internal code of the management console, view system information and readiness
@ Maintenance and Data
Users and . .
2 . U
Security [= Format Media Format a USB flash memory device
[2 Backup Management Console Data Bacl_( up hal'q d\ék |an|'m§t\Dr1 fm'the_ management console to a local system, remote system, or a remote site. You must have access as an operator, super =
administrator, or service representative
Q [2 Restore Management Console Data Restore critical back up data for the management console. You can restore from NFS, FTF, SFTF, or a removable media. : '_\'-"‘i'
Serviceability [2 Save Upgrade Data Save upgrade data to the hard disk of the management console .
[2 Manage Data Replication Enable or disable the current management console to act as a server that receives or sends customized data to or from another management console

Clos

Clos




Update HMC V11

HMC management

HMC settings

Network settings

Network diagnostic updated
information

Network topology

BMC settings

BMC Web Log In

Data replication updated
Third party license agreement
Additional license agreement
System certificates

Cloud connector

HMC certificates

Certificate revocation list
Import certificates updated

Truststore updated
management

HMC details

HMC name
HMC.peteandi.com

Date of last reboot
May 20, 2026 (10 minute(s) ago)

Date of last update

May 12, 2026

Current HMC level / PTF number

V11 R2 SP1120

HMC settings

Idle time out (minutes)

120 =

Secure boot
" Enabled

BIOS

mowegli-ibm-0P9_v2.5_4.142-prod

Login suspend time (minutes)

+ 5

Restart HMC

Save

Shut down HMC

Backup HMC data

Restore HMC data

Save HMC upgrade data
Restore HMC upgrade data
Format media

Launch guided setup wizard
Update HMC

Upgrade HMC




Update HMC V10

=  Power HMC Q Feedback ® O D ®

P10|
HMC Management Update HMC [
Shut down or Restart

HMC settings A

HMC Details Backup HMC data
Network Settings 04
Network diagnostic o HMC name Restore HMC data
information i

P10HMC.maytrucking.com S e dRE
Network topology 3

Date of last reboot Secure boot Schedule operations
BMC connectivity April 5, 2023 (17 day(s) ago)  Enabled
Inband BMC credentials Format media

Date of last update BIOS
BMC Web Log In L h suided izard

January 19, 2023 mowgli-ibm-0P9 v2.5_4.125-prod aunch guided setup wizar
Data replication (]
Licenses U Current HMC level / PTF number

V10 R2 SP1030
HMC certificates [
System certificates HMC settings
Certificate revocation list (4 Idle time out (minutes) Web UI suspend time (minutes)

120 = + 5 = +
ut Maximum web UI login attempts
] -+ 3 -+ v
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Update HMC V9

IBM notice: The page ... |- HostingFast for Accou... Backup by Cybernetics

£F Most Visited @ Getting Started Salesforce.com Syste... & Coinbase ofv IBM Software RFE Co... oZ» IBM Data storage feat...

Hardware Management Console hmec2.office.itechsol.com Feedback

All Resources « Q

Console Management > Console Management
o Pin
»* =
Console Management 5 Hos
E Manage console operations and maintain data for the management console Proc
Resources
Management
€€,‘3 [2 Shut Down or Restart the Management Console Shut down or restart the management console
- 2 Schedule Operations Schedule an operation that you want to perform on the management console
Console
Management [2 View Licences Review third party and other licenses agreements for the product
[2 Update the Hardware Management Console Update the internal code of the management console, view system information and readiness
Maintenance and Data
Users and
. . U
Security [2 Format Media Format a USB flash memory device
[ Backup Management Console Data Back up harq dI-Sk \nformétlo_n forthg management console to a local system, remote system, or a remote site. You must have access as an operator, super =
administrator, or service representative.
Q [Z Restore Management Console Data Restore critical back up data for the management console. You can restore from NFS, FTPR, SFTP, or a removable media ) .ﬁr.ti‘
Serviceability [ Save Upgrade Data Save upgrade data to the hard disk of the management console.
) Actid
[2 Manage Data Replication Enable or disable the current management console to act as a server that receives or sends customized data to or from another management console Prod
Tem|
) Shu
) Clos

-) Clot




Updating the HMC — Two Methods

e Version Updates — "Upgrade HMC"

New release upgrade performed as an IPL using a bootable image
Always run Save Upgrade Data BEFORE starting the upgrade
Always backup to external media (USB or FTP image) first

e PTF / Corrective Service — "Update HMC"

Applies fixes within the current release (like OS PTFs)
Less disruptive — no full IPL required




New Release: HMC Version Upgrade

Example — upgrading to V9 (9.9.1) via SSH:

getupgfiles -h public.dhe.ibm.com -u anonymous --passwd anonymous \
-d /software/server/hmc/network/v9910

chhmc -c altdiskboot -s enable --mode upgrade

hmcshutdown -r -t now




Two Types of Backups — MC Data & Upgrade Data

Hardware Management Console ce.itechsol.com

Console Management > Console Management All Resources ¥ O

Console Management
E Manage console operations and maintain data for the management console
Resources
Management
€§h [2 Shut Down or Restart the Management Console Shut down or restart the management console
- [2 Schedule Operations Schedule an operation that you want to perform on the management console.
Console
Management [Z View Licences Review third party and other licenses agreements for the product.
[2 Update the Hardware Management Consaole Update the internal code of the management console, view system information and readiness
Maintenance and Data
Users and )
. . U
Security [Z Format Media Format a USB flash memory device.
. Back up hard disk information for the management console to a local system, remote system, or a remote site. You must have access as an operator, super
[2 Backup Management Console Data X T S .
administrator, or service representative
Q [2 Restore Management Console Data Restore critical back up data for the management console. You can restore from NFS, FTP, SFTP, or a remavable media
Serviceability [2 Save Upgrade Data Save upgrade data to the hard disk of the management console
[2 Manage Data Replication Enable or disable the current management console to act as a server that receives or sends customized data to or from another management console.

o P

O He
Pr

) Ac
Te
) St

) Cl

) Cl




Save Upgrade Data Before Upgrade

[ All Bookmarks

Power HMC o € L\ )

FBBEHMCP10.floridabarexam.org

HMC Management

71 FBBEHMCP10: Save Upgrade Data - Google Chrome - =] X

HMC settings © Notsecure  Bétps//10.10.10.3/hme/content?taskld =44&refresh=49

Dashboard Network Sattings
Save Upgrade Data Wizard

System resources & Network diagnesticin

Save Upgrade Data

Systems Network topology
. [AEEET i s Select the media on which you want to save upgrade data. If
Partition. BMC connectivity you choose to save to USB flash memory, insert the media, then re t
select "Next'. nabled
Virtual 1 Inband BMC credentig Media:

TR — gli-ibm-0P9_v2.5_4.127-prod

Hard drive
USB flash memory device
Remote Server

BMC Web Log In

orage pool clusters S
age poc Data replication

enterp pools

Licenses

ystem pla
HMC certificates

Templat: nd OS Ima

System certificates

HMC Management g
Certificate revocation suspend time (minutes
Performance dashboard
Cloud connector — +
User management
Logs num login attempts
Serviceability - +

Call home ~ Next > Cancel Help

ificate validity

Maximum certificate validity (days)

3650 = +

Save




Corrective Service: HMC PTFs

Power HMC Q @ o Y

Systems

Details Usage Resources Levels All

1 item selected Create v Connections and operations v Performance v Firmware v Service v CaoD ~ Config backup v | Cancel

Check readiness
System name State State detail Machine type Serial number Att ance code Tags
View current system firmware levels

@ ?ggg;ﬁf“ﬂla' © Operating 9105-41B 785CFAL Update system firmware Add tag +
View current I0 firmware levels
Update 10 firmware
View current SR-IOV firmware levels
Update SR-IQV firmware
Import updates
Set next IPL flash side

Activate deferred updates

Purge import staging location
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HMC PTF Source — IBM Fix Central

N T poamre e U mrae s

@ B PioHMCmg O Ea https://10.10.1.102/hmc/content?taskld =75&refresh=158 w 8 = ~
<« C e » g =
£ MostVisted © G Update system firmware

>> [ Other Bookmarks

= Power HMC @ License Agreement () eBMC Readiness QO Type ) Repository () eBMC Levels ) eBMC Summary

P10
Syst Welcome
Use this wizard to update system firmware on the selected managed system(s)
Details Accept License
Management Consele License Agreement
.
Usage of the Management Console is subject to the terms and conditions of the following license agreement.
Sy e Tags
@ License Agreement for Machine Code Add tag +
THE POSSESSOR OF THE MACHINE ON WHICH THE MACHINE CODE IS INSTALLED RECEIVES CERTAIN RIGHTS AND
AUTHORIZATIONS TO USE THE MACHINE CODE AND ACCEPTS THE DUTIES AND OBLIGATIONS WITH RESPECT TO SUCH MACHINE
CODE SET FORTH IN THIS LICENSE AND APPLICABLE ATTACHMENTS AND ADDENDA (THE LICENSE), THUS BECOMING THE
HI

LICENSEE, ONLY BY ENTERING INTO AN AGREEMENT WITH IBM FOR THE MACHINE OR BY USE OF THE MACHINE. IF LICENSEE
ACCEPTS THE LICENSE BY USE OF THE MACHINE, THEN LICENSEE SHALL, AT IBM'S REQUEST AND AS AN EXPRESS CONDITION OF
LICENSEE'S CONTINUING RIGHTS UNDER THIS LICENSE, DELIVER TO IBM A SIGNED COPY OF THIS LICENSE WITHIN THIRTY (30)
DAYS AFTER SUCH REQUEST TO CONFIRM ACCEPTANCE. IF LICENSEE FAILS TO PROVIDE SUCH ACCEPTANCE WITHIN SUCH
THIRTY DAY PERIOD, THEN LICENSEE'S RIGHT TO USE THE MACHINE CODE TERMINATES.

1 | iranca Crant

« | accept the terms of this license agreement

About this wizard ¥

Cancel Next




HMC PTF Source Locations (cont.)

[ 3
-3 & pioHmcmg QO Gy h //10.10.1.102/hmc/content?taskld = w | = ~
< C x @ » 9 =
£ Mostvisited © G Update system firmware
Power HMC (@ License Agreement @ eBMC Readiness O Type () Repository () eBMC Levels () eBMC Summary

P10
Systt eBMC Based Systems Readiness
View eBMC based systems information below and their readiness states
Note: Systems found in not ready state will be skipped
Details
eBMC Based Systems
1 item s onfig backup v | Cancel
MTMS Name LIC Type Readiness Status EC Number Update Access Key Expiration Activated Level Installed Level Platform IPL Lev
E sy le Tags
9105-41B*785CFA1  Server-8105-41B-785CFA1  Managed System | Ready 01ML1030 5/28/26 fw1030.10 (045)  fw1030.10 (045) 045
< >
@ Add tag +
HI

About this wizard Cancel Previous Next




Remote HMC PTF Update

Apply a PTF directly from IBM's public FTP site:

updhmc -t ftp -h public.dhe.ibm.com \
-u anonymous --passwd ftp \
-r -f /software/server/hmc/fixes/MH99999.1iso




eBMC/FSP Server Firmware

Updating server firmware — versions, PTFs, and the no-HMC scenario
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Current Firmware Releases by POWER Generation

POWERG POWER?7 POWERS

EM350_176 AL770_126 SV860_246

CURRENT CURRENT

POWER9

VL950 213

ML1060_170 0B1110_130




eBMC/FSP — PTFs vs. Version Upgrades

Change LIC (Within Release) Upgrade LIC (New Release)

e Change LIC for the CURRENT release e Upgrade to a NEW release level

e Equivalent to applying a PTF e Example: ML1030 - ML1060 (POWER10)
e Same release, incremental fixes only e  Full version upgrade — like a new OS

e Less disruptive — no release change version

e  Requires more planning and testing




Change System Firmware Code — V10 & V11

Most Visited & Gi

& P10HMC.mg

C

Power HMC

Syst

Details

B sy

M o

& P10HMC: System Firmware Update — Mozilla Firefox

QO & https//10.10.1.102/hmc/content?taskid=7 =158
Update system firmware
@ License Agreement @ eBMC Readiness . Type

() Repository

System Firmware Type

Your FSP/eBMC based system has two update types. Select a type

Type
() Update

Upgrade

About this wizard

Description
Update to next fix or service pack

Upgrade to next major release

(O eBMC Levels

Cancel

(O eBMC Summary

Previous

& ©®@ » & =

> [ Other Bookmarl

Config backup ~ | Cancel

e Tags

Add tag +




Change eBMC System Firmware Code

& P10HMC: System Firmware Update — Mozilla Firefox — O ps
b || B riovmemgd O Ga hitps//10.10.1.102/hmc/content?taskld=75&refre 58 % 5 = N
& & ) A » & =
Update system firmware N r—

* Most Visited &2 Gi

Power HMC @ License Agreement @ eBMC Readiness @ Type . Repository O eBMC Levels O eBMC Summary ] f_;‘; % ‘_E

Syst

Details Specify the location of where the system firmware images reside

. Location I1BM Service Web Site| - )
1 item s¢g = = Config backup ~ | Cancel
IBM Service Web Site

Removable Media

System Firmware Repository

Sy FTP Site © LEE
Secure FTP Site

@ Import Staging Location Add tag +
Mount Point

About this wizard ¥ Cancel Previous Next




Change System Firmware — Step 2

@

P

L} Most Visited &2 G

& P10HMC.mg

C

Power HMC

Syst

Details

E sy

M o

@& P10HMC: System Firmware Update — Mozilla Firefox

QO G h

10.10.1.102/hmc/content?

Update system firmware

@ License Agreement @ eBMC Readiness @ Type @ Repository

. eBMC Levels

O eBMC Summary

Available Levels for Update

Specify the target level(s) of system firmware you wish to update

Note: Systems without updates available will be skipped

Select the eBMC system firmware level to update for each system in the table

Action v

MTMS EC Level Activated Level

) 9105-41B*7T85CFA1 01ML1030 fw1030.10 (045)

About this wizard ¥

Installed Level

fw1030.10 (045)

Cancel

Target Level

045 — DISRUPTIVE ~

Previous

T @ » 9y ¢

>> [ Other Bookma

Config backup ~ | Cancell

e Tags

Add tag +




Change System Firmware — Step 3

L+ Most Visited @ Getting Started Salesforce.com Syste.. & Coinbase Zv IBM Software RFE Co.. ¢Zv IBM Data storage feat.. «Zv IBM notice: The page ... 1 HostingFast for Accou... Backup by Cybernetics

Hardware Management Console hmc: ce.itechs om

@& hmec2: Change Licensed Internal Code for the current release — M... - O x
Resources > All Systems e ) . All Resources ¥ Q
O & == f .itechsol.com/hmc/content?tasklid= =
A” Systems 7 ~ x Y (2] Connect Systems__ s B = o "=
Change Licensed Internal Code - Prod-Power9
View and monitor the state
Click Start Change Licensed Internal Code wizard to perform a guided update of
Resources managed system, power, and I/O Licensed Internal Code (LIC). Click View system
Select All information to examine current LIC levels, including retrievable levels. Click Select
advanced features to update managed system and power LIC with more options
_| and additional targeting choices.
OE Select the type of action to perform
Console Sta rt Change Licensed Internal Code wizard
IManagement s View system information
a Select advanced features
@ OK || Cancel || Help
Prod-Power7 v
Users and
Security - - -
Operating <) Operating (~) Power off ) Power off “.) Power off
Serviceability
CPU 5CPU CPU 3.3 CPU CPU 0 CPU CPU 0 CPU CPU 0 CPU
1 Available 28 Available Y Available 0 Available 0 Available
GE 0.0 GB GB 29.0 GB GE 0.0 GB GE 0.0 GB GB 0.0 GB
840 »'—\'v'alfétlle €0 Available 00 Aval\‘;DIE 00 »'—\'v'alfétlle 00 A'v'alratlle




Permanently Apply Temporary Firmware

L} Most Visited @ Getting Started Salesforce.com Syste... C Coinbase ¢Ev IBM Software RFE Co... ¢Bs IBM Data storage feat... ¢Es IBM notice: The page ... r_ HostingFast for Accou...

Hardware Management Console hmc2 e.itechsol.com

@& hmc2: Change Licensed Internal Code for the current release —

O & ==
~

All Systems x ¥ o

Change Licensed Internal Code - Prod-Power9

Resources = All Systems

All Resources Q

Connect Systems...
View and monitor the state.

Ell

Click Start Change Licensed Internal Code wizard to perform a guided update of
managed system, power, and I/O Licensed Internal Code (LIC). Click View system
Select All information to examine current LIC levels, including retrievable levels. Click Select
advanced features to update managed system and power LIC with more options
and additional targeting choices.

Resources

f

A
Select the type of action to perform
CrrEn e Start Change Licensed Internal Code wizard
Management T View system information
a (® Select advanced features
@ OK | Cancel | Help
Prod-Power7 -
Users and
Security
) Operating (~) Operating ~) Power off ) Power off ) Power off
Serviceability
CPU s CPU CcPU 3.3 CPU CPU o cCPU CPU 0 CPU CPU 0 CFPU
1 Available 28 Available 0 Available 0 Available 0 Available
GB 0.0 GB CB 29.0 GB GB 0.0 GB GB 0.0 GB GB 0.0 GB
640 Available 990 Available 00 Available 00 Available 00 Available




FSP Code — V9

Power HMC L

FBBEHMCP10.floridabarexam.org
Systems -

Details Usage Resources Levels All

Dashboard

System resources 1 item selected Connections and operations Performance v Firmware Service v CoD ~ Config backup

Check readiness
System name State State detail Machine type Serial number Physical attention LED fiption Tags
View current system firmware levels

Systems

@ Operating 9105-41B 7898621 LED off Cll) Update system firmware

View current IO firmware levels
Update IO firmware
View current SR-IOV firmware levels

Update SR-IOV firmware

s Import updates

HMC Management Set next IPL flash side

Performance dashboard Activate deferred updates

User management . .
Purge import staging location

Logs

Serviceability

Call home




Perm Apply — Advanced Features

#1 FEBEHMCP10: System Firmware Update - Goegle Chrome =

© Notsecure  hitps://10.10.10.3/hmc/content?taskld =50&refresh=52

System|  uUpdate system firmware

@ License Agreement (O eBMC Readiness O Type () Repository () eBMC Levels () eBMC Summary

Details

Use this wizard to update system firmware on the selected managed system(s)
Syste

Accept License
Management Console License Agreement

<]

Usage of the Management Console is subject to the terms and conditions of the following license agreement

License Agreement for Machine Code

THE POSSESSOR OF THE MACHINE ON WHICH THE MACHINE CODE IS INSTALLED RECEIVES CERTAIN RIGHTS AND
AUTHORIZATIONS TO USE THE MACHINE CODE AND ACCEPTS THE DUTIES AND OBLIGATIONS WITH RESPECT TO SUCH MACHINE
CODE SET FORTH IN THIS LICENSE AND APPLICABLE ATTACHMENTS AND ADDENDA (THE LICENSE), THUS BECOMING THE
LICENSEE, ONLY BY ENTERING INTO AN AGREEMENT WITH IBM FOR THE MACHINE OR BY USE OF THE MACHINE. IF LICENSEE
ACCEPTS THE LICENSE BY USE OF THE MACHINE, THEN LICENSEE SHALL, AT IBM'S REQUEST AND AS AN EXPRESS CONDITION OF
LICENSEE'S CONTINUING RIGHTS UNDER THIS LICENSE, DELIVER TO IBM A SIGNED COPY OF THIS LICENSE WITHIN THIRTY (30)
DAYS AFTER SUCH REQUEST TO CONFIRM ACCEPTANCE. IF LICENSEE FAILS TO PROVIDE SUCH ACCEPTANCE WITHIN SUCH
THIRTY DAY PERIOD, THEN LICENSEE'S RIGHT TO USE THE MACHINE CODE TERMINATES.

1. License Grant

v | accept the terms of this license agreement

About this wizard 3 Cancel Next

vice ™~ CoD ~ Config ba

B Description Tat




eBMC/FSP — Successful Apply

Power HMC

FBBEHMCP10.floridabarexam.org

Dashboard
System resources
Systems

Partitions

HMC Management

Performance dashboard
User management
Logs

Serviceability

Call home

System

Details

1 item selec

Systel

© Not secure tHp

71 FBBEHMCP10: System Firmware Update - Google Chrome

0.10.10.3/hmc/content?taskld =50&refresh=52

Update system firmware

() License Agreement @ eBMC Readiness O Type

eBMC Based Systems Readiness
View eBMC based systems information below and their readiness states
Note: Systems found in not ready state will be skipped

eBMC Based Systems

MTMS Name LIC Type

9105-41B*789B621 Server-9105-41B-789B621 Managed System

®

About this wizard 3

Readiness Status

Ready

(& Repository

EC Number

01ML1050

Update Access Key Expiration

626/2027

() eBMC Levels

Activated Level

Ww1050.10 (059)

Cancel

(& eBMC Summary

Previous

Installed Level

Platform IPL

w1050.10 (059) | 058

vice CoD ~

B Description




eBMC/FSP: No HMC — OS Managed Firmware
Updates or use DSPFMWSTS

Firmware Service Update Policy MUST be set to OS Managed:

STRSST
> Option 1 (Start a service tool)
> Option 4 (Display/Alter/Dump)
> Option 1 (Display/Alter storage)
> Option 2 (Licensed Internal Code data)
-» Option 14 (Advanced analysis)
> FLASHLEVELS [Enter]




DSPFMWSTS — Display Firmware Status

File Edit View Communication Actions Window Help

BEg rtrtd@0IGBEEE Y 2 a de @

Service partition . . . . . . . . . . . . . . . . No
Firmware update policy . . . . . . . . . . . . . . : *HMC
Server IPL source . . e e e Temporary
Firmware product IDIrelease .. e e e e e 5733910 VIRIMO
Update access key expiration date e e e e O6/26/27
*ACTIVE ML1050_059 MHO1963

FW1050.10
*TEMP ML1050_059 MHO1963

FW1050.10
*PERM ML1050_059 MHO1963

FW1050.10




System Plans

System Planning Tool — designing partition configurations

56



System Planning Tool (SPT)

e Successor to the LPAR Validation Tool (LVT) — now called System Planning Tool
e Run from your PC — free download from IBM

e What It Configures:

* |/O Adapter (card) placement — which slots hold which cards
* Resource assignment — which 1/0 belongs to which partition
« Memory and processing capacity distribution

 CPW allocation (batch and interactive) per partition




Download System Planning Tool (SPT)

m Planning Tool for P X+

ibm.com/support/pages/ibm-system-planning-tool-power-processor-basad-systems

Support  Downloads ~ Documentation ~  Forums  Cases ~  Monitoring ~  Manage support account

IBM Support

Q

IBM System Planning Tool for POWER processor-based systems

tem Planning Tool for POWER processor-based sy

Download  Releases  Support

—> IBM System Planning Tool - Version 6.24.127

(Windows OS) (EXE, 166ME) Shdishibutionhii=t
SPT distribution list to receive

g the latest releass of the SPT
website) and other SPT-related

nd an email with "subscribe to distribution
list" in the subject field to sptsuppo@in.ibm.com. When

= collect and retain your email address as

Join th

S

Container Instructions: email notifications regard

(available on thi

POF Container Image Instruct

notifications.

Endpoint Pro subscribing,

th the download or in:

Important n

rmation sols

and last name. We use this ir

v stall, you

order to avoid problems

‘ send SPT-related notifications. If you would like to

"unsubscribe"” in the

add an “exception” to yeur version of Symantec

nee
Endpoint Protection: ubscribe, send an emai
subject field to sptsuppo@in.ibm.com. For additional

atement

Clients > [Group] > Policies > Exception Policy > Exceptions >

information, please see the IBM Priv

Add > Window Exceptions > Trusted Web Domain

visit URLs for more information from Symantec:

() Download Insight detections
3 Advisor: n ljust D: oad Insight

Was this topic helpful?

Document Information

More support for:
IBM Power Systems

Software version:
Version Independent

Document number:
632531

Medified date:

07 May 2024




SPT: Card Placement
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SPT: Card Placement (continued)
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Partitions & Profiles

Creating, activating, and managing LPAR partitions

61



HMC V10 & V11 — Main Interface

Hardware Management Console

Log in

User ID

Password

Learn about the HMC Interface

SYSTEMS
are all good

Attention
LEDs

PARTITIONS
are all good

0

VIOS
are all good
Serviceable

Events




Partitions and Profiles — HMC V10

Power HMC

P10i

Partitions -

Details Usage Resources All

Q

- IP q

[] Partition name State 1D i Attention LED

] @ May400 © Running 1 LED off
HI

0 o MayDev @'Running 2 LED off

Reference
code

00000000

00000000

RMC connection

™ None

M None

0s
type

IBMi

IBMi

¢ 2
0S
level S
IBMi
Licensed )
Internal Server
Code 9105-
730 785CF
41013
IBMi
Licensed )
Internal Server
Code 9105-
730 785CF
41013




Partitions and Profiles —

re Management Cons mc2 office. itec!

Hesources All Systems Prod-Powerd = Partitions Al Resources * O

Partitions Al - »x | a Create Partition ®e B = o "=
E ‘ew and monitor the state, health, and capacity snformation of all the partitions on the selected system.
Resources . Colonteds o
Actions ¥ | .
Prod-Powerd
OE Mame Partition State Partition 1D Attention LED Reference Code OS5 Type OS5 Vers
Console FOTARGET ) ) )
L IARGS Net actwated 3 I BM Unknaon
Management Dperating el 8 Ao Bl T
FSFCCT i a Rumning 15 A Of IBM BM i Lic
@ Capacity Intrusion Testing Not actn 7 A OFf IBM BM i Lic
Users amd _— [ _
Secusity Sy MM Running 12 A Off IBM BM i Lic
MMIMIEX Sowrce . Rumnning 11 A O Q0000000 1EM BM i Lic
Q Partitions [ 14 - -
F8 Hosting Partition Rurning 1 A o 00000000 IBM BM i Lic
Serviceability General Setlings )
i Net activated 5 A Off IEM, BM i Lic
Processor, Memory, N0
Persistent Memory Security Demo : Rumnning g A Of 00000000 IBM BM i Lic
Upgrade Rurnirg B A Off IBM BM i Lic
Virtual VO Servers B
Virtual Metwarks Rumnning 14 A OF 00000000 IBM BM i Lic
Virtual NICs Running 4 A of 00000000 IBM BM i Lic
Wirtual Storage
Running 3 A Off IBM BM i Lic

Hardware Virtualized /O

- ~ = — s ATy - -




Partitions and Profiles

Resources = All Systems Prod-Power3 +« Partitions

All Resources * Q

(=

Partitions Al - X ¥ (1] Create Partition = = o "=
E View and monitor the state, health, and capacity information of all the partitions on the selected system.
Resources Total: 14 Selected: 0
Select All Actions ¥
Prod-Power9
e
- . " . . . . . . . .
€ IBMi ( IBMi IBMi ( IBMi IBIMi ( IBMi ( IBMi
Console e e e e e
Management Operating
FCTARGET FSFCCTL Intrusion Testing MIMIX Target MMIMIX Source P9 Hosting Public v7.4 Demo
Partition
@ Capacity - i - - - 1 -
Not activated /) Running Not activated ~) Running (+J Running ) Not activated
ZETLY = 00000000 00000000 00000000
00000000
Q Partitions [ 14 ] 005PU 1VP 0065FU 1VvP 005PY 1VP 005FU 1vP 005°U 1vP 005°U 1vP
005FY 1P
e

Serviceability

General Settings
Processor, Memory, /O

Persistent Memory

400 GB Allocated

6,00 GB Allocated

400 GB Allocated

400 GB Allocated

400 GB Allocated

800 GB Allocated

400 GB Allocated

A IBMi IBMi IBMi IBMi IBMi
Virtual IfO Servers B
Virtual Networks Security Demo Upgrade V73 Hosting V74 Hosting VERIFi Database iTech09 iTech72
Template Template

Virtual NICs (1) i €1 i) d
Virtual Storage Running 2) Running - - (@) Running ) Running (@) Running
Hardware Virtualized /O Running ») Running

00000000 00000000 00000000 00000000 00000000

TR o~ e L=




Activate: Partition Options

Hardware Management Console

B

Resources

@

Console
Management

U

Users and
Security

SN

Serviceability

Resources = All Systems
[ =
Prod-Power9
Operating
Capacity
[ ssem acions |
Partitions [ 14 ]
~

General Settings
Processor, Memory, /O
Persistent Memory

el

Virtual VO Servers a
Virtual Networks

Virtual NICs

Virtual Storage

Hardware Virtualized /O

hmc2. office.itechs

Prod-Power§ ~ Partitions

Partitions

Al w

View and monitor the state, health, and capacity information of all the partitions on the selected system

Select All

e IBMi

FCTARGET

) Not activated

006PY 1P

400 GB Allocated

:e; BMi
Security Demo

Running

View Partition Properties

Activate. ..

FSFCCTL.

|

(*) Running

00000000

006PY 1P

Netwark Boot..

Turn Attention LED Off

Schedule Operations

Mability »
Templates »
Profiles 3

Delete Partition...

View All Actions >

600 GB Allocated

e\ 1B

Upgrade

Running

400 GB Allocated

IBMi

V73 Hosting
Template

() Running

e IBMi
MIMIX Target

(*) Running

00000000
006PY 1P

400 GB Allocated

IBMi

V74 Hosting
Template

() Running

All Resources ¥ Q

X 5 (1]

e 1B
MMIMIX Source
(*) Running

00000000
006PY 1P

400 GB Allocated

IBMi

VERIFi Database

Running

Create Partition. ..

e IBMi

P9 Hosting
Partition

(+) Running
00000000

005PY 1P

800 GB Allocated

<

IBMi

iTech09

Running

= je\: 1B
Public v7.4 Demo

) Not activated

005PU 1vP

400 GB Allocated

e\ IBMi

iTech72

Running




Partition Starting — Activation

Activate [ Public v7.4 Demo ]

Choose Activation Options

Uz this to achvate or netwark beat an IBMi legical pantiion. You can akso specify the advanced sattings 1o activate a lgical partition.

Operation Type Metwory Bodl o Aclivate

Partition Configuration YT4PLUR

Current IPL Source B IPL from secormk side of the Inad source
b Advance d Setting

Ahout this wizard
ot i iz S Co m

* Changes take effect at Activation, not at
PWRDWNSYS Restart(*YES)
* Looks for Min Resources to activate e




Partition Starting — Activation Advanced Options

Activate [ Public v7.4 Demo ]

®
4 Activatio

Choose Activation Options

Use this to activate or network boot an IBMi logical partition. You can also specify the advanced settings to activate a logical partition

Network Settings | 2

Operation Type Network Boot @) Activate
Partition Configuration V74PUB hd
Current IPL Source B: IPL from second side of the load source

¥ Advanced Settings

Keylock Position Do not override configuration -

IPL Type Do naot override configuration -
Open 5250 console

Use VSl Profile




Partition Information Panel

B

Resources

Console
lanagement

U

Users and
Security

R

serviceability

Resources >

~  System Actions N

All Systems

e Partitions

Select All
Prod-Power9
MNe iAnRwEl
. Not activated
Operating
Capacity 005PU 1vP

400 GB Allocated

Partitions [ 14 ]

~

IBMi

Security Demo

General Settings
Processor, Memory, /O

Persistent Memory

~ 1

virtual VO Servers B Running
Virtual Networks 00000000
Virtual NICs

005PU 1vP

Virtual Storage

Hardware Virtualized /O 800 GB Allocated

Prod-Power9 = Partitions

Al w

i Total: 14 Selected: 1
Actions ¥

rorww ik L U2V eIy

-) Running ) Not activated
00000000
005PU 1VP 005PY 1VP

600 GB Allocated A0 GB Allocated

All Resources ¥

x 7 (1]

View and monitor the state, health. and capacity information of all the partitions on the selected system.

IVIIIVILA. 1aryeL IWIVIIIVILA. SUUIue

Running /) Running
00000000 00000000
005°U 1vP 005PU 1P

400 GB Allocated A00 GB Allocated

9

@ (© Upgrade A Attention LED 1B
The partition is Running
Ur  system Name: Prod-Powerd atabase
Reference Code: 00000000
. Partition ID: 6
Ruml |p address. - 2
000 Environment: IBMi "
OS Version: IBM i Licensed Internal Code 7.5.0 1990 0
005PU Last Activated Profile: IHC400 b
Group tags
400 Gf ocated

Create Partition.

r nu

Parti

) Runni
00000(

0057 1

800 GBA

/) Runnii
00000¢

005FU 1

800 GB A




History of SRC Codes

[l rs Lz s Dl @& hmc: Reference Code History — Mozilla Firefox

-0 —t
Resources >  All Systems Prod-Power@ ~ Partiti O & = = MResource
~
e IBMi Reference Code History : FSFCCTL
E 7 Reference codes provide general diagnostic, toubleshooting, and debugging information.
The most recent reference codes are displayed below. To view a history of reference
FhsrrEss FSFCCTL codes, enter a number of codes to retrieve from the history and select Refresh. To view
the details of a specific reference code, select the desired reference code.
L Partition name : FSFCCTL
i(‘\_) ( View history : |100 | e
- Reference Codes Details
Console 00000000 Word Contents
Management 2 F 2 --- Select Action --- v
Capacity 8 Total: O
‘ Select ~ Time Stamp ~ Code ~ FRU Callout ~
C 04/01/2022 21:00:00 00000000 A
@ Processors C 04/01/2022 21:00:00 C9002F00
Memary C 04/01/2022 21:00:00 C9002C25
U;:;zr?”d O 04/01/2022 21:00:00 C9002C20
v P ET Ty C  04/01/2022 21:00:00 C9002C40
Physical /O Adapters @ 04/01/2022 20:59:59 C9002C10
C 04/01/2022 20:59:59 C9002B40
% L 04/01/2022 20:59:59 C9002B30
. . Virtual Networks C 04/01/2022 20:59:59 C39002B10
T rtal NG C 04/01/2022 20:59:59 C9002ACO
inual Hics C 04/01/2022 20:59:59 C9002AB0
Virtual Storage C 04/01/2022 20:59:59 C9002AAA
Hard Virtualized IO L 04/01/2022 20:59:59 C9002AA4
araware virtuazec ¥ C | 04/01/2022 20:59:57 C9002AA3
= C 04/01/2022 20:59:57 C9002AA2 v
Partition Virtual Storage Dia Total: 100 Filtered: 100 Selected: 0
Close | Help
Tasks Log v

Serviceability

Reference Code Log...




Partition Shutting Down

B {TechHMC1: Hardware Management Console Workplace (VFR?.2.0.2) - Mozilla Firefox
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Partition Activation — Key Points

e Changes take effect at Activation — NOT at PWRDWNSYS RESTART(*YES)
e The HMC looks for minimum resources required before allowing activation
e Advanced activation options allow fine-grained control at startup

e Partition can replace front bezel virtual operator panel function




HMC Users & Configuration

Managing access, network settings, and eBMC integration
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HMC Users and Roles — V10 & V11

X Power HMC

HMC.peteandi.com

Partitions

Virtual I/O servers

Tags

Shared storage pool clusters

Power enterprise pools

System plans

Templates
HMC management
Schedule management
Performance dashboard
Environmental dashboard
Call home management
Service management

VIOS images

User management

Active users
Running tasks

User profiles

HMC management

HMC settings
Network settings

Network diagnostic updated

information
Network topology
BMC settings
BMC Web Log In
Data replication updated
Third party license agreement
Additional license agreement
System certificates

Cloud connector

HMC certificates

Certificate revocation list
Import certificates updated

Truststore updated

management

HMC details

HMC name
HMC.peteandi.com

Date of last reboot
May 20, 2026 (10 minute(s) ago)

Date of last update
May 12, 2026

Current HMC level / PTF number

V11 R2 SP1120

HMC settings

Idle time out (minutes)

120 =

Secure boot
~“ Enabled

BIOS

mowgli-ibm-0P9_v2.5_4.142-prod

Login suspend time (minutes)

+ 5

Save




HMC.peteandi.com

HMC management
Schedule management
Performance dashboard
Environmental dashboard
Call home management
Service management

VIOS images

User management

Active users
Running tasks
User profiles
Resource roles
Task roles
LDAP

KDC

MFA

Logs

HMC Users and Roles Detail

HMC settings

Network settings

Network diagnostic updated
information

Network topology

BMC settings

BMC Web Log In

Data replication updated
Third party license agreement
Additional license agreement
System certificates

Cloud connector

HMC certificates

Certificate revocation list

Import certificates updated
Truststore updated
management

HMC management

HMC details

HMC name
HMC.peteandi.com

Date of last reboot

May 20, 2026 (10 minute(s) ago)

Date of last update

May 12, 2026

Current HMC level / PTF number

V11 R2 SP1120

HMC settings

Idle time out (minutes)

120 =

Secure boot

~ Enabled

BIOS

mowgli-ibm-0P9_v2.5_4.142-prod

Login suspend time (minutes)

+ 5

'
W

Save




HMC: Add a User

HMC.peteandi.com

HMC management

Schedule management
Performance dashboard e}
Environmental dashboard e}
Call home management

Service management

VIOS images

User management
Active users
Running tasks
User profiles
Resource roles
Task roles
LDAP
KDC
MFA

w

User profiles

User ID

petem

O
[] hscroot  pefault
O
O

root  pefault

Task role

hmesuperadmin

hmecsuperadmin

hmcsuperadmin

Resource role

AllSystemResources

AllsystemResources

AllsystemResources

Authentication Type

local

local

local

‘ Learn more = ‘

Description

HMC Super User

Pete Massiello

root




HMC: Network Settings

HMC.peteandi.com )
HMC management HMC actions
. Console name Domain name -
HMC management HMC settings
Schedule management Network settings HMC peteandi.com
Performance dashboard 7 Network diagnostic  updated
information
Environmental dashboard O .
Network topology Name services
Call home management i
BMC settings Use DHCP DNS settings
Service management BMC Web Log In Enable DNS
QELUSEmag=x Data replication updated
User management DNS server search order

Third party license agreement

Active users Add +

Additional license agreement

Running tasks

System certificates 8.8.8.8 X 8.8.4.4 X
User profiles

Cloud connector ) )

Resource roles Domain suffix search order

HMC certificates

HI

Task roles Add +
LDAP Certificate revocation list
TE Import certificates updated

Truststore updated

LAN adapters
management

Logs ]




HMC: Network Settings - Adapters

HMC.peteandi.com H M C manage m ent HMC actions v

HMC management HMC settings -
) Type Interface name MAC address IP address
Schedule management Network settings
Performance dashboard 54 F\Ietw0|'k.t\ ‘agnostic  updated Ethernet eth0 08:94:ef:86:54.... 10.1.255.1 i
information
Environmental dashboard [ Network topol
etwork topalogy Ethernet ethl 08:94:¢f:86:54:...  192.168.4.100 2l
Call home management .
BMC settings
Service management BMC Web Log In Ethernet eth2 08:94:ef:86:54:... 0.0.0.0 P
VIOS images R
Dat licat
S EEes Ethernet eth3 08:94:0£:86:54:9¢  0.0.0.0 2
User management . .
Third party license agreement
Active users s : ) Ethernet eth4 34:80:0d:76:ba.... 0.0.0.0 &
Additional license agreement
Running tasks N
i SiyE e el Ethernet eth 34:80:0d:76:ba-..  0.0.0.0 pa
User profiles
Cloud connector
Resource roles
HMC certificates
Task roles Bond adapters
LDAP Certificate revocation list
AT Import certificates updated Q Create +
Truststore updated
management Type Interface name IP address Interfaces -
4 »




HMC: ETHO Private Network Config

Edit LAN adapter

LAN adapter Partition communication

Ethernet ethO 08:94:ef:86:54:9¢ Disabled

Local area network
Media speed

Autodetection v

Group label
@ Private (DHCP) O Open

DHCP server

Enabled DHCP server

Adapter range

10.1.255.2 - 10.1.255.254 v

Cancel Save




HMC: ETH1 Open Network & Firewall

Edit LAN adapter

LAN adapter

Ethernet ethl 08:94:ef:86:54:9d

Local area network
Media speed

Autodetection

Group label
O Private (DHCP) @ Open

IPV4 address

(O NoIPv4 address
O Obtain IP address automatically
@ Specify an IP address

TCP/IP interface address

1902 1AR A 100

Partition communication

Disabled

TCP/IP interface network mask

955 955 9520

Cancel

Save




HMC: ETH1 Internal Firewall

Edit LAN adapter

Firewall

Available applications

Application name Ports Allow incoming Allowed IP addresses
@ secure Shell 22:tcp Allow all ~
@ secure Remote Web Access 443:tcp Allow all v
@ rMC 657:udp tcp:657 Allow all v
® RMC_TLS 12601:tcp Do not allow
@ Fcs 9920:tcp udp:9900 Allow all v
Items perpage: 5 1-5of 15 items 1 v~ of 3 pages «

Cancel Save




HMC: DNS and Routing

HMC management

HMC settings

Network settings updated
Network diagnostic information
Network topology

BMC settings

BMC Web Log In

Data replication

Third party license agreement
Additional license agreement
System certificates

Cloud connector

HMC certificates updated

Certificate revocation list

updated

o

o

Console identification
Console name

HMC

Name services

Use DHCP DNS settings
Enable DNS

DNS server search

192.168.1.199 X

Domain suffix searc

Routing

Gateway address

192.168.1.2 ethl

Routing information

Type Destination Gateway address Subnet mask a... Interface

(]

Save




eBMC on HMC — Management Interface

andi.com
HMC management
i HMC settings .
BMC settings
sources Network settings
Network diagnostic infermation updated
Network topology Connectivity
/0 serv I BMC settings
BEMC Web Log In ﬂ IPMI/BMC port(s) must be physically cabled to a network prior to setting BMC connectivity.
Etorage pool clusters Data replication updated
nterpri ools
= o Third party license agreement Dedicated port
plans pATE o ey s e O Obtain IP address automatically @ Specify a static IP address (IPv4)
System certificates R = 5
° IP address (IPv4) 13/15 Subnet mask 13/15

Cloud connector
nanagement 192.168.4.101 255.255.252.0

HMC certificates

Certificate revocation list Gateway 11/15
nial dashboard [

Import certificates updated 192.168.4.1
management

Truststore management updated

Shared port

fes
O Obtain IP address automatically @ Specify a static IP address (IPv4)
gement
sers IP address (IPv4) 13/15 Subnet mask 13f15
192.168.4.101 255.255.252.0
pfiles
e roles Gateway 1115

es




7063-CR1 BMC Login Screen

x|+

ce.itechsol.com

< Q & == https://hmc2b

Please Login
Username | ADMIN
Password

login

=




7063-CR2 BMC Login — OpenBMC

B Y
e
,‘||1,U\ “ “ il

BMC HOST OR BMC IP ADDRESS

169.254.95.120|




Power eBMC - Console

server

© Notsecure  batps:

BMC System Managemen

FBEBEBMC Server health » Server power > Data last refreshed Refresh
10.10.10.7 ® Critical © Running May 18, 2024 2:47:37 PM EDT
1Bva: lo%.2ba.22b.194 BIY4IEFIBAIZ/ICT
IPv6: FEB0::A94:EFFF:FE84:27C6
A~ FIRMWARE VERSION
Server ETH1 IP ADDRESSES ©p940 . hme-29-0-g11d2cEce0?
overview

IPv4d: 169.254.112.67
IPv4: 10.10.10.7
IPv6: FEB80::A94:EFFF:FE84:27C7

B

Server health .
Power Consumption

POWER CONSUMPTION POWER CAP
77T W Not Enabled

Server control
High priority events (4) View all event logs

Server ) L )
configuration #8 HIGH May 13, 2024 5:57:5% PM EDT

ERROR >

ﬁ FQPSPPWO0033M: Power supply 1 (EO) input fault detected

Access control

#7 HIGH ERROR May 13, 2024 5:57:57 FM EDT

FQPSPPWOQO088M: The system failed to power on or had a power error due to a power good failure on >
power supply 1 (EO)

#6 HIGH Apr 18, 2024 6:07:18 PM EDT

ERROR >

FQPSPPWO0033M: Power supply 0 (E1) input fault detected




eBMC Console — View 1

BMC System Management

FEBEBMC Server healih > Server power » Data last refreshed
10.10.10.7 @ Critical © Running May 18, 2024 2:49:18 PM EDT
O‘ *
FILTER BY SEVERITY FILTER BY DATE RANGE (MM/DD/YYYY)

“ High Medium Low mm/dd/yyyy 0 - mm/dd/yyyy m]

E/ FILTER BY EVENT STATUS
Server health

All events -

Are you sure you want to delete 4 logs? Yes

4 Evenis are selecied il Delete +~ Mark as resolved 2, Export

Server control

#8 | RESOLVED || HIGH ERROR May 13, 2024 5:57:59 PM EDT v

FQPSPPWO0O033M: Power supply 1 (EO) input fault detected

Server
configuration

#7 [ resowven ] HIGH | erroR May 13, 2024 5:57:57 BM EDT ~

FQPSPPWO0O0B8M: The system failed to power on or had a power error due to a power good failure on power supply 1
ﬁ (E0)

Access control

#6 | RESOLVED || HIGH |ERROH Apr 18, 2024 6:07:18 PM EDT ~

FQPSPPWO0O033M: Power supply 0 (E1) input fault detected

#5 | RESOLVED || HIGH ERROR Apr 18, 2024 6:07:16 PM EDT v

FQPSPPWO0B9M: The system failed to power on or had a power error due to a power good failure on power supply 0
(E1)




eBMC Console — View 2

stem Manageme

FBBEBMC Server health > Server power » Data last refreshed
10.10.10.7 © Good © Running May 18, 2024 2:49:56 PM EDT
M E | REMOTE LOGGING SERVER
[~ vent log @ Add server

Server
overview

All events from the BMC USER TIMEZONE ~

B

Server health FILTER EVENTS

Q,

c3

FILTER BY SEVERITY FILTER BY DATE RANGE (MM/DD/YYYY)

“ High Medium Low mm/dd/yyyy 8 | — | mm/dd/yyyy (m}

FILTER BY EVENT STATUS

Server control

Server All events -
configuration

Il o0 Events are logged [ Delete v Mark as resolved 2, Export

Yol

Access control

No events have been logged yet

88




LIRASMS.

X Power HMC

HMC.peteandi.com

HMC management
Schedule management

Performance dashboard

Environmental dashboard

Call home management
Service management

VIOS images

User management

Active users
Running tasks
User profiles
Resource roles
Task roles
LDAP

KDC

Logs

e‘k“..l‘ '-@l’a

Schedule management

All System Partition Virtual IO Server Console

]~ Task name Resource name Resource type Schedule time

Q

No data

No Scheduled operations found.

4 ———

System ~

Activate system profile

Backup profile data

Power Off system

Power On system

Edit shared processor pool

Move partition to different pool
Edit power saver mode for system

Perform dynamic platform optimize hd




Service Agent

Attention LEDs, operator panel, and IBM service integration

920



HMC: Service Agent V10 & V11

HMC.gofrs.com .
Service management  upsess

Dashboard
Dumps

System resources T .
Schedule service data
Remote support connection

Serviceable events

Events manager for call home

tem plans
Templates
HMC management
Schedule management
Performance dashboard

Environmental dashboard

Call home management

Service management
VIOS images

User management

4

Dumps 0 updated

System Reporting console
All x| v 10216856
Q ¢ o o g
Machine Service EalkD
0 File Date Dump 0 System type * File Source processor Problem I Reference
name type name serial size size serial number e code
number number
No data

No dump files available

Service actions ™

Toal

WD e User




HMC: Service Agent Detai

Service management ussee

Dumps

FTP connection

Schedule service data
Remote support connection
Serviceable events

Events manager for call home

Remote support connection

Connection

(C) Open (@) Close

Service systems

170.225.126.11:22 170.225.126.12:22 170.225.127.11:22 170.225.127.12:22

129.33.206.159:22

4

204.146.30.139:22

Service actions




Manage Attention LEDs

Systems -

Details Usage Resources Levels All

1 item selected Addtag + Create v Connections and operations Firmware v Configbackup v | Cancel

B  Systemname State State detail IP address Maching type Serial number Physical att... Reference code Description Tags
Server-0009-41A- - : ; .

[ R = i ©) Operating 172.16.222.41 9009-41A 7836550 Leoeff Gl Edit tag ¢
Server-9105-228- - .

- @) Opzrating 1721614972 9105228 T8C34EL LEDoff (I Edit tag ¢

4« 4

&




Operator Panel Service Functions

Host-P10 (ID:1)

IBMi ) Running ™ None

Partition properties
Processors
Memory

Persistent memory

Physical I/O adapters

Virtual networks
Virtual NICs
Virtual storage

Hardware virtualized Ij0

Partition Profiles  updated

Serviceability

0

Reference code log

Partition virtual storage diagram

LED off (’ Reference code :

Control panel functions

(21) Activate dedicated service tools
(65) Disable remote service

(66) Enable remote service

(67) Disk unit IOP reset [ reload

(68) Concurrant maintenance powear off
domain
(69) Concurrent maintenance powsar on
domain

(70) IOP control storage dump

Oooon

L

Ly

G




Remote Connections

Accessing your HMC and partitions remotely

95



Remote Control — HTTPS Access

e Access the HMC from any browser: https://hmc-ip-address

e  Full HMC functionality available via web Ul — no additional software required
e Use ETH1 (open network) for inbound remote access — ETHO is private-only
e Remote console to partitions is also available through the HMC web interface

e eBMC provides additional remote hardware control and monitoring




Remote Control — HMC HTTPS Access

& &) © Not secure hitps//192.168.1.56/hmc/connect

Hardware Management Cons:

o)
>

Password

&

Learn about the HMC Interface

PARTITIONS
are all good




7 Key Points to Take Home

1 Configure HMC BEFORE powering on your Power System
2 ETHO on HMC = private network with DHCP (closed — connects to eBMC/FSP)
3 Remote access to HMC via https://ip-address — use ETH1

5 Use eBMC on HMC for remote console and hardware control

7 Always backup HMC to EXTERNAL media before any upgrade

98



Your Turn!

Questions & Discussion
CONTACT

Pete Massiello

petem@peteandi.com

Thank you for attending!

99



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91
	Slide 92
	Slide 93
	Slide 94
	Slide 95
	Slide 96
	Slide 97
	Slide 98
	Slide 99

