
Patterns in malicious 
campaigns 

Rowena Schoo, Senior Director, Industry Affairs & Policy, NetBeacon Institute

CPS May 2026



Today
1. About
2. Case study: Winter Fuel malicious phishing campaign
3. What is ‘subdomain cloaking’?
4. Why care? 
5. Implications for operators 
6. Q&A



NetBeacon 
Institute

● Created and operated by 
Public Interest Registry (.ORG) 
in service of its nonprofit 
mission since 2021. 

● Non-commercial, all our 
products and services are 
free. 

● Education, Innovation and 
Collaboration.

Vision: A Safer Internet for 
Everyone 



NetBeacon MAP
Measures the prevalence & 
persistence of phishing and 
malware in the DNS. 

Principles:
● Transparency
● Credibility and independence
● Accuracy and reliability

Delivery partner: KOR Labs, 
Grenoble Alpes University

https://netbeacon.org/map-analytics/

https://netbeacon.org/map-analytics/
https://netbeacon.org/wp-content/uploads/2024/10/NetBeaconMAP-Methodology20241025.pdf
https://netbeacon.org/wp-content/uploads/2024/10/NetBeaconMAP-Methodology20241025.pdf
https://netbeacon.org/measuring-dns-abuse-is-difficult/
https://netbeacon.org/measuring-dns-abuse-is-difficult/


NetBeacon Reporter™ 
● Our centralized DNS Abuse reporting conduit to simplify and 

improve abuse reporting

● Provides a single, simple interface for abuse reporters

● Provides consistent, evidenced, actionable abuse reports

● Automatically distributes

● Monitors mitigation 

● Delivery Partner: CleanDNS



Malicious phishing & malware

Investigate 

High abuse rates, unusual 
patterns and spikes. 

Retrospective  🔍

 Disrupt

NetBeacon MAP → 
NetBeacon Reporter when 
still live and well 
evidenced. 

Real time 󰝋

Understand 

Public analysis and 
individualized dashboards 
in NetBeacon MAP. 

~2 months delay ⌛
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Investigation
● Underlying domains 
● Noticed large batches starting with ‘uk-’
● Queried wider NetBeacon MAP data 
● Removed 26 unrelated, left with >2000 unique domain 

names



Categories 
uk-dwpukd.cfd
uk-dwpuke.cfd
uk-dwpukh.cfd
uk-dwpuki.cfd
uk-dwpukl.cfd
uk-dwpukm.cfd
uk-dwpukn.cfd
uk-dwpukp.cfd
uk-dwpukr.cfd
uk-dwpuks.cfd
uk-dwpukt.cfd
uk-dwpuku.cfd
uk-dwpukv.cfd
uk-dwpukw.cfd
uk-dwpukx.cfd

uk-reminderae.cfd
uk-reminderae.icu
uk-reminderag.bond
uk-reminderag.cfd
uk-reminderag.icu
uk-reminderai.bond
uk-reminderai.cfd
uk-reminderai.icu
uk-reminderal.bond
uk-reminderal.cfd
uk-reminderal.icu
uk-reminderam.cfd
uk-reminderan.bond
uk-reminderan.cfd
uk-reminderan.icu

uk-winteav.bond
uk-winteaw.bond
uk-winteax.bond
uk-wintecs.bond
uk-wintecw.bond
uk-winteeb.qpon
uk-winteec.qpon
uk-winteev.bond
uk-winteex.bond
uk-winteez.bond
uk-winteha.qpon
uk-wintehc.bond
uk-wintehd.qpon
uk-wintehe.qpon
uk-wintehg.qpon
uk-wintehp.qpon

● Winter/Fuel/Payment: "winter" or 
"fuel" 

● DWP: Contains the "dwp" acronym, 
which was prioritized above all other 
keywords

● Subsidy/Grant: "subsidy" or "grant"

● Other: call-to-action words like 
"notification" or "claim"





Timeline: August 2025



Registrar Credentials 



TLDs: “Top 10”



TLDs: “Other 25” 



Evidenced Reports: Subdomains 

gov.uk-[keyword][random letters].[TLD]

https://gov.uk-dwpcbz.icu/uk/

subdomain.domain.TLD



Flavours of phishing 
● Malicious: registered for the purpose of phishing

auth-log-in-mygov[.]org

● Subdomain Service Abuse: A legitimate service 
provider, which has a malicious user. 
http://ljwqmhbwvq.duckdns[.]org/en/

● Compromised: Typically via a website vulnerability
localbakery[.]com/paypal/login/account-has-bee
n-limited.html

● Subdomain Cloaking: Malicious domain 
masquerading as subdomain service abuse 
https://gov.uk-dwpcbz.icu/uk/



Subdomain 
Cloaking

Malicious domain 
masquerading as subdomain 
service abuse to evade 
detection. 

Typically uses a subdomain to 
more effectively impersonate a 
trusted domain. 

Often includes TLDs (e.g. gov- 
uk- de-).



Why care? 
● Dual deception: Attempting to deceive potential victims and 

analysts alike. In isolation, reports may go undisrupted and 
referred to the registrant (malicious actor).

● Effective: Smishing combination makes it a convincing 
impersonation. 

● Not isolated: Associated with automated campaigns. Difficult 
to prevent harm through reactive mitigation. 



Not isolated: Toll Road Scams

FBI Warning 
https://www.ic3.gov/PSA/2024/PSA240412 

driveezmd.com-[xxxx].TLD

https://www.ic3.gov/PSA/2024/PSA240412


Not isolated: Mobile Smishing 
t-mobile.com-[xxxxx].TLD
t-mobile.[xxxxx].TLD



Not isolated: Fidelity Investments
fide-lity.com-[xx].TLD



Why care? Continued… 
Incomplete Reports 

Often report providers/feeds don’t 
capture the complete URL. 

Making it hard to: 

● Collect screenshots 
● Measure mitigation
● Action the report 



Practical steps
● Registrars and registries should be aware of this trend 

and look out for ‘TLD-’ combinations, for example: com-, 
uk-, gov-, de-, ca-, org-, pl- etc. or -uk, -com, -gov  
etc.

● Highlights the importance of Associated Domain Check 
in unearthing automated malicious campaigns. 
○ PDP 
○ Voluntary process changes



More information

https://netbeacon.org/bulle
tin-dns-abuse-campaign-
exploiting-subdomain-cloa
king

https://nominet.uk/blog/crimin
als-are-exploiting-the-uks-wint
er-fuel-payment-this-is-how-gl
obal-industry-collaboration-is-t
ackling-it/ 

https://nominet.uk/news/nomin
et-cracks-down-on-fake-govern
ment-websites-targeting-winter-
fuel-payment-claimants/ 

https://netbeacon.org/bulletin-dns-abuse-campaign-exploiting-subdomain-cloaking/
https://netbeacon.org/bulletin-dns-abuse-campaign-exploiting-subdomain-cloaking/
https://netbeacon.org/bulletin-dns-abuse-campaign-exploiting-subdomain-cloaking/
https://netbeacon.org/bulletin-dns-abuse-campaign-exploiting-subdomain-cloaking/
https://nominet.uk/blog/criminals-are-exploiting-the-uks-winter-fuel-payment-this-is-how-global-industry-collaboration-is-tackling-it/
https://nominet.uk/blog/criminals-are-exploiting-the-uks-winter-fuel-payment-this-is-how-global-industry-collaboration-is-tackling-it/
https://nominet.uk/blog/criminals-are-exploiting-the-uks-winter-fuel-payment-this-is-how-global-industry-collaboration-is-tackling-it/
https://nominet.uk/blog/criminals-are-exploiting-the-uks-winter-fuel-payment-this-is-how-global-industry-collaboration-is-tackling-it/
https://nominet.uk/blog/criminals-are-exploiting-the-uks-winter-fuel-payment-this-is-how-global-industry-collaboration-is-tackling-it/
https://nominet.uk/news/nominet-cracks-down-on-fake-government-websites-targeting-winter-fuel-payment-claimants/
https://nominet.uk/news/nominet-cracks-down-on-fake-government-websites-targeting-winter-fuel-payment-claimants/
https://nominet.uk/news/nominet-cracks-down-on-fake-government-websites-targeting-winter-fuel-payment-claimants/
https://nominet.uk/news/nominet-cracks-down-on-fake-government-websites-targeting-winter-fuel-payment-claimants/


Thank you! Questions? 


