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in the most polite way, why are you here?



Schedule 1) Look at the standards as a whole

2) Break them down

3) 



Remember being in math class and your 
teacher gave you a word problem?







8.1.NC.9-12.1 Articulate 
the roles of protocols and 
hardware in transmitting 

data on the Internet.



8.1.NC.9-12.1 Articulate the roles of protocols and hardware in transmitting data on the Internet.

students need to be able to explain…

what rules and equipment are needed to get information from one 
place to another on the internet?

um what?



What vocab words or 
concepts does this entail? 

Protocols
TCP
UDP

IP
HTTP

…whatever comes up in your 
curriculum

Hardware
Computers

Routers
Switches
Cables

…whatever comes up in your 
curriculum



What lesson do you 
already teach that comes 
to mind when reflecting on 
this standard?
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Cyber.org > Technology Plus > Unit 4: Networking
2.8.1 – Basic Network Concepts

Students will identify key components of a computer network and explain 
how devices communicate using protocols, addresses, and ports.

aka: shortens all the previous lessons into one; more in depth than CSP 
lessons

Lesson Guide 

https://drive.google.com/file/d/1BVchp7_ivzo-G2WJt0BNJqIcl0HYqTmL/view?usp=drive_link


AP CSP Big idea 4 - Computer Systems & Networks
Topic 4.1 The Internet

Ready made lessons already out there for CSP will cover 8.1.NC.9-12.1

code.org Unit 2 The Internet 

Hardware → Lessons 2, 4

Protocols → Lessons 3, 5, 6

Putting Them Together → 4, 5, 6



What other CSP curriculum 
do you use that has good 
lessons for this?



breakkkkkkkk



Data at Rest or Data in Transit
Student records on online platform Streaming Disney Plus

Sending an email

Photos on your phone

Online banking

Google doc you’re creating



8.1.NC.9-12.2 Secure data against 
unauthorized and unintended 

access or modification, both when it 
is being stored and transmitted.



…protect the data



Protecting Data can mean focusing on…

● Data States 
● Encryption
● Authentication
● Confidentiality
● Integrity 
● Accessibility 
● Privacy
● Network Security
● Human Factors
● Backup & Recovery



What lesson do you 
already teach that comes 
to mind when reflecting on 
this standard?



code.org

● CSP: Lesson 6: HTTP & DNS - secure protocols for data on 
internet

● AI Foundations Exploring AI & CS: Unit 4: Lesson 6, 7, 9, 10, 
& ?

● Cybersecurity and Global Impacts: All lessons (this unit is 
also in AI foundations)

when was the last 
time you actually 
looked on here?

Course Catalog

https://studio.code.org/catalog


codeHS

They have TWO csp courses

AP CSP Cybersecurity: Units

● Encryption 
● The Internet

Regular AP CSP

● Cryptography 
○ Caesar Ciphers

● Asymmetric Encryption
● Viewing Websites
● DNS

Course Catalog

https://codehs.com/app/course_catalog


cyber.org

● Pringles Can Enigma - drop in lesson
● Morse Code Activity  
● Cybersecurity 1 Course

○ 1.1.1 CIA Triad
○ Unit 3 - Data Safety & Best Practices
○ Unit 4 - Cryptography & Linux
○ Units 8, 9, 10
○

Data moving → Unit 5

Data protection → Unit 1, 3, 4, 8, 9

Evaluate the protection → Unit 3, 8, 9, 10

https://cyber.org/enigma
https://cyber.org/find-curricula/morse-code


breakkkkkkk



Finish the Sentence

The biggest cybersecurity mistake people make is…



8.1.NC.9-12.3
Evaluate security measures 

to address various 
common security threats.



so there is a cyber 
problem, what is the best 
way to protect against it?



What vocab words or 
concepts does this entail? 

threats
phishing
malware

password attacks
data breaches

social engineering

…whatever comes up in your 
curriculum

protections
passwords

MFA
encryption

software updates
antivirus software

firewalls
least privilege

…whatever comes up in your 
curriculum



What lesson do you 
already teach that comes 
to mind when reflecting on 
this standard?



cyber.org

● Cyber 1 → 2.1.1 PSA Videos 
for Social Engineering

● Cyber 1→ Unit 3, 7, 8, 9

Cyber Safety Videos 

https://cyber.org/cybersafety


code.org

Curriculum → AI Foundations: Exploring AI and CS

The Fabric of the Internet & AI → Lessons 9, 11

Cybersecurity & Global Impacts



Although not a lesson, a great place 
where we can bring in current 
events and have discussions.



how does the internet work?

how do we protect data?

given a threat, which protection works best?



Other curriculums

Ring Curriculum → request access 

https://docs.google.com/forms/d/e/1FAIpQLSf9PrRxmDU5p59wZKmYV4hqPFSpsoV1nXPiXTFHLOESkMJP-w/viewform


old cyber standards 

● 8.1.NC.9-12.1 Analyze vulnerabilities and identify methods to protect 
networks and data.

● 8.1.NC.9-12.2 Analyze encryption techniques used to protect 
confidentiality and integrity.

● 8.1.NC.9-12.3 Evaluate security measures to address common security 
threats.
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