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Introduction

● Standard tcpdump has zero visibility into DPDK traffic, as DPDK packets 
bypass the kernel network stack entirely

● Existing DPDK packet capture solutions require intrusive modifications to 
application code and full recompilation

Comparison tcpdump netcap

target traffic kernel network 
stack

DPDK userspace 
+ kernel skb

capture point tc ingress or 
egress

any function in 
pipeline

filter syntax tcpdump tcpdump



Introduction

● Existing approaches for DPDK packet capture

Comparison DPDK pdump + librte_bpf netcap

target traffic DPDK userspace DPDK userspace + 
kernel skb

attach model app-integrated (link-time) external uprobe 
(runtime)

capture point pdump-instrumented hooks 
only

any function in 
pipeline

filter librte_bpf (in-process) tcpdump



Introduction

● Supports flexible packet capture points in the DPDK processing pipeline

● Fully compatible with BPF/tcpdump filters



Introduction

● eBPF-based hooking for safety and flexibility

● Uses BCC for bytecode generation, loading, and attaching



Introduction

● Netcap command line interface



Introduction

● Example: packet capture in a DPDK environment



Implementation
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Implementation

● System architecture



Implementation

● Overall processing pipeline



Implementation

● Converting tcpdump filter 
syntax to C functions



Implementation

● BCC integrates LLVM to JIT-compile and generate bytecode, then loads and 
attaches it



Implementation

● Mapping between mbuf structure and packet data



Future
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Future

● Performance: reduce uprobe overhead with bpftime

Operation kernel uprobe (ns) bpftime userspace (ns) speed up

uprobe trigger 2561.57 190.02 13.48×

Source: bpftime official benchmark (eunomia-bpf)

● Open source: https://github.com/bytedance/netcap
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Thank you– Questions are welcome


