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ML-KEM and ML-DSA

What is ML-KEM and ML-DSA ?
- Module Lattice based encryption and signature algorithms
- NIST standard (FIPS 203 and 204).
- Security based on MLWE (Module Learning With Error)
- Replaces classical crypto:
ML-KEM replaces RSA, DH, ECDH
ML-DSA replaces RSA, ECDSA

Why are they important in PQC ?

- SNDL (Store Now Decrypt Later) threat

- No compromise with the speed

- Interoperable (Browsers of different companies use same math)

What software enable these algorithms today ?
- Browsers, Messaging app, Core crypto libraries
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ML-KEM op
ors [ koraenerston | koyvntaton | Evapmuon | pecapmisin

Input Seed ‘d’ (32B) Op type Message (32B) Cipher (32B)

Seed ‘Z (32B) Key Encapsulation key Decapsulation key
OpenSSL EVP_PKEY_fromdata_init Not yet enabled EVP_PKEY_encapsulate_init EVP_PKEY_decapsulate_init
PMD EVP_PKEY_fromdata EVP_PKEY_encapsulate EVP_PKEY_decapsulate

EVP_PKEY_todata

Output Encap key Success/Falil Cipher Shared secret (32B)
Decap key Shared secret (32B)
ML-KEM-512 1632
ML-KEM-768 1184 2400 1088
ML-KEM-1568 1568 3168 1568
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Case study: PQC enabled TLS Gateway

(PK)

ML-KEM

(SK)

2. HANDSHAKE
(SEND PUBLIC KEY)

1. SERVER SETUP (SERVER: e.g., PQC LB NODE)
1. GENERATE KEY PAIR

=+ P

Public Key Secret Key

- Generates ML-KEM key pair
- Sends public key to client

SERVER

NETWORK

CLIENT L

| 2. CLIENT ENCAPSULATION (CLIENT: e.g, User Device)

3. PERFORM ENCAPSULATION - Uses server's public key

3 - Produces:
“ % - Ciphertext (sent to
PUBLIC KEY server)

Cuphertext iphert - Shared Secret
) ENCAPSULATE sgeef(sgitc , (kept locally)

4. SEND CIPHERTEXT

5. CLIENT STORED :
SHARED SECRET (SS_C) SERVER

CLIENT

< T 2

SERVER

6. APPLY
DECAPSULATION

3. SERVER DECAPSULATION (SERVER: e.g., PQC LB NODE)

- Receives ciphertext
- Decapsulates with secret key
- Recovers shared secret

_mm— [ss ) e
“ @S"“‘ =
DECAPSULATE

IDENTICAL SHARED
SECRETS RECOVERED

(4. SESSION KEY DERIVATION (BOTH SIDES: CLIENT & SERVER) ‘

- Both have identical secret

- Secret fed into KDF
- Produces symmetric session
keys for TLS traffic encryption
(AES / ChaChazo)

SHARED
SECRET

(SS)
ESymmetnc Symmetrlc

Session Keys 8. ENCRYPT Session Keys

(KEY DERNATION FUNCTION)

. CLIENT (o,g,us/cmcmzo) TLS TRAFFIC (e, s/ caciaze; SERVER J
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Supported NIST Security levels: 44, 65, 87

Supported Ops
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ML-DSA op

| Ops | Key generation sign __________________Jveiy |

Input Seed (32B)
OpenSSL EVP_PKEY_fromdata_init
PMD EVP_PKEY_fromdata
EVP_PKEY_todata
Output Public key
Private key

Private key

Per signature seed
Context key

Hash algorithm

EVP_PKEY_sign_message_init
EVP_PKEY_CTX_set signature_md
EVP_PKEY_sign

Message

Mu

Public key
Signature
Context key
Hash algorithm

EVP_PKEY_verify_message_init
EVP_PKEY_verfiy

Success/Failure

Public key size Private key size

ML-DSA-44
ML-DSA-65
ML-DSA-87
) DRDK
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Case study: PQC authenticated TLS Load Balancer

2

| 1. SERVER SETUP (SERVER: e.g., PQC LB NODE)

- Server generates an ML-DSA Cert & Key

- Server generates an ML-KEM key pair
(KEM Sal

- It sends the Cert. ML-KEM PK, and an
ML-DSA Handshake Signature to the
client during the handshake

1a. SERVER AUTHENTICATION PREP

o + @

ML-DSA Cert  ML-KEM Key
SK(KEM-PK) (SK)
- Handshake Signature

23, SEND CERT & SIGNATURE

ML-DEA

2b. SEND ML-KEM PK (HANDSHAKE)

NETWORK

SERVER

( 2. CLIENT ENCAPSULATION (CLIENT: e.g., User Device)

CLIENT )L

2¢. CLIENT VERIFICATION - Client verifies server's cert and
(PRE-ENCAPSULATION) handshake signature using Server PK.
> 0 - If valid, the client uses the
” server's public key to perform
PUBLICKEY ™ VERIFY HANDSHAKE: encapsiation.
ML-DSA- pxmammmug +KEM-PK) Ciphertext - ciphertext (sent to server),

- shared secret (kept locally).

il

Secret (SS_C)

IF VALID -+ PROCEED
4, SEND CIPHERTEXT

5. CLIENT STORED
SHARED SECRET (S5_C)

SERVER

CLIENT

T’a. SERVER DECAPSULATION (SERVER: e.g., PQC LB NODE)

- Receives ciphertext
- Decapsulates with secret key
- Recovers shared secret

%”“"’" Secret

( 4. SESSION KEY DERIVATION (BOTH SIDES: CLIENT & SERVER) i

- Both have identical secret

- Secret fed into KDF

- Produces symmetric session
keys for TLS traffic encryption
(AES / ChaCha20)

(KEY DERIVATION FUNCTION)

SERVER S i S: t
6. APPLY IDENTICAL SHARED ymmetric 8. ENCRYPT ymmetric
DECAPSULATION S SECRETSRECOVERED | | CLIENT poicsiomctin  TLSTRAFFIC  (eousssimaqioo SERVER |
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PQC adoption challenges

Challenges:
Level 5 (256 bit) 9

Level 3 (192 bit) 1. Memory allocation
Level 1 (128 bit) Larger key and signature sizes in handshake.
2. Cache efficiency
Largor keys thiash cache.
3. Session table

Security Strength

MLKEM-512 MLKEM-768 MLKEM-1024 Shared secret needs to be stored per session.
MLDSA-87 4. Network throughput
Packet fragmentation on handshakes.

v

Resource requirements
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Software crypto performance
128-bit security benchmark using DPDK crypto-perf

40000 37073
35000 32486
30000
25000
20000
15000 13260
10000 9117 B 8754 9050

5000 30163257 I I I 1670 3190

Y1 - f
SIGN VERIFY ENCRYPT DECRYPT

B RSA-3072 ®mSM2 ®=MLDSA-44 mMLKEM-512
@ D P D K Based on OpenSSL v3.6 based DPDK PMD in x86_64, 3GHz x8 cpu, 16GB Memory
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Future roadmap for DPDK + PQC

Hardware acceleration
- Significant performance improvements are anticipated in the modern hardware platforms.

Cryptodev to support Fn-DSA, SLH-DSA
VirtlO crypto to support PQC algorithms
Hybrid PQC
- Support dual key encapsulation
- Use cases RFC 7512/PKCS 11, RFC 9370/IKEv2 )

Benchmark Quantum Tax
- Throughput vs. Latency
- MTU challenge (larger key size ~ 2 — 3 KB)

OpenSSL PMD improvement
- Batch processing of KEM and DSA workloads
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Questions.
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