
Application Packaging Lore Book
Jose Schenardie



Sponsors 



Michael Scott
Microsoft MVP · Endpoint & Security

Role
Manager

Focus
Intune · Windows 365 · Security

Blog, Hobbies and more
Being awesome

That’s a me

Jose Schenardie
Microsoft MVP ·  Security

Role
CTO - Devicie

Focus
Intune · R&D · AI

Blog
https://msendpointmgr.com
https://intune.tech

https://msendpointmgr.com/
https://intune.tech/


Agenda

• Getting Started with App Packaging
• Packaging Process
• Public / Private Repos
• Tools



Getting Started with App Packaging



It all starts with a need

I need to install software 
X for department/user Y 

and keep it up to date



Followed by an evaluation of

Risk
How critical is this software and its updates and how often 
are they released?

How quick do I need to get updates packaged and 
deployed?

How likely is this software to have a vulnerability exploited 
in the wild?



Followed by an evaluation of

Effort
How long will it take for me to package this software: 

Manually 

With automation

Using a third party*



Followed by an evaluation of

*Cost
Is the cost:

Man hours?

Per user per month?

For resources of open-source solution (deployed on my cloud)

Embedded on license (E5/E7)



That leads us to

EFFORT COST

RISK



Packaging Process



It all starts with metadata

Media file (aka MSI, EXE, ZIP, MSIX)
• Download URL
• Hash Validation

Detection information
• ARP Version (*custom)
• MSI Version
• File Version
• Registry



Example 1



https://code.visualstudio.com/download#

https://code.visualstudio.com/sha/download?build=stable&os=win32-x64

Vendor Website

https://code.visualstudio.com/download
https://code.visualstudio.com/sha/download?build=stable&os=win32-x64
https://code.visualstudio.com/sha/download?build=stable&os=win32-x64
https://code.visualstudio.com/sha/download?build=stable&os=win32-x64


Vendor Website

https://vscode.download.prss.microsoft.com/db
azure/download/stable/560a9dba96f961efea7b1

612916f89e5d5d4d679/VSCodeSetup-x64-
1.116.0.exe

https://vscode.download.prss.microsoft.com/dbazure/download/stable/560a9dba96f961efea7b1612916f89e5d5d4d679/VSCodeSetup-x64-1.116.0.exe
https://vscode.download.prss.microsoft.com/dbazure/download/stable/560a9dba96f961efea7b1612916f89e5d5d4d679/VSCodeSetup-x64-1.116.0.exe
https://vscode.download.prss.microsoft.com/dbazure/download/stable/560a9dba96f961efea7b1612916f89e5d5d4d679/VSCodeSetup-x64-1.116.0.exe
https://vscode.download.prss.microsoft.com/dbazure/download/stable/560a9dba96f961efea7b1612916f89e5d5d4d679/VSCodeSetup-x64-1.116.0.exe
https://vscode.download.prss.microsoft.com/dbazure/download/stable/560a9dba96f961efea7b1612916f89e5d5d4d679/VSCodeSetup-x64-1.116.0.exe
https://vscode.download.prss.microsoft.com/dbazure/download/stable/560a9dba96f961efea7b1612916f89e5d5d4d679/VSCodeSetup-x64-1.116.0.exe
https://vscode.download.prss.microsoft.com/dbazure/download/stable/560a9dba96f961efea7b1612916f89e5d5d4d679/VSCodeSetup-x64-1.116.0.exe


Self Update Snooping (internal api)



Update URLs

1.104.1 x64
https://update.code.visualstudio.com/api/update/win32-
x64/stable/0f0d87fa9e96c856c5212fc86db137ac0d783365

1.105.0 x64
https://update.code.visualstudio.com/api/update/win32-
x64/stable/03c265b1adee71ac88f833e065f7bb956b60550a

1.105.0 arm64
https://update.code.visualstudio.com/api/update/win32-
arm64/stable/03c265b1adee71ac88f833e065f7bb956b60550a

https://update.code.visualstudio.com/api/update/win32-x64/stable/0f0d87fa9e96c856c5212fc86db137ac0d783365
https://update.code.visualstudio.com/api/update/win32-x64/stable/0f0d87fa9e96c856c5212fc86db137ac0d783365
https://update.code.visualstudio.com/api/update/win32-x64/stable/0f0d87fa9e96c856c5212fc86db137ac0d783365
https://update.code.visualstudio.com/api/update/win32-x64/stable/0f0d87fa9e96c856c5212fc86db137ac0d783365
https://update.code.visualstudio.com/api/update/win32-x64/stable/03c265b1adee71ac88f833e065f7bb956b60550a
https://update.code.visualstudio.com/api/update/win32-x64/stable/03c265b1adee71ac88f833e065f7bb956b60550a
https://update.code.visualstudio.com/api/update/win32-x64/stable/03c265b1adee71ac88f833e065f7bb956b60550a
https://update.code.visualstudio.com/api/update/win32-x64/stable/03c265b1adee71ac88f833e065f7bb956b60550a
https://update.code.visualstudio.com/api/update/win32-arm64/stable/03c265b1adee71ac88f833e065f7bb956b60550a
https://update.code.visualstudio.com/api/update/win32-arm64/stable/03c265b1adee71ac88f833e065f7bb956b60550a
https://update.code.visualstudio.com/api/update/win32-arm64/stable/03c265b1adee71ac88f833e065f7bb956b60550a
https://update.code.visualstudio.com/api/update/win32-arm64/stable/03c265b1adee71ac88f833e065f7bb956b60550a




Example 2



Vendor Website

https://notepad-plus-plus.org/downloads/
https://notepad-plus-plus.org/downloads/v8.9.1/

https://github.com/notepad-plus-plus/notepad-plus-
plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe

https://notepad-plus-plus.org/downloads/
https://notepad-plus-plus.org/downloads/
https://notepad-plus-plus.org/downloads/
https://notepad-plus-plus.org/downloads/
https://notepad-plus-plus.org/downloads/
https://notepad-plus-plus.org/downloads/v8.9.1/
https://notepad-plus-plus.org/downloads/v8.9.1/
https://notepad-plus-plus.org/downloads/v8.9.1/
https://notepad-plus-plus.org/downloads/v8.9.1/
https://notepad-plus-plus.org/downloads/v8.9.1/
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe


Self Update Snooping (internal api)



https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v8.9.1/npp.8.9.1.Installer.x64.exe

Update URLs

https://notepad-plus-plus.org/update/getDownloadUrl.php?version=8.9&param=x64





GitHub Version Control

https://api.github.com/repos/{vendor}/{project}/releases/latest

https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest

https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest

https://api.github.com/repos/%7bvendor%7d/%7bproject%7d/releases/latest
https://api.github.com/repos/%7bvendor%7d/%7bproject%7d/releases/latest
https://api.github.com/repos/%7bvendor%7d/%7bproject%7d/releases/latest
https://api.github.com/repos/%7bvendor%7d/%7bproject%7d/releases/latest
https://api.github.com/repos/%7bvendor%7d/%7bproject%7d/releases/latest
https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest
https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest
https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest
https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest
https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest
https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest
https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest
https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest
https://api.github.com/repos/notepad-plus-plus/notepad-plus-plus/releases/latest
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/latest


GitHub Version Control



Example 3



Vendor External API

https://support.logi.com/hc/en-au/articles/360025297893-Logitech-Options

https://support.logi.com/hc/en-au/articles/360025297893-Logitech-Options
https://support.logi.com/hc/en-au/articles/360025297893-Logitech-Options
https://support.logi.com/hc/en-au/articles/360025297893-Logitech-Options
https://support.logi.com/hc/en-au/articles/360025297893-Logitech-Options
https://support.logi.com/hc/en-au/articles/360025297893-Logitech-Options
https://support.logi.com/hc/en-au/articles/360025297893-Logitech-Options
https://support.logi.com/hc/en-au/articles/360025297893-Logitech-Options


Vendor External API



Vanity URLs

https://zoom.us/client/latest/ZoomInstaller.exe?archType=winarm64

https://code.visualstudio.com/sha/download?build=stable&os=win32-arm64

https://zoom.us/client/latest/ZoomInstaller.exe?archType=winarm64
https://code.visualstudio.com/sha/download?build=stable&os=win32-arm64
https://code.visualstudio.com/sha/download?build=stable&os=win32-arm64
https://code.visualstudio.com/sha/download?build=stable&os=win32-arm64


Vanity URLs

Cause issues with:
• Gradual Rollouts
• SHA verifications



Public / Private Repos



• Private repo 
https://apps.microsoft.com/home

• Public repo  
https://github.com/microsoft/winget-pkgs

• Enterprise Application Manager repo = 
****************.com

Definition

https://apps.microsoft.com/home
https://github.com/microsoft/winget-pkgs
https://github.com/microsoft/winget-pkgs
https://github.com/microsoft/winget-pkgs


Private Repo Getting Started

Create account (MS Account)

Validate ID / Company

Account setup

App submission

App certification



Private repo Account Type

Microsoft Store Developer Platform

https://storedeveloper.microsoft.com/en-US/home


Private repo ID Verification



Private repo ID Verification



Private repo ID Verification



Private repo Account Setup



Private repo Account Setup



App Submission
• Choose app type

MSIX or PWA
EXE or MSI
Game

• Reserve Name
• Pricing and Availability (worldwide or specific countries)
• Properties (Category, support, etc)
• Age Ratings
• Packages (Windows versions)
• Store listings (extra languages)
• Submission Options (ASAP, date, manual)



App Certification

• Security tests: This first test checks your app's packages for viruses and malware. If your 
app fails this test, you'll need to check your development system by running the latest 
antivirus software, then rebuild your app's package on a clean system. 

• Technical compliance tests: Technical compliance is tested by the Windows App 
Certification Kit.

• Content compliance: The amount of time this takes varies depending on how complex 
your app is, how much visual content it has, and how many apps have been submitted 
recently. Be sure to provide any info that testers should be aware of in the Notes for 
certification page.

*Between 1-3 business days
The app certification process for MSIX app

https://learn.microsoft.com/en-us/windows/apps/publish/publish-your-app/msix/app-certification-process#certification


Welcome to MS Store



Public Repo Getting Started

Create account (Github Account)

Validate ID / Company

Account setup

App submission

App certification



Account Setup

Github Signup

https://github.com/signup


App Submission

Wingetcreate
wingetcreate new url

Komac
komac token add
komac new

https://github.com/microsoft/winget-create
https://github.com/russellbanks/Komac


App Certification

Control What it does? Why It Really Matters?

PR-only, hardened pipeline
Validation runs only on pull 
requests, with no secrets exposed 
to forks

Stops attackers from abusing the 
pipeline itself to steal tokens or run 
arbitrary code

Manifest + policy enforcement Every submission must strictly 
follow WinGet schemas and policies

Prevents deceptive packages, 
typosquatting, and metadata 
trickery

Installer hash verification 
(SHA256)

The installer’s hash must match 
what’s declared in the manifest

Blocks silent binary swaps, CDN 
compromise, and post-submission 
tampering

Malware scanning + SmartScreen 
reputation checks

Installers are scanned and Microsoft 
reputation data is consulted before 
approval

Catches known malware before it 
ever reaches users and flags 
low-trust, newly weaponized, or 
suspicious installers

Sandbox install & uninstall testing Package is installed and removed in 
an isolated environment

Detects fake silent installs, 
persistence tricks, and broken 
installers

Manual review as backstop Validate all new packages and 
checks other suspicious things

Final human component to verify 
things machines can’t (I hope ☺)

Pipelines - Runs for WinGetSvc-Validation

https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=14
https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=14
https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=14
https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=14
https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=14


App Certification

Control Why It Really Matters?

Malicious PR publishes package Publish pipeline cannot run from PRs

Fork contributor steals secrets No secrets exposed to forks

Tampering between validation and 
publish Git commit immutability + full history

Publishing unreviewed binaries No binaries are built or uploaded

Silent feed mutation Azure RBAC + storage auditing

Replay / partial publish Batch mode + single authoritative feed

Pipelines - Runs for WinGetSvc-Publish

https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=12
https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=12
https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=12
https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=12
https://dev.azure.com/shine-oss/winget-pkgs/_build?definitionId=12


App Certification

winget-pkgs/Tools/ManualValidation at master · microsoft/winget-pkgs

New version: BenthicSoftware.GoldSqall.2 version 2.4.0.240 by schenardie · Pull Request #349203 · microsoft/winget-pkgs

https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/tree/master/Tools/ManualValidation
https://github.com/microsoft/winget-pkgs/pull/349203
https://github.com/microsoft/winget-pkgs/pull/349203
https://github.com/microsoft/winget-pkgs/pull/349203
https://github.com/microsoft/winget-pkgs/pull/349203
https://github.com/microsoft/winget-pkgs/pull/349203
https://github.com/microsoft/winget-pkgs/pull/349203
https://github.com/microsoft/winget-pkgs/pull/349203


Submission Statistics

source

spectopo (21.6%)

Trenly (12.3%)

SpecterShell (11.5%)

vedantmgoyal9 (10.1%)

wingetbot (9.3%)

OfficialEsco (2.5%)

damn-good-b0t (2.4%)

vedantmgoyal-bot[bot] 
(2.1%)

jedieaston (2%)

ItzLevvie (1.9%)

Others (90 
contributors) (24.3%)

WinGet-Pkgs Top 10 Contributors
Total Packages: 276,415  |  Updated: 2026-04-15 09:42

spectopo Trenly SpecterShell vedantmgoyal9

wingetbot OfficialEsco damn-good-b0t vedantmgoyal-bot[bot]

jedieaston ItzLevvie Others (90 contributors)

https://github.com/microsoft/winget-pkgs/graphs/contributors


Tools



Testing Apps

Run in Sandbox - Joly0

Intunewin RightClick Extract - Damien Van Robaeys

PsExec - Sysinternals | Microsoft Learn

https://github.com/Joly0/Run-in-Sandbox
https://github.com/Joly0/Run-in-Sandbox
https://github.com/Joly0/Run-in-Sandbox
https://github.com/damienvanrobaeys/Intunewin_RightClick_Extract
https://github.com/damienvanrobaeys/Intunewin_RightClick_Extract
https://github.com/damienvanrobaeys/Intunewin_RightClick_Extract
https://github.com/damienvanrobaeys/Intunewin_RightClick_Extract
https://github.com/damienvanrobaeys/Intunewin_RightClick_Extract
https://github.com/damienvanrobaeys/Intunewin_RightClick_Extract
https://learn.microsoft.com/en-us/sysinternals/downloads/psexec
https://learn.microsoft.com/en-us/sysinternals/downloads/psexec
https://learn.microsoft.com/en-us/sysinternals/downloads/psexec
https://learn.microsoft.com/en-us/sysinternals/downloads/psexec


Re-packaging Apps

Master Packager

InstEd It! - Download instead

PSAppDeployToolkit

https://www.masterpackager.com/download/master-packager
http://www.instedit.com/download.html
http://www.instedit.com/download.html
http://www.instedit.com/download.html
https://learn.microsoft.com/en-us/sysinternals/downloads/psexec
http://www.instedit.com/download.html
https://psappdeploytoolkit.com/


Paas Packaging

Intune App Factory - MSEndpointMgr

https://msendpointmgr.com/intune-app-factory/
https://msendpointmgr.com/intune-app-factory/
https://msendpointmgr.com/intune-app-factory/


Saas Packaging

IntuneGet | Free Intune App Deployment Tool

https://www.intuneget.com/
https://www.intuneget.com/


Intune Awesome Packaging

Awesome Intune - Browse Packaging Solutions

https://www.awesomeintune.com/tools?category=packaging
https://www.awesomeintune.com/tools?category=packaging
https://www.awesomeintune.com/tools?category=packaging


Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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