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Kubernetes != Configuration as Code



Why This Matters



How you can leverage it



Great for Helm Users



Great for Chart Maintainers



Great for the larger Kubernetes 
community.



Configuration as Code?



Ways to deploy code



Whose code?



Where?



Your Servers Someone Else’s 
Servers

Your Code

Someone 
Else’s Code



90%
Your code → your servers
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OTS In Kubernetes



Your Servers Someone Else’s 
Servers

Your Code

Someone 
Else’s Code Also You

You



Your Servers Someone Else’s 
Servers

Your Code
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Your Servers Someone Else’s 
Servers

Your Code

Someone 
Else’s Code



Your Servers Someone Else’s 
Servers

Your Code

Someone 
Else’s Code

OTS 
Consumer

1st Party OTS 
Maintainer



OTS vs First Party



Configuration As Code is great for First Party 
Deployment



1st Party

● Limited deployment environments

● Direct access to source configuration

● Direct access to application experts



1st Party

● Easy to change

● Few changes needed



3rd Party

● Infinite Deployment Environments

● Limited control over source configuration



3rd Party

● Many changes needed

● Harder to change



DEV                                                                    OPS

                                        WALL 



DEV                                                                    OPS

                                        

DEVOPS



This is harder for OTS



DEV                                                                                                            
DEVOPS

OPS

                                        

Acme BigCorp
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DEVOPS

OPS

                                        

Acme BigCorp

DEV                                                                                                            

Super Good Tools, Inc



This pre-dates Kubernetes



2005

Puppet

2009

Chef

2011

SaltStack

2012

Ansible
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This pre-dates Kubernetes



But by nature, Kubernetes is equipped to 
solve this better than its predecessors



What does this problem look 
like in Kubernetes?



Kubernetes has its own wall



DEV                                                                    OPS

                                        WALL 



Application Config Runtime Config

Environment Variables

Config Maps

Image

Pull Policy

Image Tag

Pod Label

Secrets
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Application Config Runtime Config

Environment Variables

Config Maps

Image

Pull Policy

Image Tag

Pod Label

Secrets

Pod Security Context

Replicas

Annotations SealedSecrets

Update Strategy
HTTP Proxy

Ingress

Cluster OperatorApp Maintainer



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 3
  template:
    spec:
      containers:
        - name: web-app
          image: quay.io/supergoodtool/web-app:1.0.1
          imagePullPolicy: Always
          envFrom:
            secret:
              name: web-app
          env:
            - name: HTTP_PROXY
              value: someproxy.acmecorp.internal:6123
          ports:
            - name: http
              containerPort: 8090
      



Mixed together



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 3
  template:
    spec:
      containers:
        - name: web-app
          image: quay.io/supergoodtool /web-app:1.0.1
          imagePullPolicy: Always
          envFrom:
            secret:
              name: web-app
          env:
            - name: HTTP PROXY
              value: someproxy.acmecorp.internal:6123
          ports:
            - name: http
              containerPort: 8090
      

App
Runtime



App Config

● Finite Configurations
● OTS Application knows all possible options
● Easily templatable



Runtime Config

● Infinite configurations
○ + CRDS
○ + Infrastructure

● Independent of OTS application
● Cluster Operator concerns



Application vs Runtime Config in Kubernetes

- Easily templated

- OTS application knows all possible 

configurations

App Config

- Unlimited configurations

- + CRDs

- + Infrastructure

- Options are independent of OTS 

application

- Cluster operator should decide 

how to deliver app to runtime

Runtime Config



1st Party

● Limited deployment 
environments

● Direct access to source 
configuration

● Direct access to application 
experts

3rd Party

● Unlimited deployment 
environments

● Limited Access to source 
configuration

● Hard to change



Maintaining an OSS chart means accepting 
lots of changes to add configurability



stable/prometheus
Started on Nov 14, 2016 (3 years ago) - Averaging 1+ commit per week

200 total commits to chart

70% “make X configurable”, 20% “updates”, 10% “helm chores”

Started (from incubating) with 415 lines in Values.yaml

Now has 1324 lines in Values.yaml

The chart has 10k+ lines of TEMPLATED yaml



As an operator, 3rd party customization
 
● is slower 
● adds complexity



How can I get the speed and 
simplicity of 1st Party...



...for Charts I don’t own?



Option 1: Fork



# values.yaml
color: blue

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: {{ .Values.color }}





# values.yaml
color: blue
replicas: 1

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: {{ .Values.replicas }}
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: {{ .Values.color }}



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

$ helm install --set color=yellow --set replicas=10 ... 



Option 2: Template & Modify



# values.yaml
color: blue

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: {{ .Values.color }}



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

$ helm template --set color=yellow ... 



 apiVersion: apps/v1
 kind: Deployment
 metadata:
   name: web-app
 spec:
+  replicas: 10
   template:
     spec:
       containers:
         - name: web-app
           image: nginx:1.17
           env:
             - name: COLOR
               value: yellow

$ helm template --set color=yellow ... 



Neither of these options are great



You get customizability...



...but you become the owner



This makes Day 2 really 
hard!



Day 2?



Regular Updates / CD
Monitoring

Alerting
Log Aggregation
Canary Deploys

Integration Testing
Security Scanning

...



Deployment
Regular Updates / CD

Integration Testing
Security Scanning
Canary Deploys

Observability
Monitoring

Alerting
Log Aggregation

Tracing



Example Deployment Workflows

K8s
Cluster

Dev writes or updates 
Code/YAML

Common 1st-party application SDLC

Image Registry

Config YAML



Example Deployment Workflows

K8s
Cluster

Dev writes or updates 
Code/YAML

Common 1st-party application SDLC

Image Registry

Config YAML

Deployment
Regular Updates / CD
Integration Testing
Security Scanning
Canary Deploys

Observability
Monitoring
Alerting
Log Aggregation
Tracing



Day 2 

 
Leverage the same process I use for my own 

code



Deployment Flexibility

Deep Customization

Transparency

Regular Updates / CD
Monitoring
Alerting
Log Aggregation
Canary Deploys
Integration Testing
Security Scanning

To do... You Need...



Day 2 with forks



Real World Configuration

Application Config Runtime Config

Forked Helm Chart

Environment Variables

Config Maps

Image

Pull Policy

Pod Security Context

Update Strategy

Forked Helm Chart Changes

Image Tag

Annotations

CRDs

Pod Label

Secrets

SealedSecrets

Maintained by Cluster Operator



Forks = Manually reconciling updates

Repeated for 200+ apps at 1,000s of orgs.

Forked Helm Chart EC H A N G S

Helm Chart 1.1N E W

Forked Helm Chart 1.1 EC H A N G SWN E



Choose your merge conflict!



Option 1: Fork Chart
   {{- end }}

     labels:

<<<<<<<<<<HEAD

       {{- include "prometheus.server.labels" . | nindent 8 }}

===========

       {{- end }}

       {{- if .Values.server.statefulSet.labels}}

       {{ toYaml .Values.server.statefulSet.labels | nindent 8 }}

>>>>>>>>>>abcea52

       {{- end}}

<<<<<<<<<<HEAD

{{- if .Values.server.affinity }}

   affinity:

===========

   spec:

>>>>>>>>>>abcea52



Option 2: Template + Modify

     labels:

<<<<<<<<<<HEAD

       app: prometheus

       heritage: Tiller

===========

       app: prometheus

       myapp.io/source: external

       heritage: Tiller

>>>>>>>>>>abcea52

     affinity:



Forked Helm Chart EC H A N G S
Forked Helm Chart EC H A N G S

Forked Helm Chart EC H A N G S
Forked Helm Chart EC H A N G S

Forked Helm Chart EC H A N G S
Forked Helm Chart EC H A N G S

Forked Helm Chart EC H A N G S
Forked Helm Chart EC H A N G S

Forked Helm Chart EC H A N G S
Forked Helm Chart EC H A N G S

What cluster operators manage in reality

Vs. ideally

Values
Values

Values
Values

Values
Values

Values
Values

Values
Values

Values
Values



Manual processes cause problems

“I’ll check on it once in a while”

“If it’s working, don’t fiddle with it”

“We check for updates quarterly”



Updating is important

Security

Fixes

Features



How do I get better at this?



Embrace the wall



DEV                                                                                                            
DEVOPS

OPS

                                        

Acme BigCorp

DEV                                                                                                            

Super Good Tools, Inc

OPS



Application Config Runtime Config

Environment Variables

Config Maps

Image

Pull Policy

Image Tag

Pod Label

Secrets

Pod Security Context

Replicas

Annotations SealedSecrets

Update Strategy
HTTP Proxy

Ingress

Cluster OperatorApp Maintainer



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 3
  template:
    spec:
      containers:
        - name: web-app
          image: quay.io/supergoodtool /web-app:1.0.1
          imagePullPolicy: Always
          envFrom:
            secret:
              name: web-app
          env:
            - name: HTTP PROXY
              value: someproxy.acmecorp.internal:6123
          ports:
            - name: http
              containerPort: 8090
      

App
Runtime









Inspired by Brian Grant’s whitepaper



Template Free Configuration
=

No code!



Chef

https://docs.chef.io/resource_user.html

https://docs.chef.io/resource_user.html


Chef

https://docs.chef.io/resource_user.html

https://docs.chef.io/resource_user.html


Ansible



Ansible





Helm doesn’t quite solve this

Helm prevents accessing the 
Kubernetes API.

Helm only allows for 
configuration of items in the 
chart, not additions or deletions 
or non-standard changes.



How to access the Kubernetes API directly with Helm



How can Kustomize help?



Patch. Don’t Fork.



Patch. Don’t Fork.

Application Config Runtime Config



# values.yaml
color: blue

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: {{ .Values.color }}

Application Config



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

$ helm template --set color=yellow ... 

Application Config



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

Application Config

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10

Runtime Config

Templated Patch



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

$ kustomize build ./ 

Application Config

Runtime Config



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

$ kubectl kustomize ./ 

Application Config

Runtime Config



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

Application Config

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

Runtime Config

Templated Patch



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          imagePullPolicy: Always
          env:
            - name: COLOR
              value: yellow

$ kubectl kustomize ./ 

Application Config

Runtime Config

Runtime Config



App & Runtime config mixed in a single 
object...



...but stored separately



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

Base Overlay

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

Application Config

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

Runtime Config



apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

Base overlays/staging

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  template:
    spec:
      containers:
        - name: web-app
          image: nginx:1.17
          env:
            - name: COLOR
              value: yellow

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 3
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Alway

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

overlays/production

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
metadata:
  name: web-app
spec:
  replicas: 10
  template:
    spec:
      containers:
        - name: web-app
          imagePullPolicy: Alway



What does this have to do with Day 2 
operations?





“The user can periodically rebase their base”

This is a git merge conflict-free process.



No Templates, No Code, No Control Flow

Structured Object Merge



Still a merge, still room for conflicts...



...but in 90% of cases you can pull upstream 
with no effort.



   {{- end }}

     labels:

<<<<<<<<<<HEAD

       {{- include "prometheus.server.labels" . | nindent 8 }}

===========

       {{- end }}

       {{- if .Values.server.statefulSet.labels}}

       {{ toYaml .Values.server.statefulSet.labels | nindent 8 }}

>>>>>>>>>>abcea52

       {{- end}}

<<<<<<<<<<HEAD

{{- if .Values.server.affinity }}

   affinity:

===========

   spec:

>>>>>>>>>>abcea52



Kustomize emits plain YAML

Grokkable Diffs!





Patch. Don’t Fork.



Easy to customize, easy to update



How do I operationalize this?



Introducing kots



kots

- “Kubernetes Off the Shelf (Software)”
- Successor to Replicated Ship
- Optimized for Helm Charts
- No more forking charts
- Streamlines advanced configuration with Kustomize
- Pluggable into existing workflows
- GitOps release management 
- Automates merging upstream changes

github.com/replicatedhq/kots

https://github.com/replicatedhq/kots


Patch. Don’t Fork.



Application Config

Helm Chart

Environment Variables

Config Maps

Image

Pull Policy

Image Tag

Pod Label

Secrets

Runtime Config

Maintained by Chart Maintainer

Advanced Configuration with kots



Advanced Configuration with kots

Application Config

Helm Chart

Environment Variables

Config Maps

Image

Pull Policy

Image Tag

Pod Label

Secrets

Runtime Config

+Pod Security Context
+Update Strategy

Patchable Config

+Annotations

CRDs

- Pod Label

+SealedSecrets

Patch

Maintained by Chart Maintainer Maintained by Cluster Operator



kots = Automatically reconciling updates

Helm Chart 1.0

Helm Chart 1.1N E W

Helm Chart 1.2N E W

Helm Chart 1.3N E W

Patch

Patch

Patch

Patch



Forked Helm Chart EC H A N G S

Patch

Forked Helm Chart EC H A N G S
Forked Helm Chart EC H A N G S

Forked Helm Chart EC H A N G S
Forked Helm Chart EC H A N G S

Forked Helm Chart EC H A N G S
Forked Helm Chart EC H A N G S

Forked Helm Chart EC H A N G S
Forked Helm Chart EC H A N G S

Forked Helm Chart EC H A N G S

Patch
Patch

Patch
Patch

Patch
Patch

Patch
Patch

Patch

Reality with Helm forks

Vs. reality with patches 



overlays/midstream

statefulset.yaml

Midstreams vs. Downstream
Upstream

An upstream is an OTS application 
managed by another party

Midstream
A midstream is the organization-approved version of the 

application, built from the operator-supplied helm 
values.yaml and top-level kustomize patches

Downstreams
Downstreams capture last-mile changes 

to be made in specific environments

Helm Chart K8s yamlor

base
(helm template output)

Statefulset, Services, etc.

overlays/prod-eu-west

statefulset.yaml

statefulset.yaml

statefulset.yaml

overlays/prod-us-east

overlays/staging



Example Deployment Workflows

K8s
Cluster

Dev writes or updates 
Code/YAML

Common 1st-party application SDLC

Image Registry

Config YAML



Example Deployment Workflows (OSS / COTS with kots)

Common 1st-party application SDLC

K8s
Cluster

Dev writes or 
updates Code/YAML

Config YAML

Image Registry

kots makes 
git pull request





Example Deployment Workflows (OSS / COTS with kots)

Common 1st-party application SDLC

K8s
Cluster

Dev writes or 
updates Code/YAML

Config YAML

Image Registry

kots pushes new 
images to 

configured registry

kots pushes new 
images to 

configured registry

kots makes 
git pull request



Example Deployment Workflows (OSS / COTS with kots)

Common 1st-party application SDLC

K8s
Cluster

Dev writes or 
updates Code/YAML

Config YAML

Image Registry

kots makes 
git pull request



Let’s install a community chart,
with my custom requirements.



Assume I’m using gitops



Example Deployment Workflows (OSS / COTS with ship)

Common 1st-party application SDLC

K8s
Cluster

Dev writes or 
updates Code/YAML

Config YAML

Image Registry

kots makes git 
pull request



Repo Cluster



Repo Cluster

Managed by kots







overlays/midstream

Installing Better DB
Upstream Midstream Downstreams

better-db/chart base overlays/production

overlays/staging



Staging 
Cluster

Managed by kots

staging

production
Prod 

Cluster

Repo



Staging 
Cluster

Managed by kots

staging

production
Prod 

Cluster

Repo

CVE Scan
Integration Tests
Policy Enforcement
Push Images



Staging 
Cluster

Managed by kots

staging

production
Prod 

Cluster

Repo

CVE Scan
Integration Tests
Policy Enforcement
Push Images

Automated
Monitoring
Canaries
Log Aggregation



kots + kotsadm Demo



Staging 
Cluster

Managed by kots

staging

production
Prod 

Cluster

Repo

CVE Scan
Integration Tests
Policy Enforcement
Push Images

Automated
Monitoring
Canaries
Log Aggregation



kotsadm

●
●
●

●
●
●



Kots Wins
Operator

Own less yaml

Use your own process 
(e.g. GitOps)

Customize everything

Transparency

Maintainer

Write mostly YAML

Only template app config

Nobody Forks your chart

Community

Makes helm an even 
more flexible packaging 
format

Enables first-time and 
advanced users



What’s Next
Download Kots:  https://github.com/replicatedhq/kots

Kots pull: kubectl kots pull helm://stable/grafana

Kots install: kubectl kots install helm://stable/grafana

Outdated: kubectl outdated 

Unfork: kubectl unfork 

#ship at kubernetes.slack.com

https://github.com/replicatedhq/kots
https://github.com/replicatedhq/outdated
https://github.com/replicatedhq/unfork
https://kubernetes.slack.com/messages/CFFKXV0JZ
https://kubernetes.slack.com


Embrace the wall



Thanks!



Day 2 Operations of 
Helm Charts
Dexter Horthy


