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DNSSEC Automation Primer
Originally (~2010):

● Manual signing

● Manual key management / rollover in the child zone

➢ Today: Tooling available for all of that
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DNSSEC Automation Primer
Originally (~2010):

● Manual signing

● Manual key management / rollover in the child zone

➢ Today: Tooling available for all of that

Two gaps remaining:

1. Automation of DS provisioning (initial enrollment + updates)
○ when DNS Operator ≠ Registrar → no direct access to parent

2. Automation of Multi-Provider Setups (“multi-signer”)
○ when providers sign independently (RFC 8901 Model 2) → requires sync’ing DNSKEY/CDS/…
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Quick Update on Specification Developments
● draft-ietf-dnsop-cds-consistency: in RFC Editor Queue

“Clarifications on CDS/CDNSKEY and CSYNC Consistency”

● draft-ietf-dnsop-ds-automation: finished DNSOP WG Last Call

“Operational Recommendations for DS Automation”

● draft-ietf-dnsop-delegation-mgmt-via-ddns: adopted by DNSOP WG

“Automating DNS Delegation Management via DDNS”
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https://datatracker.ietf.org/doc/draft-ietf-dnsop-cds-consistency/
https://datatracker.ietf.org/doc/draft-ietf-dnsop-ds-automation/
https://datatracker.ietf.org/doc/draft-ietf-dnsop-delegation-mgmt-via-ddns/


Panel Overview
Topic Speaker

1. Postfix’s multi-signer transitions Carsten Strotmann &

Patrick Ben Koetter (sys4)

2. Generalized DNS Notifications in BIND 9 Matthijs Mekking (ISC)

3. DS Automation in .ch and .li: Oli Schacher (Switch)

Aligning with Operational Recommendations

4. Taking a step aside: how stories and emotions Barbara Jantzen (deSEC)

shape the adoption of technical standards
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Previous Panel References
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