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ANDREA GLANDON Hello and welcome to the NCSG Next Round Applications and HRIA
session. Please note that this session is being recorded and is
governed by the ICANN Expected Standards of Behavior, the ICANN
Community Anti-Harassment Policy, and the ICANN Community

Participant Code of Conduct concerning Statements of Interest.

Please observe the following guidelines to participate in this
session and | will post them in the chat shortly for your reference.
Only questions posted in the Zoom chat identified as a question
will be read aloud during this session, as time permits, and when
directed by the chair of this session. If you wish to speak, please
raise your hand in Zoom or otherwise as directed. When speaking,
please state your name for the record and speak clearly at a

moderate pace.

I will now hand the floor over to NCSG Chair, Rafig Dammak. You

may begin.

RAFIK DAMMAK Okay. Thanks, Andrea. Thanks for everyone for making it here
today. And starting with this first session about the new gTLDs and
human rights, it's kind of continuation of our efforts to bring that

dimension about human rights and to cover that through different
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policies. Here it's about the next round for gTLD and we will try to

show maybe possible risk and so on from that standpoint.

Before handing over to Farzaneh who will present and manage the
session, | want just to highlight for those who will speak here, |
mean, outside to speak closely to the mic because there are some
sound issues. That's the only way to be sure that those who are
joining us remotely would be able to hear us. And with that,

handing over to, Farzaneh.

FARZANEH BADIEI Thank you so much, Rafik. Hello everybody and welcome to this
session. So, when the new gTLD, the Next Round was being
discussed and there was the policy development process, we didn't
have the humanrights check that we now have for that process. So,
we can'tdo that like retroactively, to go back and do a human rights
check for the process. So, at NCSG, we thought that it would be
good to look over, what sort of human rights impact could possibly
be for the new gTLD applications and the process and how can we

respond to it? Next slide.

So, today | have Avri Doria with us, who is going to be our agent
provocateur, and she's going to tell us a few names. And then we'll
see if allowing them to be new gTLDs or not, or restricting human
rights. And | just want to be clear about one thing, that there might
be no human rights affected in some cases, or there might be some

human rights affected.
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And then we also have Sebastien Ducos from Unstoppable Domain
and Alexander Urbelis from ENS who can like tell us a little bit about
like what they think could be the potential human rights impact if
there are any. Or any other impact if they think that there are no
human rights impact, other impact and concerns that this. So, let

me just give you a little bit of background.

Like for example, when .gay was submitted in 2012, there are like a
few countries that objected to it. Same goes for like .sex and also
like there was .islam that there were many concerns about it and
there was like also in their public interest commitments, they had
very restrictive registration policy and so in the end it didn't get

anywhere. Next slide.

So, for example, when we see some kind of restrictions, like for
example, these new gTLDs came about like .doctor proposed that
they just want to be for medical doctors. And there was like a lot of
outcry that like there are other kinds of doctors and then also like
you get their licenses. Why do you do we think that maybe a human
rights check is needed for this one access? How does it impact
access if you can just register a domain name in .doctor if you are a
doctor?  Expression, market choice, and does rejecting this
application suppress legitimate speech? So, these are the

questions and the examples that I'm giving you. Next slide.

We have many more interesting ones. So, also there might be some
kind of data protection problems, some privacy approaches that

the new registrars would not do fundamental rights balancing. Or
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when they are mitigating DNS abuse, they over mitigate or under

mitigate. So, next slide.

So, we are just going to talk about like a few of like these
controversial ones. We are going to talk about public interest
commitments and how that and kind of like getting like the license
and credentials of people have an effect on data protection. And
also like you know generally data protection practices of these new
registries that are going to be onthe market because | am expecting
that there are going to be thick registries some of them. And then
also like what can we do about it? Like can we encourage them to

be transparent and stuff? And next slide.

So, why does this matter? Because, well, there are going to be
many new entrants and as | said, the scale of expansion might be a
lot and they might not be very familiar with policy development
processes. Next slide. And these are like the things that |
mentioned like DNS abuse response, content takedown, data
protection problems, and transparency reporting which at the
moment only few of these registries and registrars do. But if we see
that there are many more, maybe we want more transparency

reporting. Nextslide.

Okay, so these are like some of the questions that we have, but I'm
going to go to Avri now and I'm going to, and I'm going to ask Avri
to kind of like set the scene and make this more interesting than |

did.
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AVRI DORIA Thank you. I'm not sure | can make it more interesting, but I'll try.
Okay, let me start out with, in 2012 | was part of the team that was
applying for .gay and there was a couple other applicants for that.
There was also an applicant for .Igbt. LGBT was a fortunate one. It
sort of sailed through because it had absolutely no competition. It

was lucky.

Most of the issues we had at that time had to do with competition.
There were several .gay applicants. We were a community. They
weren't. We couldn't pass the community, you know, verification.
We couldn't get enough points. Tried several times and such. Of
course, there was always a sort of residual, you know anti-gay
sentiment around, that's always been with us. And I'm not a
terribly optimistic person, | expect it always will be with us to some

degree. It was nothing like today.

Today the hatred of gay, the hatred of LGBT, especially T if you look
at what's going on to trans around the world has exploded. It has
been deemed propaganda. Being gay is something people get
arrested for now. Then, you know, they may have gotten beat up
at a bar, but there wasn't this effort in so many countries to make
itillegal, to make it something for which people are imprisoned, to
make it something that is really difficult to have on your record. It's
not only as it was back then that if you appeared for a job interview
when you looked gay-ish, then maybe it would hurt your chances.

Now, if any trace of it can be found in your paperwork, and we have
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more paperwork than we had, we have more traceability than we

had, then, you know, you're really in quite a bad situation.

So, this time | expect more trouble than last time. Last time, yes,
there were a couple countries and there was early warning, and
those countries were saying, you know, gay is against God, you
know, we don't want to see anything like that. Now it is actually an
imprisonable offense. In fact, in many countries, even advocating
for LGBT rights is considered an imprisonable crime. So, the

situation is very different.

| expect that we will see, you know, objections on the basis of sort
of the limited -- let me get the name right, | should remember it
quite clearly, but the limited public interest, which is really quite an
ironic name. But the limited public interest basically allows for an
objection on something that somebody considers morally

objectionable.

Now at the moment if you have a law in the country you reside in
that says it is a crime to either be gay or advocate for gay, then you
can expect a certain amount of limited public interest. And then
when you look at how one would defend against that, we really
don't give those applicants much of a leg to stand on. You know,
yes, we have a general statement about human rights, but we don't
have anything that really would allow one to say, you know, that
this is an infringement on human rights because it is against the
law. And remember, when you're looking at human rights, and

you're looking at proportionality, you're also looking at legality.
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So, if many countries consider something illegal, you know,

including some of, you know, the more powerful and more
prominent countries than that, you go beyond that, you look at
what's happening in many countries to people -- you know, at the
moment the main target seems to be the trans folk, you know, and
the people that are cisgendered. Infact, in some places, cis women
or cisgender is considered an insult because how can you be cis?
There is just one. The rest is all gone. The restis all criminal. So,
registering as something like that, being found to have registered,
being, you know, a sponsor of something like that also becomes a

problem. So, I'm not really sure.

I'm sitting here as someone that was part of, you know, gay
application for adomain name and I'm really wondering what kind
of risk should | have? You know, someone come to me for
consulting and sort of say, “Hey, you know, we want to apply for,
oh, you know, | wrote down some possible, we want to apply for
gender theory, you know, .gender theory,” well, that's a crime in
some countries. You know, “We want to apply for .queer,” you

know, that's a crime in many countries.

So, how do you take an application like that forward? How do you
apply? And if you are brave enough to apply for it, because you
happen to reside in one of the dwindling number of countries that
does not consider it a crime, you know, how does that affect the

rest of your application? So, | don't know if | went through any of
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the questions, but basically when | was asked to talk -- | hadn't

been thinking about this much.

If you watch me around ICANN, I've been into all sorts of other
things since | lost, you know, being part of the .gay application and
sort of hung up my professional gay, you know, attitude and just
became a you know regular participant, a regular such. But when
Farzaneh asked me to take a look at it and come and speak on it
and | started looking at the laws that we face, the dangers that we
face and such, if we putin applications. And | started to looking for,
how would an application defend itself and if you get through how
would a gTLD that was in any of those baskets, you know, in any of
the intersectionality baskets, that word may be even enough to get
one in trouble, how would you deal with it? How could you deal

with it?

And so, | come here with those kinds of questions before me as we
approach this. And | must admit, | wasn't really paying attention
until Farzaneh asked me to please pay attention and come and talk
about it. It was just something | had put behind me. Butin today's
situation with what is happening to LGBT people around the world,
there is a risk and | really got to say, | really don't know how they
can handle it. And | don't know how ICANN can even help in

handling it.

Because even if we make it something that you have a humanrights
defense, you know, and we really don't have human rights as a

defense in our bylaws. We certainly don't even have human rights
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mentioned in the AGB. | went looking the other day and see if we
had bothered to put human rights in the AGB anywhere, and it's
not. And if you ask one of the Al bots, the Al kids, to sort of say,
“Hey, what do you do about human rights with these
applications?” They say, “Well, it's in the bylaws.” Human rights is
in the bylaws, but of course, if you look at our bylaws, we have a

very sort of shaky foundation on human rights.

So, | see an open issue here and | see an open issue for defense of
LGBT populations that may indeed want to partake in our new
gTLD, but at the moment, my recommendation was stay away.
Unless you're very, very careful and very, very protected and you
come from a country that does not imprison you for being an
advocate. Because you don't have to be gay to apply for one of
these things, but you will be an advocate. If you apply for a gTLD
you will be an advocate which automatically makes you criminalin
many countries. | think I'll stop there. | don't know if | said what

you were looking for me to say.

FARZANEH BADIEI Absolutely. Actually, we are thinking about now the human rights
of the applicants at stake, which is something I'd say | did not cover
in these slides, but that's why we have you. Sebastien has his hand

up. So, Alex, do you want to go first and then we go to Sebastien?

| have these questions just for your attention, but | have also other

questions from Alex and Sebastien about, do you anticipate other
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human rights issues arising? And should applicants need to be

ready to address these concerns and stuff? But Alex, go ahead.

ALEXANDER URBELIS Yeah, | want to address what Avri was saying and | think she's right
onin many ways here because these are things that we should have
learned, | think, from the 2012 round, and we may not necessarily
have learned them. So, if you think about this from a human rights
perspective, and one thing | do in addition to being the general
counsel of the Ethereum Name Service, or ENS, I've also for the last
six years been on the technology advisory board for human rights
first. So human rights is definitely something that's very near and

dear to my heart and something | also practice what | preach.

One of the things | do as a lawyer here in New York is represent, |
don't know if you can hear, I'm definitely in New York because the
sirens are going off in the back here. I've been representing ICE
detainees pro bono in habeas petitions with some great success as

well.

But going back to the registration info here, | think what's really
critical to understand is that registration data is actually very
autobiographical. It's basically autobiography by another name.
And when aregistry is identity-based, like Avri mentioned .gay, but
also .faith, .health is one of them as well, the WHOIS record for that

particular registration in that TLD can essentially become a
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confession depending upon whatever the local laws are wherever

you are.

So, the act of registration itself reveals something about the
registrant that may be protected under data protection law and
could bereally, and this is what Avri noted, is potentially dangerous
under certain types of legal regimes. And what | think that people
don't really recognize is that you know nobody thinks of WHOIS as
a human rights issue until somebody in a country where
homosexuality is criminalized, registers a domain under .gay and
then that data is requested by a governmental agency, you know,
thatis avery bigproblem. And that's, | think, the issue that Avri was

really talking about here.

And getting at these questions, well, like how do we address this?
Well, | mean, thinking about and baking human rights into the AGB
would have been, | think, a great start. But perhaps something like
string level risk classifications at the application stage itself. So, for
proposed gTLD implies something about your personal identity,
implies something about your health status, maybe something
about like your HIV status, perhaps your political affiliation, your
sexual orientation, certain religious beliefs, you know, whether it's
Islam, Judaism, whatever it is, you know, both sides of this are very
much under attack at the moment, the registry agreement should
have some kind of mandate for enhanced data protections for the

registrants in that TLD.
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I mean, that's one way of thinking about this very practically and

very simply, but I'll pass it back to you, Farzaneh and over to

Sebastien.

FARZANEH BADIEI Yeah, wonderful. That's a really great suggestion because there is
an effort to work on a disclosure of sensitive WHOIS data, to law
enforcement at ICANN. | mean, it's the triage of requests. It's not
that they directly hand in there. But still, | think considering the
new gTLD applications, we need to focus on which new gTLDs
could potentially need an enhanced privacy protection and data
protection for their registrants. So that's great. That's a great
action item. And yeah, | go to Sebastien now. Sebastien Ducos,

which | did say Ducos.

SEBASTIEN DUCOS You said Ducos when you know exactly -- Sebastien Ducos. So first,
this disclosure, the very reason I'm in this room is because human
rights are important to me too, but I'm going to have to play a bit

of devil's advocate here.

I don't question at all the backlash that happened 12 years ago in
public comments on .gay, | read them too. I'm not sure that that is
the reason why the community priority wasn't one. And what |
mean by that is, | don't know that this was a problem within the

ICANN process.
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In the case of .gay if | remember well because | wasn't directly part
of it, but | was helping one of the partners in the application, the
community priority couldn't be demonstrated because .gay wasn't
able to demonstrate a wide enough representation of the different
gay associations worldwide. It had a very, very strong footprintin
North America, but it was difficult to demonstrate that outside just
because there hadn't been the buying from different communities.
And part of the reason for that was what you're saying, is that there
was very few people outside of North America ready to raise their
hands and say, “Hey, | want to support this.” Which is part of the
problem, but | don't know that it's an ICANN problem in itself.

| don't know that it's within the house problem. | think that there
was a lot of people that were feeling very, very awkward for not
being able to grant that priority and we're finding it very, very
difficult to justify. Butindeed, looking at the process the way it was,
the reality was .gay represented a lot of gay people in North
America, not the rest of the world. So, why should we give you the

keys rather than anybody else? That was sort of the answer.

The same, in a way, even though that was politicized differently,
the same happened with Islam which happened to have an
applicant that was -- even though coming from Turkey, was in fine
coming from Iran, and there was a fear from the non-Shia
community, let's say, that this Islam might be taken over by a
specific part of the Islamic community. Again, | think that in this
particular case, ICANN preferred sort of moving away and not

taking any risk. In the end, the TLD was a word, if | remember well,

£ COMMUNITY
Page 13 of 32 85‘ FORUM



EN

even if it didn't go very far, but there was a lot of backlash behind

it.

The other point that | wanted to make, and again, not my personal
choice, but that's the way we work in this community, is indeed,
ICANN has you, and it's part of the pick, respecting the law of the
land. And if a .gay is not allowed in a country because it's viewed
asavehicle to promotion ofideas thatareillegal, sadly enough, you
can'toperatein that country. And thereis nothingthat can be done

in present ICANN form to force it.

It's in a way there to obviously protect ICANN and the applicants
and the registry operator from doing anything that is illegal and
they shouldn't. Atthe sametime, indeed, in terms of human rights,
global human rights, you'll find your position where you're playing
the lay of the land, which is not always in your favor and not in the
way progressive, in the way | would like to see, but that's the way it

happens.

And I don't quite know not only if there is something that we can or
should do, because indeed, as you said, Avri and Alex repeated, it's
having a tag on you, having a domain name and a TLD that carries
that sort of message can put you in danger in parts of the world. It
technically doesn'timpede you from getting it, but it can putyou in
danger. And I'm not sure that anything in the ICANN process and

the advocacy that we can do is going to change that, sadly enough.

So, | want to make sure that whilst we can have opinions and we

want to change things, we need to make sure that also in this
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context of ICANN, is there something that ICANN is not doing right
that we can help with? Do we need to better the process or not?
And one of the first things that everybody has said first isindeed the
human rights aspect, even though it's in the bylaws, the human
rights aspect of this process of application today isn't existent.
There is nothing in the application that says you need to have a
human rights thought, let alone assessment, let alone a report

when you're doing your application.

And I'd say even worse, because we've reinforced the systems of
PICs and RVCs, which was 12 years ago, not something that was
enforceable, now it is very much, | don't see why anybody would
volunteer to do one because they're ready to shoot themselves in
the foot. They're putting themselves in danger by committing to

something that nobody asked them to commit.

| can see some applications where it would make sense because
they're specifically there to defend human rights, but for most
Africans, | would say don't do it. They behave in a way that is
humane and follows human rights, 100%, but don't commit to it in
away that is legally binding if nobody asks you to. I'm not a lawyer,

but it seems like a first step. Those are my comments.

FARZANEH BADIEI Yeah, great. Thank you, Sebastien. We need to provide counter
arguments. | mean, these are really valid concerns. One thing that
| wanted to say, and you mentioned it, like okay, so when there was

this community objection and then the new gTLD did not get
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approved because of the community, also, the community could

be discriminatory. | don't think we should go with how the

community feels.

Andin some cases, even the independent review panel said that no,
ICANN Board should delegate this, but ICANN Board decided that
in some cases, that no, I'm not going to do it because my
community objects it. And | think that we need other mechanisms
and I don't know if we came up with other mechanisms in the new
gTLD application in the second round that could mitigate this, a
risk of the community stopping something thatis totally legitimate.

Alex, you wanted to say something.

ALEXANDER URBELIS Yeah, sure. | wanted to build on what Sebastien was saying and
respond to this question as to, well, what can we do here? And
while we're on the subject of communities and community priority
evaluation, you know, | think, and in particular, the scoring
thresholds are somewhat problematic because they can actually

exclude legitimate communities.

In our prior comments, in ENS's prior public comments that we
submitted to ICANN, we recommended actually lowering the CPE
threshold from 12 out of 15 to 10 out of 15 with no zeros in any
category. Because the current threshold, if you look at it, really, it
probably favors well-resourced applicants who can actually
produce extensive documentation about what a quote-unquote

community is. And that's over and above actual communities that
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might actually lack the bureaucraticinfrastructure to, in fact, prove
who they are. So, | think that's something that we should really
think about in the context of the decisions that we're making about
how to evaluate community priority and what it is to be a

community.

| think adjacent to that, you have this issue of closed generics as
well. | think that's somewhat human rights focused, or at least
that's some human rights implications as well, it prevents
monopolization of common terms, that makes sense, but it also

raises the question of who decides what a generic is.

So .doctor, .lawyer, .bank, you know, those are generic generics, so
to speak, right? Those feel generic, but then what about .crypto?
What about .dow? These things are becoming less and less clear
whether or not they're very specific, whether or not they're generic,

whether they should be open to the public or not.

And then, finally, another point that I'd want to make here is that,
and this goes back to Avri's initial issues here, that if we're talking
about high-risk TLDs, high-risk strings, high-risk applications, et
cetera, and then you have registrations in these particularly high-
risk TLDs once they're delegated into the root, | think there are
additional things that we can do to protect the registrants. And this
could occur at the registration level as not necessarily a PIC, but it

could also be part of the registration agreement itself.

We could do things like we could route government access requests

through some kind of due process gateway so that there wouldn't
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be any direct disclosure to a requesting government. If a
government of a particular nation or of any nation, in fact, we may
not want to discriminate on the basis of nations either, but if a
government is requesting information, requests could go through
some kind of independent evaluation body. It could sit within
ICANN or it could be an external body as well, and they could apply
some kind of harm assessment before any data is actually released,

and these particular TLDs that are high risk. Not every single TLD.

And the test could be something like, well, does disclosure create a
credible risk of persecution or prosecution or physical harm to the
registrar? | mean, these are basic issues about human safety that

we should be asking ourselves here.

Another thing to think about is, well, what about some kind of
notification with a safe harbor delay as well? So, before any
compelled disclosure of information responding to legal process,
the registrant could be notified and given a window to transfer, to
delete, to challenge the legal process as well. And if the request
originates from a jurisdiction where the underlying identity trait at
said issue is criminalized, being gay, being Jewish, et cetera,
disclosure could be presumptively denied without some kind of

valid court order as well.

Just like any other tech company out there, you don't have to
respond to everything, but you do have to respond to legal process.
And | think that the issue to really think about is, you know, look, if

the string tells you, or rather, if the string tells the world who you
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are, the registration data shouldn't tell a government where you
are. That should be a guiding star principle. So back to you,

Farzaneh.

FARZANEH BADIEI Thank you, Alex. So basically, at ICANN, there is this pilot project,
it's called RDRS, that triages the requests that they get from law
enforcement and others to the registrars. And one of the things
with being a non-commercial stakeholder group, we've been trying
to get is to see that there's some kind of like fundamental rights

balancing when the registrar gets the request.

Some registrars have to do this fundamental rights balancing
because, you know, according to GDPR or the jurisdiction that they
are in, they have to do a fundamental rights balancing, but most
don't have to. And if they do, it's because of a best practice or
because, you know, day one, they see that as a good thing for their

business.

And we've been trying. Like at the end of the day, if there is going
to be some kind of, like ICANN becoming this RDRS provider, at
some point we might actually push for having fundamental rights
balancing in the contract. They have told us, like ICANN world and
others have told us that this might not be the best route and it
might not happen. But the thing is that, the problem is that now
with the arrival of all these new entrants, we have to go back, go
one by one and talk to them and say, when you get these requests,

do fundamental rights balancing. So thatis a realissue, but we are
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working on it. And I think that we can first start by having the best
practices for registry and registrar for disclosing sensitive

information.

And it's not just law enforcement. It's also intellectual property.
We have had cases of brand owners that were coordinating with the
nation states in oppressing people and would go after people who
were criticizing them, taking down their domain and getting their
sensitive information. So, that's another risk that we have

identified. Sorry, | talked a lot. Avri, go ahead.

AVRI DORIA Okay, thanks. First, just want to step back a little bit. At no point
was | trying to re-litigate in any sense 2012. | look at 2012 now as
sort of a picnic, as sort of a happy place for whatever problems we
had back then. They're trivial compared to what we are now and

that's what | want to not lose sight of.

I like the fact that lots of things are talked about, about these are
ways we could deal with it. You know, we have created special
types of applications for endangered industries, we've created for
governments, for sectors at risk, you know, law and such. And
perhaps we need to start looking at, you know, how do we protect

the endangered applicant?

If we want to say as ICANN that now we really just want to deal with
the ones that are squeaky legal by all countries, and we don't want

to take any risks because ICANN, you know, in truth, is probably the
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most risk adverse organization I've ever stepped foot into.
However, if we want to move away from that and sort of say, no, we
want to support at risk populations in some way, then many of the
things that have just been talked about here might be, obviously,
there's probably precious little that can be done this time, other
than puta big sign up on our door saying, if you're LGBT, stay away.
We can't support you. We can't protect you. You are not our

business.

We're in the business of supporting people unlike you and perhaps
that's the most risk adverse way for ICANN to deal with its current
liability is just say, no, LGBT people do not belong applying for
gTLDs. It's not that we don't want them. They might be nice
people. They might be nice companies, but we have absolutely no

method of protecting them, nor do we care. Thanks.

FARZANEH BADIEI Yeah, Avri. So, yes. So, unfortunately, we haven't been proactive
and unfortunately, the human rights voice is very much just a non-
commercial stakeholder group. But | think that this is like
something that you need to also like raise during our human rights
town hall, which is going to happen tomorrow. And also, another

thing, like | think that we should raise it with the board as well.

It's true that there's no mention of human rights in the application,
the new gTLD application, but we need to proactively think about

these things. Sebastien, go ahead.
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SEBASTIEN DUCOS Yeah, so two things. First of all, about the data disclosures and
responding to law enforcement request and these sorts of things, |
want to acknowledge the work that that you've done at NCSG, but

also the general reaction here at ICANN on all these things.

We have been for years in the context of GDPR in general, about
balancing tests, about making sure that disclosure doesn't happen
nilly-willy, that indeed that the requests come from jurisdictions
that we can recognize, that we are protecting our registrants, all
these things. I'm not saying that they're taking that seriously by all
registrars the world around, but at least within this community,
within ICANN, this is something that has been repeated for years in

avery loud voice.

To the point where the representation of law enforcement here, the
PSWG from the GAC, when they say we want to talk about urgent
disclosure and we wantyou to look in the urgent processes in order
to disclose, they don't say, “We want the disclosure.” They say, “We
want an answer on your position about the disclosure that we're
requesting.” We're happy, not delighted, but happy to hear no |
can't disclose as long as you tell me quickly that you're not going
to disclose for X, Y, and Z reason. You don't even have to justify.
But if you say, “No, | can't do it,” they prefer hearing that than
nothing at all. And this is almost what they're fighting for. If you
can disclose, fine, can you please? If you can't disclose, at least tell

me fast.
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