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PQC: today’s challenge

We don’t know when
a capable quantum

computer will appear

2

Transition time is
really long

3

The DNSSEC
transition taught

us about how hard
it is



DNSSEC

https://maps.dnssec.gmu.edu/


Invest in lightweight PQC R&D
& secure OTA infrastructure

What is quantum-
unsafe

Mandate
secure‑by‑design &
SBOM in procurement

Harmonise global
labelling & certification
for consumer trust

Launch user education &
automated patch programmes



WHAT IS
QUANTUM-
UNSAFE?
public-key
cryptography



DNSSEC needs
to change all
algorithms
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zone signing

validation chain

https://www.rfc-editor.org/rfc/rfc9904.txt
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RPKI needs to
change the
sign algorithm

certificates

CRLs

3 ROAs

4 manifests

https://www.rfc-editor.org/rfc/rfc7935.txt
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Challenges

Secure migration

Interoperable migration

Live environments

No trust breakageOperational
transition

5 CPU usage

5 Network usage



IS3C/Afnic research:
governance findings

top-down
mandate-driven
NIST-led

coordination-driven
member-state
alignment
hybrid emphasis

France
Germany
Netherlands

EUUS
National

innitiatives

our report



What comes
next

Two working groups:
1.DNS
2.Routing

Join us as:
1.Expert
2.Sponsor

1

2

map dependencies

identify blockers

3 test assumptions

4 improve interoperability

5
connect standards +
operations
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