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DNSSEC and Security Workshop
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Eric Osterweil, Distinguished Scientist
11 March 2026
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Program Committee
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• Gautam Akiwate

• Steve Crocker, Shinkuro

• Mark Elkins

• Layal Jebran, Moubarmij

• Russ Mundy, Parsons

• Ram Mohan, Identity Digital

• Peter Thomassen, deSEC

• Yoshiro Yoneya

• Dan York, Internet Society

• Daniel Gluck and Kathy Schnitt, ICANN Org



Verisign Public

Support

4

The DNSSEC Workshop and associated activities at ICANN 
are an organized activity of the:
• ICANN Security and Stability Advisory Committee (SSAC)

With additional assistance from the:

• Internet Society 
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DNSSEC, DANE & RPKI Deployments 

Around the World
ICANN85
Eric Osterweil, Distinguished Scientist
11 March 2026
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https://maps.dnssec.gmu.edu 

DNSSEC Deployment Maps

https://maps.dnssec.gmu.edu/
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DNSSEC Deployment Maps
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A View of Our Progress
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An Alternate View of Our Progress
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https://inso.gmu.edu 

https://inso.gmu.edu/
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DNSSEC Validation
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https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=0&hr=1&w=7

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=0&hr=1&w=7
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DNSSEC Validation
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~477,000 more samples in February 
2026 than October 2025

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=7&p=0

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=7&p=0
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Observed DS Record Count Growth
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https://stats.dnssec-tools.org/ 

Increase of 795,410 since October 2025
(from 10/7/2025 to 2/28/2026)

https://stats.dnssec-tools.org/
https://stats.dnssec-tools.org/
https://stats.dnssec-tools.org/
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Zones with Signed MX and DANE Records
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https://stats.dnssec-tools.org/ 

Decrease of 85,105 since October 2025

Increase of 11,362 since October 2025

https://stats.dnssec-tools.org/
https://stats.dnssec-tools.org/
https://stats.dnssec-tools.org/
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Prefixes by RPKI ROAs, by RIR
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IPv4 prefixes in ROAs

IPv6 prefixes in ROAs

https://certification-stats.ripe.net/ 

https://certification-stats.ripe.net/
https://certification-stats.ripe.net/
https://certification-stats.ripe.net/


Verisign Public

RPKI Global IPv4 Prefixes
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https://rpki-monitor.antd.nist.gov/ 

61.30%

38.02%

0.90%

https://rpki-monitor.antd.nist.gov/
https://rpki-monitor.antd.nist.gov/
https://rpki-monitor.antd.nist.gov/
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RPKI-ROV Changes in Prefix-Origin Pairs

• ROV status changes, 
measure of utility

• Security context 
(e.g., “Valid to Invalid,” 
“Not-Found to Invalid,” 
“Valid to Not-Found”)
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IPv4
[2025-10-01 to 2026-02-28]

IPv6
[2025-10-01 to 2026-02-28]

https://rpki-monitor.antd.nist.gov/ROVChang 

https://rpki-monitor.antd.nist.gov/ROVChang
https://rpki-monitor.antd.nist.gov/ROVChang
https://rpki-monitor.antd.nist.gov/ROVChang
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Questions?
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Resources
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DNSSEC
• https://inso.gmu.edu/ 
• https://maps.dnssec.gmu.edu 
• https://www.dnssec-tools.org 
• https://stats.dnssec-tools.org 
• https://stats.labs.apnic.net/dnssec 
• https://secspider.net 

RPKI
• https://rpki-monitor.antd.nist.gov 
• https://certification-stats.ripe.net 
• https://www.securerouting.net 

https://inso.gmu.edu/
https://inso.gmu.edu/
https://maps.dnssec.gmu.edu/
https://maps.dnssec.gmu.edu/
https://www.dnssec-tools.org/
https://www.dnssec-tools.org/
https://www.dnssec-tools.org/
https://www.dnssec-tools.org/
https://stats.dnssec-tools.org/
https://stats.dnssec-tools.org/
https://stats.dnssec-tools.org/
https://stats.dnssec-tools.org/
https://stats.labs.apnic.net/dnssec
https://stats.labs.apnic.net/dnssec
https://secspider.net/
https://secspider.net/
https://rpki-monitor.antd.nist.gov/
https://rpki-monitor.antd.nist.gov/
https://rpki-monitor.antd.nist.gov/
https://rpki-monitor.antd.nist.gov/
https://certification-stats.ripe.net/
https://certification-stats.ripe.net/
https://certification-stats.ripe.net/
https://certification-stats.ripe.net/
https://www.securerouting.net/
https://www.securerouting.net/
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