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Motivation
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Widespread DNS Hijacking Activity Targets
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Introduction
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You are entering a restricted area

Please enter your userid and password

User id
Password
\ Connecter

Unauthorized access is prohibited and may result in prosecution under French law.
(Loi du 5 janvier 1988 art. 323-1)




Recursive Resolution
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Recursive Resolution
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Setting and Updating Nameservers
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Attacks on Registry and Registrars
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Bypasses Traditional Defenses
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Key Idea Behind DNS Transparency
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Data Types

Zone Registration || Registrant
Data Data Indicators
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1. DNS Transparency Data Collection Models

a. Centralized Aggregation vs Independent Publication
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Centralized Model

Data Contributors Consumers
authorized access Secu rity
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Single trust anchor / Governance body
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Independent Publication Model

= Curated log list (e.g., CT-style)

= DNS-based discovery (TXT
records)

Data Producers (Independent Feeds)

Individual Registry Operator l

Consumers

own feed - own access <ontrol ‘

Security Researchers
CAs / Anti-Abuse

Individual Registrar Operator

own feed - own access control

Domain Registrants
Operators

‘ Individual DNS Operator ‘

own feed - own access control ‘

——> direct subscription

discovery path (optional)
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1. DNS Transparency Data Collection Models

a. Centralized Aggregation vs Independent Publication
b. Streaming data vs historical data

c. Filtering data
2. Document needs to cover both potential models.

3. Does the model of publication/access affect the actionability of the data?
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Centralized vs Independent Publication Model

Advantages: Disadvantages:

e Single integration endpoint for contributors @

e Lower risk of missing contributor data from
the consumers

e Deduplication can reduce the amount of
data exchanged/stored.

e Centralized policy enforcement reduces
operator burden

Concentration of data at a single point
amplifies risks when operators have
heterogeneous standards.

The central actor bears significant operational
cost and becomes a de facto trust anchor.
The central actor becomes a structural
bottleneck and a single point of failure for the
entire system.

Advantages: Disadvantages:

e Operators retain direct control over their own °
data and access policies

e The architecture can more readily evolve to
accommodate new record types or new °
classes of contributors.
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Consumers bear the burden of discovering
and maintaining connections to all relevant
feeds and handle data heterogeneity.

Each operator must independently scale their
feed infrastructure to serve all authorized
consumers.




