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Existing Automation or AI? 
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Patterns & campaigns  
uk-dwpukd.cfd

uk-dwpuke.cfd

uk-dwpukh.cfd

uk-dwpuki.cfd

uk-dwpukl.cfd

uk-dwpukm.cfd

uk-dwpukn.cfd

uk-dwpukp.cfd

uk-dwpukr.cfd

uk-dwpuks.cfd

uk-dwpukt.cfd

uk-dwpuku.cfd

uk-dwpukv.cfd

uk-dwpukw.cfd

uk-dwpukx.cfd

uk-reminderae.cfd

uk-reminderae.icu

uk-reminderag.bond

uk-reminderag.cfd

uk-reminderag.icu

uk-reminderai.bond

uk-reminderai.cfd

uk-reminderai.icu

uk-reminderal.bond

uk-reminderal.cfd

uk-reminderal.icu

uk-reminderam.cfd

uk-reminderan.bond

uk-reminderan.cfd

uk-reminderan.icu

uk-winteav.bond

uk-winteaw.bond

uk-winteax.bond

uk-wintecs.bond

uk-wintecw.bond

uk-winteeb.qpon

uk-winteec.qpon

uk-winteev.bond

uk-winteex.bond

uk-winteez.bond

uk-winteha.qpon

uk-wintehc.bond

uk-wintehd.qpon

uk-wintehe.qpon

uk-wintehg.qpon

uk-wintehp.qpon

• Winter/Fuel/Payment: "winter" or "fuel" 

• DWP: Contains the "dwp" acronym, 
which was prioritized above all other 
keywords

• Subsidy/Grant: "subsidy" or "grant"

• Other: call-to-action words like 
"notification" or "claim"
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Impact of AI 

1. Emerging issue, but AI likely accelerates scale and 
quality of attacks. However, it’s hard to tell this from 
the data - automation is possible without AI. 

2.  AI can also help defenders, but carefully - in 
combination with human processes. 

3. Policy works should be principles-based and focused 
on specific, solvable problems. 
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Thank you
support@netbeacon.org 

“Of all the reports we receive, NetBeacon is the best 
—  about 80-90% are actionable" Michael 
Hausding, DNS and domain abuse security 
expert, Switch

"Accurately reporting and tracking DNS abuse is 
incredibly difficult and often done poorly. The 
NetBeacon Institute provides tools to simplify both 
tasks and at no cost.” Crystal Ondo, Google's 
Head of Domains, NetBeacon Institute Advisory 
Council Member


