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Identity Digital at a Glance

World's Largest TLD Portfolio
Makes Internet addresses more accessible and
useful through domain registry and managed
domain services.
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Leader in Digital Identity 35M+

Connecting the online world with domain names and Total domains under
technologies for authentic digital identities. A

Operating since 2001
Launched one of the first new gTLDs, .info -
currently over 5M domains under management

Headquarters: Bellevue, WA

Based in Washington state with over 250 full time
employees providing global operations.

Registry Operator
2nd largest gTLD registry globally
Owner of domain names

Registrar (name.com) Registry Services Provider
In-house registrar Largest globally

Retail seller of domain names and Manages TLDs on behalf of other
value-added services. registry operators.
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High level process overview

Reporter Case is closed
informed
Yes
No
Reporter reports )
DNS abuse ) Rgport Sufficient Yes REpan e el Tmely
investigated by . to registrar for action by
through DNS Abuse team evidence? review and action istrar?
webform/API \eglsV
No
Registrar appeals DNS Abuse team
serverHold Yes Sufficient decision, )
DE— . - D E— . applies
removed information? provides serverHold
information
No

Inform registrar
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Samples of acceptable evidence

thetollroads-paytollicze.world

The Toll Roads Notice of Toll
Evasion: You have an unpaid toll
bill on your account. To avoid late
fees, pay within 12 hours or the
late fees will be increased and
reported to the DMV.

https://thetollroads-
paytolicze.world/us

(Please reply Y, then exit the text
message and open it again to
activate the link, or copy the link to
your Safari browser and open it)

The Toll Roads team wishes you a
great day!

atom-bank-lender-app.io

Login with Email / Phone

Create a free account now

gov-pay.itd

URL: https://gov-pay.itd/traffic
APHN G LU EHOY By ERTARE AT TTHIpopES ke napifioes Hhektpowis napdfl

Hektpoviko mapaBolo (e-IlapaBoio)
Ex800Te 10 nAeKTPOVIKO ap@Boio 1o ¥pelGleoTte E0KOAX
Kon ypriyopa, o€ 3 Briparta:

ZUpPMANPOOTE TV NAEKTPOVIKT] POpHa yia To Tap&BoAo o
B€Aete Ko pe ToV "KwSKO mapaBorov” mov Ba ekSobei,

EKTUTIOOTE TO.

2. IMAnpoote 1o mapaBoro

HE TOV HOVaSIKO KeSIKO TANpHNG oTig Tpdmedeg kot T EATA
1] NAEKTPOVIKA L€ MOTWTIKT|, YPEWOTIKT| 1} TPOTANPWHEVN

KapTa.

3. KataBéote 1o napaBoro

OTOV QOPEX YIC TOV OTIOI0 TO EYETE EKSMOEL
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|dentity Digital reviewed 85,852 reported domains in Q4 2025

Number of Number of Number of Domains % of Total Domains
Type of Abuse Reports Domains Reported on serverHold Reported

Phishing 66,487 21,207 3,474 24.70%
Malware 5264 620 22 0.72%
Pharming 0 0 0 0%
Botnets 1,005 624 40 0.73%
Spam (as delivery) 64 58 1 0%
DDoS Attacks 0 0 0 0%
CSAM (IWF and Third party

reports) 200 62 34 0.07%
Prescription Meds 710 185 36 0.22%
lllegal Comp Access 0 0 0 0%
Cyber-bullying 0 0 0 0%
Incitement 53 43 0 0.05%
Misrepresentation 0 0 0 0%
Medical License 0 0 0 0%
Other 66,684 63,842 566 74.36%

Source: Identity Digital Anti-Abuse Report Q4 2025
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Ohrs

Full-year
2025 stats
show 0.47%

abuse in
TLDs we
manage

72nrs

24hrs

‘ Action Timeline

Registrar took action PRIOR 559 541
to registry escalation cases domains

Registry took action PRIOR
to registrar escalation
(protective hold)

1,663 WR:-T2

cases domains

Registrar response provided
reasonable explanation
(no further action taken)

772 1,515

cases domains

Registrant or third party
/ remediation 228 158
(e.g. compromise fix, hosting etc.) (il domains

l Registrar took action POST 759 1,337

H registry escalation cases domains

1 Registry took action POST 697 ¥

registrar escalation cases domains

I Compromised / Platform
*  (registry intervention deemed 108 72

C inappropriate) cases domains

4,830

Cases closed*

7,532

Unigue domains affected
(closed)**

1,884

Domains placed on
protective holds (within
24 hrs of report)

0.05%

Percent of all ID
domains

14.6M

Number of all ID
domains in current Q

4149

Total number of
domains reported on
serverHold status

*Statistics for “cases opened” vs. “cases closed” can ordinarily differ in the same measurement period ** Cases often contain multiple domains in a single escalation
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Thank you
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