
1 CONFIDENTIAL

Evidence Based DNS abuse mitigation
Kroopa Shah



2 CONFIDENTIAL

Identity Digital at a Glance

World's Largest TLD Portfolio
Makes Internet addresses more accessible and 
useful through domain registry and managed 
domain services.

Leader in Digital Identity
Connecting the online world with domain names and 
technologies for authentic digital identities.

Operating since 2001
Launched one of the first new gTLDs, .info - 
currently over 5M domains under management

Headquarters: Bellevue, WA
Based in Washington state with over 250 full time 
employees providing global operations.

Registry Operator
2nd largest gTLD registry globally
Owner of domain names

Registrar (name.com)
In-house registrar
Retail seller of domain names and 
value-added services.

Registry Services Provider
Largest globally
Manages TLDs on behalf of other 
registry operators.

35M+
Total domains under 

management

470+ 
TLDs supported



3 CONFIDENTIAL

High level process overview
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Samples of acceptable evidence

thetollroads-paytollcze.world gov-pay.ltdatom-bank-lender-app.io
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Identity Digital reviewed 85,852 reported domains in Q4 2025

Type of Abuse
Number of 

Reports
Number of 

Domains Reported
Number of Domains 

on serverHold
% of Total Domains 

Reported
Phishing 66,487 21,207 3,474 24.70%
Malware 5264 620 22 0.72%
Pharming 0 0 0 0%
Botnets 1,005 624 40 0.73%
Spam (as delivery) 64 58 1 0%
DDoS Attacks 0 0 0 0%
CSAM (IWF and Third party 
reports) 200 62 34 0.07%
Prescription Meds 710 185 36 0.22%
Illegal Comp Access 0 0 0 0%
Cyber-bullying 0 0 0 0%
Incitement 53 43 0 0.05%
Misrepresentation 0 0 0 0%
Medical License 0 0 0 0%
Other 66,684 63,842 566 74.36%

Source: Identity Digital Anti-Abuse Report Q4 2025 
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Full-year 
2025 stats 

show 0.47% 
abuse in 
TLDs we 
manage

*Statistics for “cases opened” vs. “cases closed” can ordinarily differ in the same measurement period  ** Cases often contain multiple domains in a single escalation 
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Thank you


