
NetBeacon Institute

Measuring & Attributing 
Disruption
DNSSEC and Security Workshop 
8th June 2026, ICANN86, Seville 



NetBeacon 
Institute

● Created and operated by 
Public Interest Registry (.ORG) 
in service of its public interest 
mission since 2021. 

● Non-commercial, all our 
products and services are 
free. 

● We do not have customers; 
we do not sell anything.  

● Education, Innovation and 
Collaboration.

Vision: A Safer Internet for Everyone 
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Measures the prevalence & 
persistence of phishing and 
malware in the DNS. 
Principles:
● Transparency
● Credibility and 

independence
● Accuracy and reliability

Delivery partner: KOR Labs, 
Grenoble Alpes University

https://netbeacon.org/map-analytics/

https://netbeacon.org/map-analytics/
https://netbeacon.org/wp-content/uploads/2024/10/NetBeaconMAP-Methodology20241025.pdf
https://netbeacon.org/wp-content/uploads/2024/10/NetBeaconMAP-Methodology20241025.pdf
https://netbeacon.org/measuring-dns-abuse-is-difficult/
https://netbeacon.org/measuring-dns-abuse-is-difficult/


NetBeacon Institute

Slide showing MAP > Reporter integration
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Measuring Mitigation
Two Processes:
• KorLabs/MAP 

• looks for changes in the DNS, at the domain, and at the content level
• Increasing intervals to 12 hours, then every 12hrs for 30 days
• Does not halt upon first mitigation 

• NetBeacon Reporter
• looks for changes at the domain 

• ServerHold, ClientHold, Deletion, Known Sinkhole
• Increasing intervals to 12 hours, then every 12hrs for 7 days
• Halts at first mitigation
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Challenges
• Content/Hosting level changes are hard to attribute, or even verify

• Is the 403 because my IP is geoblocked, or the host suspended the account?

• Timing: 
• Different checks get results at different speeds, who gets credit?

• Are threat actors cycling domains super fast?

• Rate limits
• Registrars don’t always love it when you blast their RDAP server

• Ambiguity
• Who changed nameservers? deleted the domain?

• Edge cases for everything
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Mitigation Across the DNS
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Mitigation Speeds
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Jan’ 26 Mitigation Rates by 
Registrar
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Mitigation Rates by Reporter

• Measured 
from NB 
Reporter

• No Content 
or Hosting 
attribution

• ~30% lift from 
late 
mitigation & 
content  



NetBeacon Institute

Up Next

• Publish mitigation rates
• Publish median times to 

mitigation
• Reduce redactions
• Homogenize exclusions
• Publish full table
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Final Thoughts

• Measuring abuse is Hard
• Measuring mitigation is even Harder
• Accurately attributing that mitigation is Harder still 
• NetBeacon is working towards increased transparency

Questions?

Graeme@netbeacon.org


