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AI is the Bomb!

Image created with Microsoft co-pilot 1/19/2026
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Or is this the Reality when it Comes to AI and Security?

Image created with Microsoft co-pilot 1/19/2026
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We Support/Approve of/Embrace AI !!!
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Two Situations Where AI is Being Applied

Power user wanting efficiency Novice wanting knowledge/place to start
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Initial Security Considerations for an AI Project

• What’s the Use Case and what data does it require?

• Does it involve confidential or PII (Personally Identifiable Information)?

• Does everyone (from architects to developers to users) understand the laws and regs surrounding this 

information as well as the Organization’s appropriate use policies?

• Does your Organization have the policies and procedures in place to ensure the project is ‘Secure by 

design’?

• Does your Organization already implement the concept of ‘Least privilege access’? 

– If not, start now!

Get Ready

6

7



5/28/2026

4

© Copyright IBM Corporation 2026

8

Data Must be Protected at Every Phase of an AI Project 

Unintended consequence #1: Private or 
Confidential data is leaked, resulting in a 
breach

Unintended consequence #2: ‘wrong’ data is 
fed in resulting in ‘inaccurate’ results

Training and re-training phases, developers’ gists, MCP configurations, etc. 

?
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Do NOT Share Secrets!

AI is not your bestie you can share everything with and be assured it goes no further!
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AI Models Can and Do Hallucinate!

5 – 3 = 25
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What about Bob?
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Bob Data Flow

12

Bob Roadmap:
• Bob Clouds 

in other 
Geos

• Bob On-Prem

Neither IBM nor AWS stores any payload data (code snippets, chat sessions) from customers 
for longer than is needed to process their request

© Copyright IBM Corporation 2026

Enable consistent engineering 
across the SDLC

Scale software development 
while maintaining quality

Optimize, control, and reduce 
costs across the SDLC

Shift-left without adding 
friction

Bobalytics

Exposes budgets, routing decisions, and 

productivity telemetry for effective AI 

cost control

Multi-Model Agility

Zero vendor lock-in; switch between 

top-tier frontier LLMs and fit-for-

purpose ones based on task needs.

Bobcoins

Simple, transparent, and task-oriented 

consumption metric tied to real 

outcomes

Native IBM Synergy

Frictionless integration purpose-built for 

IBM's unique enterprise workflows in 

Java, COBOL, RPG, IBM i, 

Mainframe

Agentic Orchestration

Holistic management of the entire 

software lifecycle beyond simple code 

generation.

Task-Specific Modes

Optimized "Bob modes" that accelerate 

complex, domain-specific development 

cycles.

Extensible Ecosystem

Open MCP protocol support with a 

dedicated marketplace for custom 

enterprise tools.

Hybrid Synergy

Fuses high-speed CLI automation with 

rich IDE visualization for a unified dev 

workflow.

Built-in Compliance

Built-in expertise for FedRAMP, HIPAA, 

PCI through native extensions and 

automated enforcement at PR time.

Enterprise Governance

Built-in security, compliance, and 

SOC2-ready frameworks for mission-

critical apps.

Enterprise Governance

Inline security scanning, intelligent 

secrets detection, and PR policy 

enforcement.

Bob’s key strengths
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Bob Codes with Confidence!
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Notice anything ‘Off’?
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Auto-Approve
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Auto-Approve
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Auto-Approve
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Auto-Approve
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Another Reason to Pay Attention to Security

https://www.anthropic.com/glasswing 

https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-
Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work 
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Create a CL Program, Bob

Requested Bob to create a CL program that:

• Creates a library

• Creates a source physical file

• Add a physical file member 

22

23

https://www.anthropic.com/glasswing
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work
https://newsroom.ibm.com/2026-05-19-IBM-Brings-Its-Most-Advanced-AI-Powered-Security-Portfolio-to-Clients,-and-is-Strengthened-by-Ongoing-Project-Glasswing-Work


5/28/2026

12

© Copyright IBM Corporation 2026

24

Can Bob Recognize Security Vulnerabilities – Carol’s experience

© Copyright IBM Corporation 2026
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Can Bob Recognize Security Vulnerabilities – Scott’s experience

Bob prompt:
Create a CL program that creates a library named BOBBIZ.
Next, have the program create a source physical file named QCSCR, with a member HELLOWORLD.

Result:
1) The library and source physical files were created with AUT(*LIBCRTAUT)

→ So the question becomes… what is the QCRTAUT system value set to?
→ This could have been simpler and safer if AUT(*EXCLUDE) was used on the CRTLIB and CRTSRCPF commands

2) The CL program contains CL commands (of course!), but the CL commands are not library qualified
3) Bob used QGPL for the CL source (ouch). Bad on me for not being a better vibe programmer

24

25
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Can Bob Recognize Security Vulnerabilities – Scott’s experience

Bob prompt:
Are there any security exposures in @/../../../home/scottf/bobbix.clsrc ?

Result:
1) The security assessment incorrectly considers the use of USRPRF(*USER) to be risky
2) Bob did not recognize that the unqualified CL command execution was open to a library list attack
3) Bob recognized that the library and source physical files were not created with ‘Least Privilege’
     → But… I had to ask Bob to include security

© Copyright IBM Corporation 2026
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SQL Queries to 

“Inject More Security” 

into your IBM i

Insert from Examples … Highlighting the Truth!!!

26
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IBM i Access Client Solutions (ACS) - Version 1.1.9.12

-- 13 new Insert from Examples:
Security - Who is creating objects in the IFS root
Security - Who is creating objects in the /QOpenSys subdirectory
Security - IFS first-level directories that are open to attack
Security - IFS subdirectory object attack vector check
Security - IFS home directory ownership
SELF - System-wide controls
SELF - Job-level controls
SELF - Log Queries
SELF - Removing historical rows
SELF - Initial Stack
SELF - Top occurrences
SELF - QA use case example
SYSTOOLS - Generate spreadsheet and send email example

32

SQL Queries to 

“Inject More Security” 

into your IBM i
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Bob-specific Security Considerations

• Remember … Bob … like all other LLMs can hallucinate

– Don’t inherently trust the output from ANY LLM

• Don’t input secrets into Bob!

• Limit what you choose to auto-approve

• Track all actions for accountability 

• Keep Bob (and every dependency) up to date

28

29



5/28/2026

15

© Copyright IBM Corporation 2026

30

Bob Security Best Practices

Essential Security Controls

• Configure .bobignore to restrict file access (uses .gitignore syntax)

• Limit auto-approve settings - high risk for file edits and command execution

• Never provide secrets directly - use environment variables and secret management tools

• Review all AI output before implementation - never inherently trust AI systems

File Access Protection

• Create .bobignore in workspace to exclude sensitive files (.env, secrets/, *.key)

MCP Security Requirements

• Verify authentication and encryption for all MCP connections

• Implement access controls and auditing

• Use delegation mechanisms (OAuth, time-limited tokens)

• Remote servers require same security as traditional infrastructure

Additional Safeguards

• Follow principle of least privilege for credentials

• Keep Bob and dependencies updated

• Use workspace isolation for sensitive projects

• Have incident response plan ready

© Copyright IBM Corporation 2026
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Agentic AI

30
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Model Context Protocol (MCP)

32
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MCP Server – Security Considerations

• Authentication - Verify user and server identity

• Encryption - Secure data in transit with TLS/SSL

• Access Controls - Limit server actions using least privilege

• Server Trust - Only use trusted, validated servers

• Auditing - Track and log all server actions

• Infrastructure Security - Apply traditional server security standards (remote servers)

• Delegation - Use OAuth/time-limited tokens, avoid direct credential sharing

• Risk Assessment - Evaluate data sensitivity and potential impact

Key principle: MCP servers should never leverage credentials that allow them to act on your behalf without 

intervention and review

32

33



5/28/2026

17

© Copyright IBM Corporation 2026

34

© Copyright IBM Corporation 2026

Redbook – Refresh
- MCP Server and Other Security Considerations

35

2014 2026

“Modernizing 
IBM i 

Applications.”Coming Now!

34
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Multiple Agents

Finance

HR

Inventory

IT

© Copyright IBM Corporation 2026
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Recommendations when Creating an AI Agent

• Create an Agent profile for each task

• Create it with only the authority it needs to perform its tasks

• Put in guardrails to keep it within its intended task

– Only allow Agents to talk to another Agent if it makes logical sense

• Monitor for signs it’s gone rogue

36
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Create the Agent Profile with Least Privilege Access

38

--

-- Create the Agent profile with these Attributes 

--

CL: CRTUSRPRF USRPRF(AGT_INV)

PASSWORD(*NONE)

PWDEXPITV(*SYSVAL)

STATUS(*DISABLED)

SPCAUT(*NONE)

GRPPRF(*NONE)

INLPGM(*NONE)

INLMNU(*SIGNOFF)

ATNPGM(*NONE)

LMTCPB(*YES)

TEXT('AI Agent running inventory processes')

AUT(*EXCLUDE);

Create the Agent profile with only the authority required to perform the task – no more!

© Copyright IBM Corporation 2026
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What are your Options if the OS Requires *ALLOBJ for the Task?

Adopted authority:

• Consider creating a program that adopts a profile with sufficient authority 

Review the capabilities provided by Function Usage that eliminates assigning *ALLOBJ (and other special 

authorities) for specific tasks.

• Some of the Host functions allow actions without the special authority normally required by the OS

38
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Function Usage in Navigator for i

For the full list of IBM-supplied function IDs, see IBM i Security Reference, Appendix H

© Copyright IBM Corporation 2026

Function Usage SQL 

41

--

-- What's the default access for the new QIBM_IOSYSCFG_VIEW function usage? (IBM i 7.6)

--

SELECT default_usage, allobj_indicator, function_name_message_text

FROM qsys2.function_info WHERE function_id = 'QIBM_IOSYSCFG_VIEW';

--

-- Who is allowed to use the new QIBM_IOSYSCFG_VIEW function usage? (IBM i 7.6)

--

select * from qsys2.function_usage where function_id = 'QIBM_IOSYSCFG_VIEW';

40

41
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Should a Human be Involved in the Agentic Process?

HITL
Human in the loop

HOTL
Human on the loop

HOOTL
Human out of the loop

© Copyright IBM Corporation 2026

Change the Agent Profile to have these Auditing Attributes

43

--

-- Enable action and object auditing on the Agent profile 

--

Cl: CHGUSRAUD AGT_INV AUDLVL(*CMD *JOBBAS *NETCMN *NETSECURE *NETUDP *OBJMGT)

                      OBJAUD(*CHANGE);

Ensure:

• QAUDCTL contains *AUDLVL (to enable action auditing) and *OBJAUD (to enable object auditing)

• QAUDLVL contains at least *AUTFAIL, *CREATE, *DELETE, *PTFOPR, *SAVRST, *SECURITY and *SERVICE

• Optional *NETSMBSVR and *NETTELSVR

• Objects the Agent should not be modifying have object auditing configured, for example:

• CHGOBJAUD OBJ(PROD_LIB/MASTER) OBJTYPE(*FILE) OBJAUD(*USRPRF)

• If the AGT_INV profile changes this file (or any other object configured with OBJAUD(*USRPRF)), a ZC audit 

journal entry will be generated.

42
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Use the Audit Journal to Spot Inappropriate Behavior

44

--

-- Look for authority failures (AF entries) indicating the Agent doesn’t have sufficient authority 

--

SELECT entry_timestamp, user_name, qualified_job_name,

remote_address, violation_type,

violation_type_detail,

object_library, object_name, object_type, path_name

FROM TABLE (

systools.audit_journal_af(starting_timestamp => CURRENT TIMESTAMP - 7 DAYS,

user_name => 'AGT_INV')

)

ORDER BY entry_timestamp;

© Copyright IBM Corporation 2026
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Additional Audit Journal Entry Types to Consider

Entries to monitor regularly:

• AF entries for attempts to access objects or perform tasks without sufficient authority

• CO entries for objects created outside of the Agent’s ‘workzone’

• DO entries for objects deleted outside of the Agent’s ‘workzone’

• ZC entries for objects changed outside of the Agent’s ‘workzone’

Entries helpful in debugging how an Agent went sideways:

• JS entries listing all jobs started / stopped / released / held by Agent profile

• CD entries for the commands run by the Agent

• CP entries indicating the Agent’s profile was changed or that the Agent changed or created another profile

• SK entries for connections made

• PS entries for swapping OUT OF Agent to another profile

• If you have exit program software, review those logs for Agent activity, including failed access attempts

44
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Final Word

Ensure everyone – 
including developers – 

are aware of the security 
implications of your AI 

project!

© Copyright IBM Corporation 2026

For More Information

Bob Security Guidance

Bob and MCP Servers

Github Security Features

IBM i Services 
• https://www.ibm.com/support/pages/node/1119123 

IBM Tutorials
• https://www.ibm.com/support/pages/ibm-i-tutorials-demos-and-sql-examples-0  

IBM i Security Reference – PDF
https://www.ibm.com/support/knowledgecenter/ssw_ibm_i_76/rzarl/sc415302.pdf?view=kc 

– Chapter 9 – Auditing
– Chapter 10 – Authority Collection
– Appendix H – IBM-Supplied Function Usage definitions  

IBM i Security Administration and Compliance, 3nd edition, by Carol Woodbury, 2020 available from Amazon or MCPress Bookstore

Mastering IBM i Security – A Step by Step Approach by Carol Woodbury, 2022 available from Amazon or MCPress Bookstore

Whitepaper: Securing IBM i: A Dual Responsibility

Articles by Carol Woodbury on KiscoU 

47
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https://www.amazon.com/Mastering-IBM-Security-Step-Step/dp/1583479007/ref=sr_1_2?crid=3B4183MQ8CKE&dib=eyJ2IjoiMSJ9.H62UQN1xXZvDkgrrcAz6hJAPUz5kNq_n0R81nahBBMx2kDclC6SE4nhdsTfDtR64Fv3mn4KFSzn8MbHBeL9xsJA3R5KNa9PFZ8HsGDrfCAhjWMNhAIaht4_16QsVgXSaMh1LXtSq3B0EjnluqaEWrkVsfmkxR1HeH14nxCCfjEKNaY05vkCc-TX_0T0mYZIHV2SSglhhuTG0adTxGkr7XZn80-xmTqj5wfVg_d_9M0A.KXG4OP_In-MLcT-bMMIWtxR7mHNEdbL8ls1Q8reRsc4&dib_tag=se&keywords=carol+woodbury&qid=1709753400&s=books&sprefix=carol+woodbury%2Cstripbooks%2C157&sr=1-2
https://www.kisco.com/downloads/Securing%20IBM%20i%20-%20A%20Dual%20Responsibility.pdf
https://www.kisco.com/u/index.html
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What is IBM doing to help your team be successful 

with SQL?

1. ACS – Insert From Examples

SQL examples for all IBM i Services and more

2. SQL Tutor 

SQL solutions for questions clients asked Scott

3. SQL Tutor

iSee Video blog series from Scott & Tim

For example: 

https://ibm.biz/Db2foriSQLTutor
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