
5/28/2026

1

© 2026 International Business Machines Corporation

Scott Forstie

Db2 for i Business Architect

Security – 

Hidden Gems

of 

IBM i

Carol Woodbury

IBM i Security SME and Senior Advisor

© 2026 International Business Machines Corporation© Copyright IBM Corporation 2026

Security – Hidden Gems of IBM i

• Every release = 100s of new functions

• Some big

• Some small

• How to know them all?

• A “Hidden Gem” is an IBM i feature, 

technology, or wisdom that might be 

unknown to you

• To be considered a “Gem”, the topic

needs to provide value

• The focus of this Hidden Gems 

session is Security
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Security – Hidden Gems of IBM i

• Every release = 100s of new functions

• Some big

• Some small

• How to know them all?

• A “Hidden Gem” is an IBM i feature, 

technology, or wisdom that might be 

unknown to you

• To be considered a “Gem”, the topic

needs to provide value

• The focus of this Hidden Gems 

session is Security

• Yes… Security can be fun

• Just kidding… Security is rarely fun
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Do NOT Share Secrets!
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SQL Obfuscation

6
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Obfuscate your SQL PL

SQL Functions and Procedures

QSYS2.SYSROUTINES includes the ROUTINE_DEFINITION column:

Is your routine source available for anyone to query?

© 2026 International Business Machines Corporation
© Copyright IBM Corporation 2025

8

Obfuscate your SQL PL

SQL Triggers

QSYS2.SYSTRIGGERS includes the ACTION_STATEMENT column:

Is your trigger source available for anyone to query?

7
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Trigger Source 

SELECT trigger_schema, trigger_name, action_statement
FROM qsys2.systriggers
WHERE action_statement IS NOT null
AND action_statement NOT LIKE 'WRAPPED QSQ%'

ORDER BY trigger_schema;

© 2026 International Business Machines Corporation
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10

Obfuscate your SQL PL

--
-- Generate Obfuscated SQL PL
--
VALUES(SYSIBMADM.WRAP
('CREATE PROCEDURE chgSalary(IN empno CHAR(6))

BEGIN
UPDATE employee SET empsal = empsal*(1 + .05*empjobtype)

WHERE empid = empno;
END') );

CREATE PROCEDURE CHGSALARY ( IN EMPNO CHAR ( 6 ) )
WRAPPED QSQ07040 aacxW8plW8VnG8pHG8VnG8pD68:r69pnl9VB08FJWqpdW8pdW8pdW_FHaqeba

qebaJq:otqQkPPBKTfu8somd1ZxRePVWQ:bE_S1IHeVO1CU5AvdG231KqJ04aGHWEpniJI4Ud9UCK97
KHedXzi1gmKGgB7nT4kD2cxNS7wUjsNE:CkSI10796bdylzFfhg3xvXT14qaa;

9
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SQL PL and Obfuscation

call SYSIBMADM.CREATE_WRAPPED('CREATE PROCEDURE prodlib.chgSalary(IN empno CHAR(
6))

BEGIN
UPDATE employee SET empsal = empsal*(1 + .05*empjobtype)

WHERE empid = empno;
END');

select routine_definition from qsys2.sysroutines
where routine_schema = 'PRODLIB';

© 2026 International Business Machines Corporation
© Copyright IBM Corporation 2025

12

Generate SQL

11

12



5/28/2026

7

© 2026 International Business Machines Corporation
© Copyright IBM Corporation 2025

13

SQL Routines – Not Obfuscated

SELECT routine_schema, routine_type,
  COUNT(*) AS unprotected_count
FROM qsys2.sysroutines
WHERE routine_definition is not null

    and routine_definition NOT LIKE 'WRAPPED QSQ%'  
group by routine_schema, routine_type
order by routine_schema;

© 2026 International Business Machines Corporation
© Copyright IBM Corporation 2025

14

SQL Triggers – Not Obfuscated

SELECT trigger_schema, COUNT(*) AS unprotected_count
FROM qsys2.systriggers
WHERE action_statement IS NOT null

    AND action_statement NOT LIKE 'WRAPPED QSQ%'
GROUP BY trigger_schema
ORDER BY trigger_schema;

13
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Secure Columns

A

ZLIB

© 2026 International Business Machines Corporation

16

Db2 for i Tooling

Db2 for i includes some incredibly powerful & helpful tools!

• Visual Explain 

• SQL Performance Monitor

• SQL Plan Cache – Snapshot

• SQL Plan Cache – Event Monitor

• SQL Plan Cache – Show Statements 

• SQL Details for Jobs Enlightening

15
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Db2 for i Tooling

Db2 for i includes some incredibly powerful & helpful tools!

• Visual Explain 

• SQL Performance Monitor

• SQL Plan Cache – Snapshot

• SQL Plan Cache – Event Monitor

• SQL Plan Cache – Show Statements 

• SQL Details for Jobs Dangerous

Security Topic:

Should the user of these tools see the literal values provided for all columns?

© 2026 International Business Machines Corporation

18

SET_COLUMN_ATTRIBUTES

This procedure allows you to change the attributes of a column such that 
the value *SECURE will appear instead of the literal value used for the column
when using Db2 for i tooling to examine the SQL statement

The default for this topic is SECURE NO

If the user is the QSECOFR user profile, this protection does not apply

https://www.ibm.com/docs/en/i/7.6.0?topic=services-set-column-attribute-procedure

--
-- Prevent the SSN values from surfacing thru Db2 for i tooling
--
CALL sysproc.set_column_attribute('TOYSTORE', 'EMPLOYEE', 'SSN', 'SECURE YES');

17
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SYSCOLUMNS2

The SYSCOLUMNS2 catalog shows whether columns have been secured

--
-- Which columns have been secured?
--
SELECT column_name, secure,

CASE
WHEN secure THEN TRUE
ELSE FALSE

END secured
FROM qsys2.syscolumns2
WHERE table_name = 'EMPLOYEE' AND table_schema = 'TOYSTORE';

© 2026 International Business Machines Corporation

20

Secured Column

19
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Secured Column

© 2026 International Business Machines Corporation© Copyright IBM Corporation 2026

Changing Database File Authorizations in Production

22

21
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How do you change Permissions on a DB file in Production?

Use an Authorization list, of course!!! 

You can always change the authority to the 
list, even if the file is in use.

© 2026 International Business Machines Corporation

Changing Database File Authorizations Production

grant all on table toystore.employee to timmr;

revoke all on table toystore.employee from timmr;

23
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Changing Database File Authorizations Production

grant all on table toystore.employee to timmr;

revoke all on table toystore.employee from timmr;

Granting or Revoking Authorities requires an EXCLUSIVE LOCK 

on the *FILE object

© 2026 International Business Machines Corporation

Break the Rules

call qsys2.override_qaqqini(1);
call qsys2.override_qaqqini(2,

'ALLOW_DDL_CHANGES_WHILE_OPEN',
'*YES');

https://www.ibm.com/support/pages/allowddlchangeswhileopen-qaqqini-option

25
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ALLOW_DDL_CHANGES_WHILE_OPEN

https://www.ibm.com/support/pages/allowddlchangeswhileopen-qaqqini-option

ALLOW_DDL_CHANGES_WHILE_OPEN applies to these SQL statements:

• GRANT

• REVOKE

And to these CL commands:

• Grant Object Authority (GRTOBJAUT)

• Revoke Object Authority (RVKOBJAUT)

© 2026 International Business Machines Corporation

OVERRIDE_QAQQINI procedure

https://www.ibm.com/docs/en/i/7.6.0?topic=services-override-qaqqini-procedure

call qsys2.override_qaqqini(1);
-- Create the QAQQINI override file within the QTEMP library 

call qsys2.override_qaqqini(2,
<QAQQINI name>,
<QAQQINI value>);

-- Set a QAQQINI option to the specified value
-- See QAQQINI query options for the list of options

call qsys2.override_qaqqini(3);
-- Discard the temporary QAQQINI file

27
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Saving Private Authorities without a SAVSECDTA

29
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30

Save / Restore Private Authorities with an Object

29
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Accidental Adopted Authority

31

© 2026 IBM Corporation

32

Protections against Privilege Escalation

When a program adopts authority, 

it uses the authority for the user that is running plus 

the authority of the owner of the executable

The adopted authority is in affect while the program is on the call stack

 

The USRPRF(*OWNER vs *USER) parameter indicates whether 

adopted authority will be used when the program is called

Reference documentation - Objects that adopt the owner's authority 

31
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https://www.ibm.com/docs/en/i/7.5?topic=security-objects-that-adopt-owners-authority
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Adopted Authority Recommendations

• Adopt the minimum authority required

• Monitor closely what the program allows the 

caller to do

• Watch out for outbound program calls

• Avoid *LIBL references within the adopted program

© 2026 IBM Corporation

34

Adopted Authority Recommendations

• For tasks requiring a lot of power (e.g., *ALLOBJ) create a 

program owned by the powerful profile, call the program, 

perform the task and return so that the adopted authority of 

the powerful profile doesn’t remain in the call stack.

• Take advantage of the QUSEADPAUT system value to 

restrict who can compile programs set to Use Adopted 

Authority *YES.

33
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SQL and Adopted Authority

•  The SET OPTION statement is used to control build-time decisions

•  Some of the decisions relate to security settings

The user profile to use 

when executing 

dynamic SQL statements

The user profile to use 

when executing 

static SQL statements

© 2026 IBM Corporation

•  USRPRF – Static SQL statements (typically defaults to *NAMING)
 If the naming convention is *SQL, USRPRF(*OWNER) is used. 
 If the naming convention is *SYS, USRPRF(*USER) is used.

•  DYNUSRPRF – Dynamic SQL statements (typically defaults to *OWNER)

•  So… NAMING(*SQL) will default to adopting the authorities of the owner of the 
program, for both Static & Dynamic SQL

Best Practice: Always control USRPRF & DYNUSRPRF via SET OPTION

SQL and Adopted Authority

35
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--
-- Which programs are using a split between *USRPRF and *OWNER?
--
SELECT program_schema, program_name, program_type, naming, user_profile,

CASE
WHEN user_profile = '*NAMING' AND naming = '*SQL' THEN '*OWNER'
WHEN user_profile = '*NAMING' AND naming = '*SYS' THEN '*USER'
ELSE user_profile

END AS redacted_user_profile, dynamic_user_profile
FROM qsys2.sysprogramstat
WHERE program_schema = 'QGPL' AND dynamic_user_profile IS NOT null AND

CASE
WHEN user_profile = '*NAMING' AND naming = '*SQL' THEN '*OWNER'
WHEN user_profile = '*NAMING' AND naming = '*SYS' THEN '*USER'
ELSE user_profile

END <> dynamic_user_profile;

37

Adopted Authority and SQL

© 2026 IBM Corporation
© Copyright IBM Corporation 2026

Changing SQL Adopted Authority in Production

38

37
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Dynamic SQL User Profile

•  DYNUSRPRF – User profile to be used for Dynamic SQL statements
Two values:
1) *USER – Run with the authorities of the caller
2) *OWNER – Run with the authorities of the owner of the program

•  Use SYSPROGRAMSTAT, PROGRAM_INFO, and BOUND_MODULE_INFO to 
review current settings

•  SWAP_DYNUSRPRF swaps the DYNUSRPRF settings 
(*USER → *OWNER) without having to rebuild the program

CALL QSYS2.SWAP_DYNUSRPRF('PRODLIB', 'MYPGM', '*PGM');

https://www.ibm.com/docs/en/i/7.6.0?topic=services-swap-dynusrprf-procedure

© 2026 IBM Corporation
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SQL_CHECK_AUTHORITY

40

39

40
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Can I query that table?

© 2026 IBM Corporation

set session authorization joeuser;

--
-- The SQL_CHECK_AUTHORITY scalar function returns an indication of whether 
-- the effective user of the thread is authorized to query the specified *FILE 
-- object, either directly, as a member of a group profile, or through adopted 
-- authority. 
--
VALUES qsys2.sql_check_authority(

system_schema_name => 'TOYSTORE3',
system_object_name => 'PART_DIM'

);

42

SQL_CHECK_AUTHORITY

0 - The user does not have authority to query the file, the 

object is not a *FILE object, or the object does not exist

1 - The user is authorized to query the file

41

42
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set session authorization joeuser;

--
-- The SQL_CHECK_AUTHORITY scalar function returns an indication of whether 
-- the effective user of the thread is authorized to query the specified *FILE 
-- object, either directly, as a member of a group profile, or through adopted 
-- authority. 
--
VALUES boolean(qsys2.sql_check_authority(

system_schema_name => 'TOYSTORE3',
system_object_name => 'PART_DIM’

));

43

SQL_CHECK_AUTHORITY

On IBM i 7.5 and higher…

© 2026 IBM Corporation

44

SQL_CHECK_AUTHORITY affects Authority Collection!!!

On IBM i 7.5 and higher…

43

44
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FUNCTION_USAGE

45

© 2026 IBM Corporation

set session authorization joeuser;

--
-- Am I allowed to use this Function Usage?
--
VALUES QSYS2.SQL_CHECK_FUNCTION_USAGE('QIBM_DB_SQLADM');

46

SQL_CHECK_FUNCTION_USAGE

0 - The user is not authorized to the function usage identifier
1 - The user is authorized to the function usage identifier

45

46
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Function Usage in Navigator for i – Host Functions

© 2026 IBM Corporation

48

Function Usage in Navigator for i – Nav Functions

47

48
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Changing the Permissions of a Function

Whether 
*ALLOBJ 
provides 
access

If *ALLOBJ = Used and 
*ALLOBJ assigned to 

profile, Access Denied is 
ignored.

If *ALLOBJ assigned to 
user’s group, user can be 

denied

© 2026 IBM Corporation

50

Other Fun/Useful Host Functions

???

49

50
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Ways to Use GR entries

A GR audit journal entry is generated whenever the system checks to see if the user is allowed to use the 

function or when SQL_CHECK_FUNCTION_USAGE is run

• Examine GR entries toknow when users are using JDBC/ODBC (or FTP or DDM)

– Get distinct list of profiles accessing the system via remote access to accommodate securing 

objects or shutting off access via Function Usage (Application Administration)

– Find remote servers accessing the system to verify password when moving to a higher password 

level

– Proof to management that this activity is/isn’t occurring

© 2026 IBM Corporation

52

Functions Documentation – Security Reference, Appendix H

https://www.ibm.com/docs/en/i/7.6.0?topic=reference-supplied-function-ids 

51

52
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QIBM_RUN_UNDER_NO_AUTH (IBM i 7.6)

Allows you to protect ‘powerful’ profiles from being exploited

© 2026 IBM Corporation

54

Determine if Profiles are Already being Exploited – IBM i 7.6

• New user audit value - *AUTWARN (CHGUSRAUD)

– Turn on the profile you which to protect to determine if it's being used without authentication – for 

example, to submit a job or perform a profile swap

• Note: No AUTHENTICATION as in without entering a user id and password

• Implemented with the idea of protecting profiles that can't be enabled for MFA … but can be 

used without MFA being configured

– E.g., You have profiles with *ALLOBJ that you don't want to elevate to a profile with all 

special authorities

• Audit value can only be specified at the user level (CHGUSRAUD) – not in QAUDLVL

• Produces a GR audit journal entry

IBM i 7.6

53
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Using the *AUTWARN Audit Journal Entries 

55

• -- Run after enabling *AUTWARN to determine if the profile is being used without authenticating
-- You'll receive'Usage warning’ when the profile is used but not yet Denied in the Function
-- You'll receive 'Usage Failure’ when the profile is attempted to be used but is Denied. 
--
SELECT entry_timestamp,

qualified_job_name,
user_name,
user_profile_name AS profile_to_protect,
function_registration_operation as Failure_or_Warning,
fail_operation,
usage_setting,
previous_usage

FROM TABLE (
systools.audit_journal_GR(starting_timestamp => CURRENT TIMESTAMP - 7 DAYS)

)
WHERE function_name LIKE ('QIBM_RUN_UNDER%')
and function_registration_operation like ('USAGE%');

© 2026 IBM Corporation

Function Usage SQL 

56

--
-- What's the default access for the new QIBM_IOSYSCFG_VIEW function usage? (IBM i 7.6)
--
SELECT default_usage, allobj_indicator, function_name_message_text
FROM qsys2.function_info WHERE function_id = 'QIBM_IOSYSCFG_VIEW';

--

-- Who is allowed to use the new QIBM_IOSYSCFG_VIEW function usage? (IBM i 7.6)

--

select * from qsys2.function_usage where function_id = 'QIBM_IOSYSCFG_VIEW';

55
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Database to Database

57

© 2026 IBM Corporation

--
-- What systems can my users reach out to?
--
WITH user_profiles AS (
SELECT authorization_name
FROM qsys2.user_info_basic
)
SELECT a.*, drda_auth.*
FROM user_profiles a, lateral (select * from TABLE (
  systools.user_drda_authentication_entries(a.authorization_name))) drda_auth;

58

USER_DRDA_AUTHENTICATION_ENTRIES

57

58
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Database to Database

59

© 2026 IBM Corporation

--
-- What are the Remote Databases (RDBs) that have been defined?
--
-- https://www.ibm.com/docs/en/i/7.6.0?topic=services-rdb-entry-info-view
--
SELECT *
FROM systools.rdb_entry_info;

60

RDB_ENTRY_INFO

59

60
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SQL_CHECK_SPECIAL_AUTHORITY

61

© 2026 IBM Corporation

set session authorization joeuser;

--
-- Do I have this Special Authority?
--
VALUES QSYS2.SQL_CHECK_SPECIAL_AUTHORITY('*JOBCTL');

62

SQL_CHECK_SPECIAL_AUTHORITY

0 - The user does not have the special authority
1 - The user has the special authority

61

62
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IBM i Query Manager

63

© 2026 IBM Corporation

Query Manager for IBM i

63

64
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Query Manager for IBM i

© 2026 IBM Corporation

SQLQMProfiles

--
-- SQL Alternative to STRQM - Option 10
--
select *
from QSYS2.SQLQMProfiles where profile in ('JOEUSER');

65

66



5/28/2026

34

© 2026 IBM Corporation

SQLQMProfilesAudit

--
-- STRQM - Audit Journal Helper Function
--
SELECT entry_timestamp, "CURRENT_USER", job_name, job_user, job_number, thread,
  query_user, set_schema, "DELETE", "INSERT", "UPDATE"

FROM qsys2.sqlqmprofilesaudit;

© 2026 IBM Corporation
© Copyright IBM Corporation 2026

Configuration of the Audit Journal

68

67

68
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69

Display Security Auditing (DSPSECAUD) 

© 2026 IBM Corporation

70

Navigator for the Win!

69

70
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71

Navigator for the Win!

© 2026 International Business Machines Corporation© Copyright IBM Corporation 2026

Protection of Sensitive Data

72

71

72
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73

select cert.*
from
  table(qsys2.certificate_info(
         certificate_store_password => 'MyPasswordInTheClear')
) cert 

order by validity_end;

Password – Using a Literal value

© 2026 IBM Corporation

74

--
-- Passwords to work with the certificate store, and other topics
--
create table coolstuff.safezone(
  user_name varchar(10), pw_handle varchar(30), pw varchar(5000));

How do we protect the password?

Password & Auth Token Protection

73
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75

--
-- A user can see their own passwords, and nothing else
--
CREATE OR REPLACE PERMISSION COOLSTUFF.SAFEZONE_PERM ON COOLSTUFF.SAFEZONE
FOR ROWS WHERE (USER = user_name) ENFORCED FOR ALL ACCESS ENABLE;

--
-- Turn ON row permissions for this table
--
alter table COOLSTUFF.SAFEZONE activate row access control;

How do we protect the password?

Password & Auth Token Protection

© 2026 IBM Corporation

76

--
-- Prevent batch or other jobs "running as the user" from seeing the data
--
create or replace mask COOLSTUFF.PW_MASK on COOLSTUFF.SAFEZONE for column PW return
case
when (right(qsys2.job_name, 10) = 'QZDASOINIT') then PW
else NULL

end enable;

--
-- Turn ON column masking for this table
--
alter table COOLSTUFF.SAFEZONE activate column access control;

How do we protect the password?

Password & Auth Token Protection
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77

--
-- *SECURE will be seen for PW column values in SQL Performance Center tooling
--
CALL SYSPROC.SET_COLUMN_ATTRIBUTE('COOLSTUFF',

'SAFEZONE',
'PW',
'SECURE YES');

How do we protect the password?

Password & Auth Token Protection

© 2026 IBM Corporation

78

select cert.*
from COOLSTUFF.MYPWS,

       table (
qsys2.certificate_info(certificate_store_password => pw)

) cert
where pw_handle = 'CERT123' and

validity_end < current date + 1 month
order by validity_end;

How do we protect the password?

Password & Auth Token Protection
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Passwords

79

© 2026 IBM Corporation

Use QPWDRULES for Password Composition

*PWDSYSVAL or
– *CHRLMTAJC
– *CHRLMTREP
– *DGTLMTAJC
– *DGTLMTFST
– *DGTLMTLST
– *DGTMAXn
– *DGTMINn
– *LMTSAMPOS
– *LMTPRFNAME
– *LTRLMTAJC
– *LTRLMTFST
– *LTRLMTLST
– *LTRMAXn
– *LTRMINn

– *MAXLENnnn
– *MINLENnnn
– *MIXCASEnnn
– *REQANY3
– *SPCCHRLMTAJC
– *SPCCHRLMTFST
– *SPCCHRLMTLST
– *SPCCHRMAXn
– *SPCCHRMINn

IBM i 7.2
– *ALLCRTCHG

Specifying *LMTPRFNAME and *ALLCRTCHG 
prevents default passwords!!!

79
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Navigator for the Win!

System Values – Password - Composition Rules

© 2026 IBM Corporation
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End Users Can See the Password Rules …!!!

81
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Change your Password on Multiple Partitions

© 2026 International Business Machines Corporation© Copyright IBM Corporation 2026

Protection of NetServer Access

84
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Controlling Access to NetServer with an *AUTL (IBM i 7.5)

Authorization list secures no objects – Make name and description meaningful!

Suggested approach:
- Set *PUBLIC to 

*EXCLUDE
- Only authorize users 

who have a business 
need to map a drive

Remember: 
*ALLOBJ provides 
access!!!

© 2026 IBM Corporation

Secure Individual Shares with an *AUTL (IBM i 7.5)

Unlike share for NetServer, authority granted has meaning!!!
- *USE to autl restricts access to Read-only
- *CHANGE or greater (or *ALLOBJ) grants Read/Write 
- Authorities to underlying shared objects still apply
Make authorization list name and description meaningful as it secures no objects
>> QSYS2.SERVER_SHARE_INFO enhanced to include name of authorization list

85
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VP Audit Journal Entry

• Notes:

– QAUDLVL must contain *AUTFAIL

– But … Users not authorized to one of these authorization lists will generate a VP audit journal entry 

– not an AF

© 2026 IBM Corporation

Modifying the Properties of the NetServer – New Nav
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Don’t Map a Drive to a Share, Just Make a Connection

Format is \\server name or IP address \file share name

When the window is closed, the connection is gone! 

© 2026 International Business Machines Corporation© Copyright IBM Corporation 2026

Managing User Profiles

90
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• Security tools and reports that come with 
the system
– Reports:

• Default password 

• *PUBLIC authority and Private authority 

• Adopted authority 

• User profile 

• Current audit settings

– Tools to:

• Disable profiles that have not been 
used in xx days

• Disable or delete a profile on a specific 
date

• Type GO SECTOOLS from a command line

Integrated Security Tools

91

Generated by Microsoft co-pilot 20 May 2026
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Manage User Profiles

Disable after a period 
of inactivity

Disable/Enable on a 
set schedule

Disable or Delete on 
a specific date
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93

Set Profile Expiration (*DISABLE the profile) on CRT/CHGUSRPRF 

© 2026 IBM Corporation

Operating System Self-Check - CHKOBJITG
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Managing Inactive Profiles with an SQL

95

--

--  description: DISABLE User profiles that haven't been used in the last 3 months

--

SELECT cup.*

    FROM QSYS2.USER_INFO u,

         TABLE (SYSTOOLS.CHANGE_USER_PROFILE(
                   P_USER_NAME => USER_NAME,   

                   P_STATUS    => '*DISABLED',

                   P_TEXT      => ‘Careful – do not re-enable', 
                   PREVIEW     => 'YES')) cup

    WHERE (u.user_name not in (select aidprf from QUSRSYS.QASECIDL)) and ((last_used_timestamp IS NULL

          OR last_used_timestamp < CURRENT TIMESTAMP - 3 MONTHS)

          AND (creation_timestamp < CURRENT TIMESTAMP - 3 MONTHS));

https://www.ibm.com/docs/en/i/7.5?topic=services-change-user-profile-table-function 

© 2026 IBM Corporation

96

Random Group Profile Facts

• The “last used date” of a group profile is updated whenever one of its member profiles is “used”!

• The OS will never allow the deletion of a group profile that has

– Members

– Been granted primary group authority to an object

• Message:  Don’t be afraid to delete a group profile if it’s being identified as inactive

95
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• Set QSECOFR to STATUS(*DISABLED) to 
help prevent mis-use

– Can always sign on to the console with 
QSECOFR even if it’s *DISABLED (assuming 
you know the password, of course!)

Really Random but True 

97
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When Your SAVSECDTA Takes a Long Time

98
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• Saves:

– User profiles

– Authorization lists

– Private authorities

• What’s the culprit when it starts to take 
longer and longer?

• Typically – private authorities… but how 
do you know?

Save Security Data (SAVSECDTA) 

99
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Print Profile Internals (PRTPRFINT)

99

100



5/28/2026

51

© 2026 IBM Corporation

Where are the Private Authorities Coming From?

• /Finance/AP/2026/June/xxxxx.stmf – Owner: AP_PAY

– Private authorities: CAROL, SCOTT, TIM and STEVE

• /Finance

– Created by CAROL

• /Finance/AP

– Created by SCOTT, private authority: CAROL

• /Finance/AP/2026

– Created by TIM, private authorities: CAROL, SCOTT

• /Finance/AP/2026/June

– Created by STEVE private authorities: CAROL, SCOTT, TIM

• /Finance/AP/2026/June/xxxxx.stmf

– Created by AP_PAY, private authorities: CAROL, SCOTT, TIM and STEVE

© 2026 IBM Corporation

There must be a better way! What about AI?

• Here’s the prompt:

– write the sql that lists authorization_name, owner_entries, private_authority_entries, 

authorized_user_entries and primary_group_entries, expressing all except the authorization_name 

as a percentage used of the total size of a user profile
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Results from Gemini
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Results from Bob 
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Insert Bob generating the correct SQL (fingers crossed)

© 2026 International Business Machines Corporation
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6

Thank You! Db2 for i
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