#KubeCon #CloudNativeCon

Rabobank’s Path to Secure,
Fast Kubernetes Delivery
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Rabobank loves Kubernetes!

41 EKS clusters

147 AKS clusters S
473 ACA

12 OpenShift clusters

AKS: Azure Kubernetes Service

EKS: Elastic Kubernetes Service
ACA: Azure Container Apps
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Why We Can't Just YOLO to Production
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Building Together: Platform & Tenant
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. ‘\ Tenant team:
* Build the platform | . |
- Handle security and compliancy M — Cickstart their project

Give the tenant the required *  Reduce their time to market

freedom Deliver the business value
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Building Together: Platform & Tenant

We:
Tenant team:
« Build the platform . . .
*  Kickstart their project

* Handle security and compliancy =i
+  Give the tenant the required Reduce their time to market

freedom / ‘\ Deliver the business value
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Architecture

OPENSHIFT
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Designing Our Kubernetes Adventure
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OPENSHIFT \ aWS m
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Namespace-as-a-service

Azure Kubernetes Cluster

Security

pa

[ Tenant A ]

[ Tenant B ]

y C’ost:

S

Isolation Cost > Security
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Cluster-as-a-service AKS

Azure subscription Kubehub
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Vnet Tenant A
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Azure Kubernetes Cluster
Tenant A

e y

Vnet Tenant B

Azure Kubernetes Cluster
Tenant B

Weather API

Isolation on
cluster & network-level

COSt:-

Security
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Security > Cost
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Cluster-as-a-service EKS

AWS Account Tenant A

VPC

EKS Cluster

Tenant A

AWS Account Tenant B

VPC

EKS Cluster

Tenant B
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Securtty tn Every Step sonarqube \
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Securtty n Every Step
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Securtty tn Every Step sonarqube \
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Securtty tn Every Step sonarqube \
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Securtty tn Every Step sonarqube \

Rabobank



Securtty tn Every Step sonarqube \
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Governance

z ES Admin within Boundaries

Reporting
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[t Takes Two To Stay Secure

Tgnant
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From 54 days to just 4 hours



Demo






Key Glveaways

2% argo

S

Weighing Security vs Cost Think of tooling Constraints create dialogue

Rabobank



S
S
O
g
QV
=
O
g
g
S
S
p
S
S
S
Ve

Rabobank






	Intro Page
	Slide 1: Rabobank’s Path to Secure, Fast Kubernetes Delivery

	Theme
	Slide 2

	Program part 1
	Slide 3: Rabobank loves Kubernetes!
	Slide 5
	Slide 6: Building Together: Platform & Tenant
	Slide 7: Building Together: Platform & Tenant
	Slide 8
	Slide 9
	Slide 11
	Slide 12: Cluster-as-a-service AKS 
	Slide 13: Cluster-as-a-service EKS
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25

	Closing
	Slide 26
	Slide 27


