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Why Isn't the Fix in My Container?
Tracking CVE Propagation Across 10,000 Projects
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Journey 1: Discovery to Fix

Issue Found

CVE Being Reported

Maintainer Fixes the Issue

Everyone Wins
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Journey 1: Discovery to Fix

Issue Found

CVE Being Reported

Maintainer Fixes the Issue

Everyone Wins

Issue Found - Use AI

CVE Being Reported - Use AI

Maintainer Fixes the Issue - Use AI

Everyone Wins - goes Skiing



Solved Problem, Right?



What About the maintainers side?



Reports Quality over Quantity

https://github.com/curl/curl/pull/20312



Reports Quality over Quantity



But wait.. Is this just a security issue?

🤔



Contributions Quality over Quantity



Contributions Quality over Quantity



Can this be replaced with AI?

AI is powerful and can improve OSS

Importance of Quality (over quantity)

Have AI to help fix security reports

Work with maintainers, reduce fatigue



Responsible Disclosure

Discuss CVE assignment

Help with fix / verification

Work with maintainers, reduce fatigue

Steps of Security Reports



The Wrong Way

Ask for CVE (for your resume)

Post issue online

Let maintainers find the CVE themselves

Complain issues are not fixed



libxml2

https://gitlab.gnome.org/GNOME/libxml2/-/issues/958#note_2505853



GNU Tar

Lior: “I was wondering if you had a chance to look at
https://nvd.nist.gov/vuln/detail/CVE-2025-45582”

Maintainer: “First I've heard of it. Thanks for mentioning it.”

https://lists.gnu.org/archive/html/bug-tar/2025-08/msg00001.html

https://nvd.nist.gov/vuln/detail/CVE-2025-45582


OpenJS Foundation Is Now a CNA

The OpenJS Foundation is now a CVE Numbering Authority (CNA) — enabling it 
to assign CVEs for vulnerabilities across 40+ JavaScript projects under its 
umbrella.

Projects like ESLint, Fastify, Electron, Express, and webpack can now request 
CVE identifiers directly through OpenJS, reducing friction for maintainers and 
improving visibility for downstream consumers.

https://socket.dev/blog/openjs-foundation-is-now-a-cna



From a problem to a Fix

Issue Found

CVE Being Reported

Maintainer Fixes the Issue

Everyone Wins

CVE Being Reported



Maintainers are volunteers

No SLA

CVE Being Reported

Offer to help

Contribute / Sponsor

Be respectful





Why Can’t we just use the new version?
The fix exists, but upgrading isn't always straightforward

The Problem

⚠  Fixed version might be "too new" - contains breaking changes

⚠  API changes, dependency conflicts, behavior differences

Can't Upgrade → Wait for Backport

Patches might get backported to your version, but...

Longer Process

Backports take weeks/months.
Patch must be adapted to
older codebase.

Less Interest

Maintainers focus on latest.
Older branches get lower
priority (if any).

Third-party Dependency

Upstream may not support
your version. Distro maintainers
(Debian, Red Hat) must step in.





Research Scope
A year of Continuous scanning of the most popular open source container images

250
OSS Container Images

Monitored

7,852
Unique CVEs
Discovered

40K
CVEs Journey

10M
CVEs FIndings



Many containers are bloated
The default container of many projects is a largest container they have

56%
of CVEs can be removed

by eliminating bloated packages

Most CVEs come from packages the application never uses:

● Optional dependencies

● Unused OS utilities

● Kernel headers

● Dev tools left in production images.



89% of Remaining CVEs Have a Fix Available
The open source community delivers patches — the problem is propagation, not availability

89%
Have a known fix version

11%
No fix available

of that 11%:

~12% are disputed

Vendors disagree it’s
a real vulnerability

Fix availability by severity:

CRITICAL 96.5%

HIGH 95.7%

MEDIUM 94.5%

LOW 86.0%



The Patching Gap
CVEs with known fixes persist in containers far longer than they should

36%
of non-bloat CVEs are 180+ days old

~40%
overall take

180+ days to remediate



What You Can Do About it?



Pull Latest Container

78%
of images have fewer CVEs

in their latest tag

The other 22%
introduce new packages

→ new CVEs

41%
average reduction just by being on the latest

The simplest action: start by trying upgrade to the latest tag



Choose Your Container Flavor



Full Image (Default Tag)
The kitchen sink — everything included

What's Inside
✓  Full Operating System

✓  Build tools (gcc, make, autoconf)

✓  System libraries (libssl, imagemagick, libxml2)

✓  Utilities (git, curl, wget, ssh)

✓  Package manager (apt)

Size ~1 GB

Shell bash

CVEs 1,000 – 2,000

Migration None

922 - 1,890 CVEs in Python

When to Use
▸  Build stages in multi-stage Dockerfiles

▸  Compiling native extensions at runtime

▸  Quick prototyping & development

NOT recommended
for production



Minimal Image
The production default — 95% fewer CVEs

What's Inside
✓  Minimal base image (essential only)

✓  Language runtime

✓  bash, basic coreutils

✓  package manager

✓  SSL certificates, tzdata

What's Removed
✗  Build tools (gcc, make)

✗  Development headers (-dev)

✗  Optional dependencies

✗  Common utilities (vim, git, etc.)

Size ~150 MB

Shell bash

CVEs 25 – 70

Effort Low

python:slim  25
node:slim  42

Tip
#  Use Multi-stage to keep the production container miminal

RECOMMENDED for
production



Automate the Tedium

When to use

•  Ongoing maintenance of application dependencies 

(npm, pip, go modules)

•  Base image version updates (FROM node:20 → node:22)

•  Keeping up with the ecosystem without manual 

tracking

How it works

•  Bot scans your repo for dependency files

•  Checks registries for newer versions

•  Opens PRs automatically with the update

•  Runs your CI tests on the PR

Limitations
⚠  PRs still need CI time and (sometimes) human review

⚠  Major version updates often need manual intervention

⚠  Doesn't fix CVEs in packages you don't directly depend on (transitive deps)

Dependabot
Renovate



Patch Without Rebuilding

When to use

•  Emergency patches (1-day drops on Friday)

•  Base image CVEs you don't control

•  Bridging the gap until upstream rebuilds

How it works

•  Reads vulnerability report from Trivy / Grype

•  Fetches updated packages

•  Patches the image layer

•  Preserves your application code untouched

Limitations

⚠  App-level patching is experimental

⚠  Scanner might scan layer by layer

github.com/project-copacetic/copacetic



Key Takeaways

1 56% of CVEs are bloat
Minimal base images eliminate the majority of vulnerabilities before they appear

2 89% of remaining CVEs have fixes
The open source maintainers delivers — the gap is in propagation process, not patches

3 ~40% of fixable CVEs persist 180+ days
Containers aren’t being rebuilt frequently enough to pick up available patches

Q & A
Feel free to reach out: 
lior@kaplanopensource.co.il 
mor.weinberger@echo.ai

Feedbacks are welcome

mailto:lior@kaplanopensource.co.il
mailto:mor.weinberger@echo.ai

