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Foundation Concepts




)
Developed by NETFLIK in 2011 (it

* Open Sourced (Apache 2.0 License) in 2012

Memory Lane...

Options to create a “group” (app, stack, cluster)
> App termination every 2 days (default)
» Stack termination one instance per day (default)

» Cluster one instance termination per cluster per day
(default)

Complete Availability Zone outage also possible

PyTorch: O

Photographer Naruto, Crested Macaque - > Key project used for Model Training

Sulawesi, Indonesia.
All rights reserved (2011)
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Key Building Blocks — Telemetry & Training
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Key Building Blocks — Agents and Topology
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Player 1 (Host)
VizDoom Alpha

Continual (Adversarial) Training zdoom olplayer Headen:

zdoom-svc DNS Discovery

Model Updates

0 Per EPOCH Improvements
Recorded

O Pipeline Updates per EPOCH

0 Dynamic adjustment of player
temperature per round

Model Updates P LSO - - - - - - 1

(Optional) adjustment of hyper-parameters per :
neural network, per round .

________ B g Network
Per Pod

Player x (Joiner)

VizDoom Alpha
init-container (discovers host
N ( : N . s
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Telemetry Sources - eBPF - Cilium
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Tetragon

Runtime Process
Awareness

ACcisco@cisco:~$ kubectexec -ti -n kube-system ds/tetragon -c tetragon --  tetra getevents -o compact --pods mcp*

process default/mcp-papa /usr/local/bi ubectl logs v14-arm64-papa -n default --tail 200

process default/mcp-delta /usr/local kubectl logs vl4-arm64-delta -n default --tail 200

exit default/mcp-papa / ubectl logs v14-armé4-papa -n default --tail 200 0

process default/mcp-mike ‘kubectl logs vl4-arm64-mike -n default --tail 200

exit default/mcp-delta /usr/local/bin/kubectl logs vl14-arm64-delta -n default --tail 200 0

process default/mcp-charlie /usr/local/bin/kubectl logs v14-arm64-charlie -n default --tail 200

process default/mcp-echo /usr/local/bin/kubectl logs vl4-arm64-echo -n default --tail 200

exit default/mcp-charlie /usr/local/bin/kubectl logs v14-arm64-charlie -n default --tail 200 0

exit default/mcp-mike /usr/local/bin/kubectl logs vl4-arm64-mike -n default --tail 200 0

exit default/mcp-echo /usr/local/bin/kubectl logs v14-arme4-echo -n default --tail 200 0

ACcisco@cisco:~$ kubectl exec -ti -n kube-system ds/tetragon -c tetragon --  tetra getevents --pods mcp*

{"process_exec": {"process":{"exec_id": "Y21zY286MTQS0TEyMzkSMDk5NjcxMjEEMTcyNzcyMA==", "pid":1727720,"uid":0,"cwd" :"/app", "binaryj
flags":"execve clone inInitTree","start_time":"2026-03-13T22:45:31.366660650Z","auid":4294967295, "pod" : {"namespace" : "default","
£3f62649d84c8d2b5d53c9797d079" , "name" : "mcp-server", "image" : {"id":"192.168.129.111:5000/doom-mcp@sha256: 5b8b1f5b33826ec8957caldd
st"},"start_time":"2026-03-11T2 262" ,"pid":118117}, "pod_labels":{"app": "mcp-server","player-id":"15 papa"},
9c", "parent_exec_id" : "Y21zY286MTQ4MTg3MzQ2MTgzNDY4ANTg6MjMXNT XM ,"tid":1727720,"in_init_tree" :true},"p
y":"/usr/local/bin/python","arguments":"-m deploy.mcp.server --player-name=Papa --pod-name=v14-armé4-papa --port=8080 --poll-in|
0506Z" , "auid":4294967295, "pod" : {"namespace" : "default", "name": "mcp-papa", "container":{"id":"containerd://d2005d40602d2657031eddd|
8.129.111:5000/doom-mcp@sha256: Sb8b1f5b33826ec8957cal1800fe276727db51bl1daldacelf2flacdf746b3d34", "name" : "192.168.129.111:5000/d

cp-server", "player-id":"15", "player-name":"| :"Pod"}, "docker" : "d2005d40602d2657031e0d;

5212,"in_init_tree":true}}, "node_name":
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"player-name":

papa"}, "workload" : "mcp-papa", "workload_ki

cisco","time":"2026-03-13T22:45:31.366660102Z"}
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Hubble

Network Flow Observability

cisco@cisco:~$ hubble observe
Handling connection
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949:
O555
956:
: default/v14-arm64-alpha:39123 (ID:63684) <> default/v14-armo4-alpha (ID:63684) pre-xlate-rev TRACED (UDP)
: default/v14-arm64-lima:35426 (ID:24163) <> default/v14-arm64-lima (ID:24163) pre-xlate-rev TRACED (UDP)
: default/v14-arm64-papa:56785 (ID:11038) <> default/v14-arm64-papa (ID:11038) pre-xlate-rev TRACED (UDP)
: default/v14-arm64-bravo:42871 (ID:32603) <> default/vi4-armé64-bravo (ID:
: default/v14-arm64-delt
: default/v14-arm64-echo:35148 (ID:40933) <> default/v14-arm64-echo (ID:40933) pre-xlate-rev TRACED (UDP)
: default/v14-arm64-november:39893 (ID:9800) <> default/v14-arm64-november (ID:9800) pre-xlate-rev TRACED (UDP)
: default/v14-armé4-oscar:
: default/v14-arm64-charlie:46458 (ID:6810) <> default/v14-arm64-charlie (ID:6810) pre-xlate-rev TRACED (UDP)
: default/v14-arm64-mike:38426 (ID:60262) <> default/v14-armo4-mike (ID:60262) pre-xlate-rev TRACED (UDP)
: 192.168.129.111:48131 (host) -> 10.1.1.1:53 (world) to-network FORWARDED (UDP)
: default/v14-arm64-alpha:39123 (ID:63684) <> default/vl4-armé4-alpha (I
: 127.0.0.1:49448 (world) <> kube-system/hubble-relay-589fbddbf-lczfn (I
: 127.0.0.1:49448 (world) <> kube-system/hubble-relay-589fbddbf-1czfn (ID:46756) pre-xlate-rev TRACED (TCP)
: 127.0.0.1:49448 (world) <> kube-system/hubble-relay-589fbddbf-lczfn (I
1 127.0.0.1:49448 (world) <> kube-system/hubble-relay-589fbddbf-lczfn (ID:46756) pre-xlate-rev TRACED (TCP)
g alzy

cisco@cisco:~$ ||

for 4245

default/v14-arme4-oscar:45216 (ID:1037) <> default/v14-arm64-oscar (ID:1037) pre-xlate-rev TRACED (UDP)
default/v14-arm64-charlie:46458 (ID:6810) <> default/v14-arm64-charlie (ID:6810) pre-xlate-rev TRACED (UDP)
default/vl4-arm64-mike:38426 (ID:60262) <> default/v14-arm64-mike (ID:60262) pre-xlate-rev TRACED (UDP)

03) pre-xlate-rev TRACED (UDP)
2206 (ID:11527) <> default/v14-armé4-delta (ID:11527) pre-xlate-rev TRACED (UDP)

5216 (ID:10 <> default/v14-arm64-oscar (ID:1037) pre-xlate-rev TRACED (UDP)

3684) pre-xlate-rev TRACED (UDP)
6756) pre-xlate-rev TRACED (TCP)

) pre-xlate-rev TRACED (TCP)

.0.0.1:49448 (world) <> kube-system/hubble-relay-589fbddbf-1lczfn (ID:46756) pre-xlate-rev TRACED (TCP)



Hubble Network Observability (Agent MCP)

from < to workload = mcp-supervisor Deployment X
default v o L = . - 6.1K flows/s - 1/1nodes
from © to identity=11082 mcp-server X  from & to identity=21020 mcp-server X Any verdict Visual
from « to identity=47438 mcp-server X
=]
[ Y — [ Y-
. © rer-see © ro-srr
. . [ Y — - Yo— - Y—
® © resanee - orumm PP e
© reosarr
° © meoserm
Columns v Flow Details
Source Identity Destination Identity Destination Port L7 info
TTE wmE s mmee e weew mem i Timestamp
mcp-supervisor default mcp-server default 8080 — 2026-03-11T22:25:23.937Z
mcp-supervisor default mcp-server default 8080 —
. Verdict
mcp-supervisor default mcp-server default 8080 —
. forwarded
mcp-supervisor default mcp-server default 8080 —
mcp-supervisor default mcp-server default 8080 — Traffic direction
mcp-supervisor default mcp-server default 8080 — egress
mcp-supervisor default mcp-server default 8080 — .
. Cilium event type
mcp-supervisor default mcp-server default 8080 — to-endpoint
mcp-supervisor default mcp-server default 8080 — ‘
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Service Mappings and Metrics
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Transaction :All *

doom.player.frags 2|

Breakdown ~

Services + | v- Addfiters

Service Requests & Erors

Dashboards
Groupby:None * =+ Showingall9 services by request

Alerts

Sorvice & Dependancy Latency seRvice Ll

Infrastructure

C ¥3 Digital Experience

Plot aditor Chart options Events (0)
doom-mep-ima cs Logs

Ponedval..|  Voue Ralup [T p—
< Dependencies

Metrics latost Delta

ot Echo

Traces Data Management

View Trace ID Settings

e mcp-aipha 200s
Endpolnt Performance

Endpoint
NoData

doom meprbravo i

Tag Spotlight

Endpoint

Home verrides: Filter

Dashboards

Alerts Sampling 188 out of 196 time series,

APM
Infrastructure

Digital Experience

0952 1000
Logs

Plot editor Chart options Data table Events

Metrics Plot  signal

A doom playerfrags

Data Management

£ Settings

doom.playerattack_pct

doommat.

-

prm— K8snode. Plotname
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Let’s meet our Players
Alpha

Bravo Charlie

Zen Warrior

Friendly Rival

Delta Echo Foxtrot Golf Hotel
Conspiracy Theorist Cool Operator Tactical Sniper Hype Caster Battle Commander Hotshot Showoff

Treats doom like
meditation practice.

Genuinely nice, but

Convinced every Compares gameplay Silent but deadly, like Believes that the Former squad leader Fast furious and
! fiercely competitive, match has hidden with astrology. And to take a passive game was who treat every
EffECt'Ve- but constantly planning forces at work. the patterns of the approach to authored for him
emotionally detached next move. Trust nobody. stars. gameplay, Lurking.
India Juliet Kilo
Battle Poet Old-School Veteran

energetic. Constantly
deathmatch as a
and him only.
Lima

Mike

military operation
Stats analyst

on the move and deadly

effective.
November

Chaos Gremlin Silent Predator

Oscar Papa
Chaos Scientist Wholesome Dad Trash Talk Savant
y y :
y y
The loudest player in Deeply opinionated
every lobby. about weapon balance.
Genuinely talented

Obsessed with
metrics. Tracks
Nostalgic about the
but insufferable.

player form. The kind
K/D ratios to two of player who rocket-
good old days. decimal points.

Pure chaos energy in

Cool, calm and
calculating. Attempts

. Calls everybody sport , .
APBrosches DOOMIKS  or champ, spologetic | DOSST sl etk
to learn new maps PSsthes pc?st matcH whenever he makes a °
jumps into a crowd just and areas to gain an assessments. Kill, still learning the
to see what happens. edge.
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the whole match,

distracting for the in.
controls.



Telemetry Integration (Deathmatch)

< APM

Service Map
Breakdown ~

Home
© -15mceT v Environments: All ~ Transaction: All ~ Services v Y+ Add filters
Service Requests & Errors
Dashboards
0.4/s- 0.18, Requests
rch for service Group by: None ~ £ v | Showing all 19 services by request count < ?E 03/s- 163 total

0/s W Errors
Alerts 0.2/s 0/s i Root Cause
0.1/s-

0/s -
1
a
APM
Service & Dependency Latency P99 SERVICE

Infrastructure
2.45s 1 This Service
as-
Digital Experience
2s-

N oms -
Logs > 11:02:40 AM 11:17:40 AM
TOD

Metrics
< Dependencies
Data Management

Traces
O Settings

View Trace ID

Select

Endpoint Performance

Endpoint
soul.heartbeat Lima

tools/call get_personality_profile
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MCP Communications & Observability

Player 1

)

Se—a=--

~ -

Entity

Player x
Trained Model e ' AN\ 1 v —_— Trained Model
OO0 -----—-dO0 O be-------
L | ) pyppumy R »{ O O P--------- »EEEE« { O O p« o —— et
1 e b 1
! MCP Server MCP Server |
i Active Metrics Supervisor Agent Active Metrics \
! and Game Sync Tools: MCP Client Tools: and Game Sync .
1 - User Persona - User Persona .
X - Player Statistics ! - Player Statistics 1
1 RS ~
Player | Tael TN Player
Entity 1 . \
1 \
\
\

j WasmEdgeRuntime

I

doom.inference.duration Histogram (ms) Neural network inference latency per step
doom.game.fps Gague Game steps per second — inference throughput
doom.game.steps Counter Total game steps executed
doom.game.death_total Counter Total deaths across all matches
doom.game.matches Counter Matches completed

doom.game.frags_total Up-Down Counter Total frags

£2 N

"~ 4 AN
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Spans: doom.match (per-match with frags,
deaths, KD ratio, temperature, attack %)
and doom.game_ loop (periodic every 500
steps with FPS, inference avg_ms,
temperature)

I R I

doom.player.frags Up-Down Player frag details (can go negative)
Counter
doom.player.details Counter Player death deltas
doom.player.kd_ratio Gauge Kill/death ratio per player
doom.player.health Gauge Player health points
Doom.player.armor Gauge Player armor points
Doom.player.attach_pct Gauge (%) Percentage of time spent attacking
Doom.player.steps Gauge Total environment steps token
Doom.player.matches.completed Counter Matches completed per player
Spans: doom.supervisor.poll round (per poll
cycle), doom.supervisor.banter round (commentary

generation with leader/cellar dweller),
talk and event reaction spans

trash

| ‘ WasmEdgeRuntime

e ] e | oescrpton

gen_ai.client.token.usage Counter Player frag
details
(can go negative)
gen_ai.client.operation.duration Histogram (s)

Player death
deltas

Spans: MCP tool call spans with
mcp.method.name, gen ai.tool.name
(get player stats, trash talk,
react to event, battle cry), and tool-
specific attributes like doom.frags,
doom.target player, doom.event type




Telemetry Integration (Deathmatch)
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KubeCon

Home

Dashboards

Alerts
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Logs

Metrics
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Kubernetes entities

w [ o-5mer -

> Autoscaling

V. Quick filters

all

v Relationship

> Cluster name

> Orchestrator

> Nodes name

> Namespace name
> Pod name

> Container name
> Deployment name

> Replicaset name

> Attribute

> Infrastructure

v Application Context
> Environment
> App

> APMservice

Container

mep-server (dc9034c3e872aT....
player (269de0f03f7bsfe1b2e...

mep-server (8d47d98f56af752...

map-server (51ffa7f8169465ff..

mep-server (d2005d40602d26..
mep-server (d2d28b28¢71890..
player (874e71bf0bSb7ff5898...
player (672849965701355¢6...

player (98abf262d828971f37...

player (df7bf93a0d27b00b53

mcp-server (28fc1db0c6a405...

player (balecOdO6eadfe9ba3s...

player (3adf455f88a09b17647...

mep-server (5e85550a58ceb. .

player (61ef5a768344309034....

mep-server (5de1b40b576754...

player (410215009a28adc4d6.

mep-server (77f92984b2d720.

mep-server (d95e211d9f3fae4...

player (d53beB23d4d5b11ac....

player-name = mike (+15) | X | | v Add filters

Table | 32 Dashboard | D Heatmap

{ Status

Container image
192.168.129.111:5000/do.
docker.o/johalley/vizdoo.

192.168.129.111:500

192.188.129.111:5

192.168.129.111:5000/do...
192:168.139:11:1:50007d0.

dockerinJohalley/vizdos .

dockerio/johaliey/vizdea,
docker.io/johalley/vizdeo...

dockerio/johalley/vizdoo...

192:168.129.111:5000/do...

docker.o/jottalley/

décker.io/johaley/s

192.168.129.111:5000/db.

docker.o/johalley/izdoo.

192.168129.111:5000/do.

dooket.io/johalley

192.168.129.111:5¢

192.168.129.111:5000/do...

docker.io/johalley/vizdoo.

Switch to previous experience

Results per page | 20 ~

Restarts CPU usage/limit

2days

2days

2.days

days

2days
Zdaye
2days

2days

2days

2days

OAlerts 0 Active detectors

Clear All

Groupby:None v | =z | @

Items 1-20 of 32

Memory usage/limit

1410 BIA = YheeH d0d



MCP Tool Calling

<apm
Time (Start - End)

TracelD: bff01d6db71b2c2005¢28737f37219b6 2026-03-14T12:49:54.245251 - 2026-03-14T12:495

v e MCP Tool Call
and Method

Dashboards

Alerts
Min Duration (ms) | 0

29/29 Spans Loaded oms 208ms, 625ms,

APM
doom-mep-supervisor: d ervis ound 1ms

Infrastructure doom-mcp-supervisol 65 doom deaths

doom-mep-alpha:

Digital Experience e o 179.4ms

‘doom-mep-bravo:
Logs
doom-mep-supervisor

Metrics doom-mep-charlie: tools/call ge
doom-mep-supervisor

doom-mep-defta:
Data Management
doom-mep-supervisor .
gen_altoolname
0 settings | doom-mep- s get_player_stats
doom-mep-supervisor
mepmethodname
‘doom-mep-lim: tools/call g toole/call

I
1

1

1

1

1

1

‘doom-mep-supervisor: tool ‘
1

doom-mep-echo: |

1

Span:Duratmn Distribution

doom-mcp-supervisor: tc

doom-mep-alpha: to copaname
e WECREN Service Operation Workload % v ; #Spans
1
‘doom-mep-bravo: e e = doom-mcp-supervis  tools/call get_player_stats 64.8% | 7
doom-mep-supervisor: tools/ o saams ipha o :
doom-mep-charlie: tools/call get_personallty_profile 3004 nkind T
server doom-mcp-supervis doom.supervisor.poll_round
doom-mcp-supervisor y 25.4ms 1
or
doom-mop-delta -
 doom-mep-supervisor: too 7 [ECE doom-mcp-supervis  tools/call get_personality_profile
or .
doom-mcp-charlie "- ools/call get_player_stats
T
doom-mcp-delta 1 tools/call get_player_stats
¥ '
i ¢ - doom-mcp-alpha ltools/ca\lgetﬁp\ayergstats
: doom-mcp-lima ; tools/call get_player_stats
htt _// t I t H /d / / / '/ / doom-mcp-mike :tools/ca\lgetﬁp\ayerﬁstats
- T
ps://opentelemetry.io/aocs/specs/semconv/gen-al/mcp e R
t
s ‘ ‘.; T -\‘ = L ..'. 7 doom-mcp-echo Ltools/ca\l et_player. sta:s___
r 1 ¥ \’y . 3 - iy doom-mcp-bravo :tools/ca\lgetﬁpersonahtyiprofl\e
I Ve e Fees v &
C Lo U D NA IVE \ l‘ ‘\4 5 A doom-mcp-alpha : tools/call get_personality_profile
T
L J COMPUTING FOUNDATION . v ;,. ] ¢ . S, ; doom-mcp-echo 1 tools/call get_personality_profile
LN e H
’h \\\ Ve "\" doom-mcp-mike 1 tools/call get_personality_profile
v '
w N\ v ¢ doom-mcp-charlie : tools/call get_personality_profile

doom-mcp-delta : tools/call get_personality_profile

KubeCon CloudNativeCon
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MCP Tool Calling

oo MCP Server Performance

©-15m Environments: All ~ | | Service: doom-mep-alpha ~
Dashboards

22 Overvi & TagSpotlight O Errors L. Endpoints & Instances G Logs.

|« Requests,errors ~  Endpoint/Operatior Transaction: All - || . Addfitters

: _ Per MCP Tool Statistics

Digital Experience

= Cardsdisplay: | Requests & errors distribution ~
DataManagement

Endpoint
Settings

tools/eallg kubecon

«APM

doom-mcp-alpha

Operation Business Transaction

doom-mep-alphakubecti og

s ©-15mcer v | Environments:All ~ | | Service:doom-mcp-alpha ~

i & TagSpotlight O Errors L. Endpoints Instances  BbLogs = Traces
4 Infrastructure (1) _

Results: | 26 ~ Compareto: | -1h v Sort: | P90 Latency v
Endpoints Requests Request Rate Errors Error Rate P90 o P99

tools/call trash_talk 22 002 req/s 0 oerr/s

21 10,02 req/s
940AM

tools/call react_to_event <001 reqfs oerr/s 1.67s

1365ms

940AM

tools/call get_player_stats 0,05 req/s oerr/s

1<001 req/s

1000

tools/call get_personality_profile 0.05 req/s
D |

’wv S 1005 req/s N
AN

KubeCon CloudNativeCon
Europe 2026




Agent to Agent Communications (Trash Talk)

«apM

ype
linux

TracelD: 141e6dc0d3d7b5da9aea27b603597f46

Home player.name

Waterfall Mike.

e " Distributed MCP

V- Add filters N 2

pr—r N, Spans/Traces

9/9 Spans Loaded s Eacs] opentelemetry o« 0
APM L J
doom-mep-supervisor:

Alerts

Infrastructure doom-mep-supervisor: doom
doom-mep-supervisor:
Digital Experience

- v Span Events
doom-mep-supervisor:

doorn-mep-alph:

e o ~ Inter Client Banter

event
Metrics doom-mep-supervisor:

Logs

gen_ai.contentprompt
doom-mep-mik
‘doom-mep-mike: . ST
Data Management Generate trash talk from player to Alpha.
Speaker stats: Player: Mike (ID 0)
X Settings DTS
Frags: -7 Deaths: 26 K/D:-0.27
Attack%: 33.5%
Health: 100 Armor: 0 Weapon: pistol
Alive: True
000 Elapsed: 12111s
Match history: Match 12: Frags=-25 Death
DOOM DEATHMATCH SCOREBOAR
#1 Alpha Frags= -1 Deaths= 18 K/D=-0.06
5.1% i # 2 Mike Frags= -7 Deaths= 26
K/D=-027 Atk%=33.5% # 3 Lima Frags=-8

® Al BANTER LOG

® LIVE BANTER STREAM (Al-Generated Trash Talk)

Type & Speaker 4 Message
commentary NARRATOR What's happening out there in the DOOM arena?
Golf is somehow king of the hill w
22/03/2026 14:11:00 trash_talk Golf [Golf] Good game! ...but I'm still winning.
22/03/2026 14:10:26 commentary NARRATOR Well, folks, this deathmatch is turning into a battle of
survival rather than a
22/03/2026 14:10:10 trash_talk Golf [Golf] Good game! ...but I'm still winning.

22/03/2026 14:10:10 trash_talk Echo [Echo] In the end, we are all fragments.

22/03/2026 14:09:05 commentary NARRATOR Well, folks, this deathmatch is turning into a battle of
’ " survival rather than a
w \\\ 22/03/2026 14:08:48 trash_talk Echo [Echo] In the end, we are all fragments.

. 22/03/2026 14:08:48 trash_talk Golf [Golf] Good game! ...but I'm still winning.
KubeCon | CloudNativeCon
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Doom Training Initial

& QuickTimePlayer Fie Edit View Window Help

s\ S
W .. Let's go and punch some walls...

Trial

Device
MPS
MPS
MPS
MPS
MPS

MPS

Steps/Epochs
69 epochs (~552K steps)
54 epochs (~432K steps)
37 epochs (~296K steps)
196 epochs (~1.57M steps)
27 epochs (~55K steps)
452K steps

648K steps

Best Eval Frags
1.4 avg

2.2 avg, 7 max
2.4 avg, 4 max
1.8 best

0.5 best

0 (all evals)

0 (all evals)

Training K/D Fatal Flaw

- Spin-and-spray

— Labels bug fixed, still 100% attack

— Catastrophic forgetting

— 50K buffer too small, curriculum didn't help
- Entropy collapse (PPO wrong algo)
K/D=3.04 NoisyNet - 0% attack, KILLCOUNT bug

K/D=1.66 KILLCOUNT bug, attack% dropping to ~6%

T: avge0.1 max-1 1_kill_focus pth

{6 QE80s0 ' 2CO+A0Ea~ O s ~EEENOD .

ey

‘ .

§ -
v (1= .

W NASAaY Seaau-

T "‘}' )

V% v &

£2 N
"~ 4 AN
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Doom Training Phases (Reward Based Chaos)

iTerm2 Shell Edit View Session Scripts Profiles Tool

Kos

stem-x86_64 (qemu-syste... & %1
kind-pod-hunt [RN]
kind-pod-hunt
kind-pod-hunt
50.16 #

ckehunt-chaos (-zsh)

v1.32.2

1500 | Kills:0 Health:0 Amno:@ Deaths:1 ster:13
(CHAOS] Health pickup (+1 HP) -> Restarted pod: nginx-69cf
2000 | Kills:0 Health:1 Amno:@ Deaths: 2
05] Health pickup (+1 HP) -> Restarted pod
2500 | Kills:0 Health:2 Ammo:0 Deaths.
:0 Health:2 Amno:
fealth:2 Am

Anmo:0 Deaths:1 | Cluster:14
> Restarted pod: cisco-virtual-kubel

Health pickup (+1 HP) -> Restarted pod: nginx-69cf
6500 | Kills:@ Health: aths 3
i ster:14

eaths:2 | Cluster:14

| Cluster:14

& N

KubeCon

CloudNativeCon
Europe 2026 —

belt  Window

K95 (ks)

Eo
d54dd:
E 0,
ollector-k8s:

£2:H=100,K=0
£2:

E 1
et-6744679969-gndpq
d544d-fpkrw

E 0,

AD &=
AN Sysige W

«

@ 4m: TAC Session

() Python

& Signed out

Wed 11. Feb 10:11

3.14.0 (ven)

Results — BREAKTHROUGH

Metric
Total Kills
Total Deaths
K/D Ratio
Best Eval Frags (5min)
Recent Eval Frags
Attack%
Episodes

Gradient Updates

Value
110,248
73,620
1.50
39 %
18-32 (stable)
10-25% (context-appropriate)
79,175

2,335,566




Doom Training Phases (Deathmatch 4x2)

Charlie

atpua
<uariie

-

Foxtrot

atpua - . : alLpua
cravio crave

LeveL €nns 1n

~ 4
I
1 ¥
N A
. : Results — BREAKTHROUGH
X
Metric Value

Total Kills 110,248
Total Deaths 73,620
K/D Ratio 1.50

Best Eval Frags (5min) 39 %

" Recent Eval Frags 18-32 (stable)

D

Q \\\ Attack% 10-25% (context-appropriate)
Episodes 79,175

KubeCon | CloudNativeCon )
Gradient Updates 2,335,566
————— Europe 2026




Telemetry Integration (Deathmatch)

£ <
NN
W AN
KubeCon CloudNativeCon

Europe 2026

€ Infrastructure
Kubernetes entities

Home

‘o | (@8 [©-15mcer - | | kesnamespacename = kubecon | X | | v: Add

= Table | 82 Dashboard ‘ @ Heatmap

Dashboards

Alerts

v Kubernetes entities Overview

APM

Clusters

Namespaces
Infrastructure & Nomber of bode with ohase of

jumber of pods with phase of runniny
Nodes P P s

Digital Experience Pods
Containers

b > Workloads

Metrics > Autoscaling

Data Management Y. Quick filters (4 #Pods running  10s

Number of pods with phase of running

Relationship 1
Clearall
> Cluster name
> Nodes name

# Pods with unready container | 1m

Namespace Pods with total number of unready containers

name
> Workload name
> Deployment
> Service n:

> Replicaset name

#Podsrunning | 1m Q Q0

# Pods by phase  10s Q

Total number of pods by their phase

Running

Sun 15 Mar 2026 12:

Pods distribution by phase

Number pods grouped by their phases

LTI

12:10

@ K8s pods available sta...

OAlerts 0 Active detectors

Clear All

Switch to previous experience

Desired vs Available | 1m
Number of pods available vs desired pods by deployment
Desired pods 2 Availability %

k8s.deploymentname | Available pods

]
L -+ 1 #Podrestartscount 10s

i 1
| Top 25 pods by most restarts during selected time range
1

hotel-soul 8d8cb4a-pmhwd
foxtrot-soul-67¢7fdd4f-5xbx9
0ul-6494dbf6f4-g468]

12:15
bravo-soul-766596bd85-4sqvl

1
1
1
1
1
1
1
1
1
1
1
1
1
| mcp-charlie
1
1
1
1
1
1
1
1
1
1
1
1
!

Pod health over time

=

Player
Soul
Restarts
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Chaos Engine




| Motric | Type | Descripton ______

chaos.kills_triggered Counter Soul pod killed
o L chaos.poll_cycles Counter Supervisor poll cycles
aos Engine g
4
chaos.active_souls Gauge Currently active soul
pods

1
! 1
: Spans: chaos.poll, chaos.frag detected, |
| chaos.kill soul pod !

>

! l
| 1
N 1
| 1
| 1
N 1
| 1
. |
| =
I v % < '
: ) (%) s
1 O ® .
! Trained Model o — Q J74ARNN o — Trained Model :
O ceo e | oo ( ) (Q DC------- oo e — - - '
* g »q{O O] 5 [0 O] < -- |
1 1 cee e : I
! ! MCP Server MCP Server : |
: i Active Metrics Supervisor Agent Active Metrics | !
! ! and Game Sync Tools: MCP Client Tools: and Game Sync ! |
| I - User Persona - User Persona ! :
| | ™ - Player Statistics - Player Statistics ; 1 \ :
1 i i 1
L ] Player Player o ) |
Entity Entity C
WasmEdgeRuntime WasmEdgeRuntimel

\
.

D N
’ NN\
"~ 4 AN
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Chaos Gameplay Dashboard

& DOOM Chaos Deathmatch — Live Telemetry v

Resktime dashboard for DOOM Al Deathmatch on Kuberretes (x.agx). Moritors & Al players via OperlTele

¢

X TOTALFRAGS A @ TOTAL DEATHS

' LIVE SCOREBOARD (from OTel trace

Apha
Hotel
Foxtrot
Golf
Echo
Cherie
Bravo

Detta

Display~ 8%

Time Range

Mar 17, 2026 7:00 PM — Mar 18, 20...+

ACTIVE PLAYERS ® umcals

24 .,

# BANTER ROUNDS

8 1,806 92
™

1 CHAOS SOULKILLS W, TOTAL SPANS

(U= =

T

X FRAGS OVER TIME (per player)

& DOOM Chaos Deathmatch — Live Telemetry v wiioad  Display~  18% v

ok tme dashboerd for DOOM Al Deathmatch on Kubernetes (x-age). Moniors 8 Al players va Operelemetry traces (MCP too cals, DSPy reasoning chains, GenAlLLM cas, CF

SPAN DISTRIBUTION BY OPERATION

 DSPy REASONING CHAIN — Span Counts by Module

g <
\ "4 N

KubeCon

CloudNativeCon
Europe 2026

I SPAN KIND DISTRIBUTION A ERROR SPANS BY OPERATION

 GenAl AVG LATENCY BY OPERATION

¥ MAX INCARNA...

997,797

& DOOM Chaos Deathmatch — Live

e dashborc for DOOM Al Deathmatch on Kuber

1 KD RATIO BY PLAYER

‘W DISTRIBUTED TRA

. TRACE SPAN VOLUME OVER TIME

& DOOM Chaos Deathmatch — Live

Reabtime doshboard for DOOM Al Deathmatc e

=

1% CHAOS ENGINE — SOUL KILLS OVER TIME

Telemetry +
oy

players via Operfelometry tra

Telemetry ~

.91) Monitors 8 Al players via OperTelemetryto

SOownoss  Disphye  18% <+ Actons

(CP tool calls DSPy reasoning chains,

QO Qs

*\ MCP TOOL CALLS PER PLAYER

@ SPAN DURATION (P50 P95 / P98) — MCP + GenAl Calls.

SOownosd  Displays  18%
ing chains, GanAI LM k). Chaos En,

¥ ACTIVE SOULS & TOTAL CHAOS KILLS (from chaos spans)




Video
Recording:

& Firefox File Edit View History Bookmarks Tools Window Help

[ X X ] (5 | B & DOOM Chaos Deathmatch— X | [B 7 Cilium eBPF Observability — X+

« > C O | & Not Secure | http://10.0.2.2:8000/en-US/app/search/doom_chaos_deathmatch_live?tab=layout_1&form.global_time.earliest:
splunksenterprise A  DEVLICENSE:JOSHHECISCO.COM )

Search  Analtics  Datasets  Reports  Alets  Dashboards

& DOOM Chaos Deathmatch — Live Telemetry v

Reak-time dashboard for DOOM Al Deathmatch on Kubernetes (ux-agx). Monitors 8 Al players via OpenTelemetry traces (MCP tool calls, DSPy reasoning chains, GenAl LLM calls), Chaos Engine soul kils/resurrections, and Al-generated trash talk banter.

¢

TOTAL FRAGS ® TOTAL DEATHS ~ ACTIVE PLAYERS © BANTER ROUNDS' % CHAOS SOUL KI...

232 0

30m&form.global_time.lates

W TOTAL SPANS

1,515...

Settings v Activity ¥

O Download  Display >

Time Range

20 minita windnu

* LLM CALLS

Mon 23. Mar 18:59

v

Help~  Find Q
. Search & Reporting

Actions~ | Edit >

¥& MAX INCAR...

984,203

—— §

LIVE SCOREBOARD (from OTel trace attributes) ¥ FRAGS OVER TIME (per player)

[

Alpha
Charlie
Ech

Foxtrot

pods(k
STATUS RESTARTS CPU
Running
Running
Running
ContainerCr:
Running
echo-soul-7db8 / Running
foxtrot-soul-557cd 81xh6 Running
7cb8f8fd-4hb6d / Running

|0-BAr

HMEM/L 1P NODE

0 1
0 1

0 10.

kubecon-eu
ubecon-eu
kubecon-eu
kubec
0.0.0.10 kubecon-eu
.0.241 kubecon-eu
kubecon-eu
kubecon-eu

0ee

AGE
7m8s
5m45s
6m18s
5h49m
55s
Sm51s

255

'_/




eBPF Hubble / Tetragon Dashboard %4

#, CILIUM eBPF O

Cilium Tetragon rity « Proce i ses « File

'\ TOTAL EVENTS # PROCESS EXECS
4 v 1 4 4-50

M TETRAGON PROCESS EVENT STREAM

PROCESS EXITS

14..

|

LIVE TETRAGON EVENT STREAM (kubecon namespace)

2 Type &
17:55:55 KPROBE
17:55:55 KPROBE
17:55:55 KPROBE
17:55:55 KPROBE
17:55:54 KPROBE
17:55:53 EXIT

17:55:52 KPROBE
17:55:51 KPROBE
17:55:51 KPROBE

17:55:51 KPROBE

M RECENT PROCESS EXECUTIONS (kubecon namespace)

1335:38 mcp-supervisor supervisor

1335:08 mep-supervisor supervisor
mcp-supervisor

supervisor

1333.08 Vi4-amd64-golf player

<
NN\
AN

KubeCon CloudNativeCon

Europe 2026

RVABILITY — TETRAGON + HUBBLE — KUBECON NAMESPACE

ies | Cilium Hubk Time Range

PT———

« UNIQUE PODS

® NETWORK EVEN...

53.

UNIQUE BINA... 4 KPROBE EVENTS

mcp-echo fd_install fust/local/bin/python

mep-echo tep_connect /ustflocal/bin/python

echo-soul tep_connect /doom-soul

mcp-alpha fd_install fusr/local/bin/python

chaos-engine tep_connect /ust/local/bin/kubect!

foxtrot-soul

mep-echo tep_connect /usr/local/bin/kubect!

chaos-engine tep_connect /usr/local/bin/kubect!

hotel-soul tep_connect /doom-soul

mep-hotel fd_install fust/local/bin/kubect!

130PM
Tue Mar 24

I cheos-e m
mep-ec .
OTHER

Binary &

Iustliocal/bin/kubectl get pods -n kubecon -| app=mcp-

server -o json

Jusr/local/bin/kubect! get pods -n kubecon -| app=mcp-

server -0 json
Iustflocal/bin/kubect! get pods -n kubecon -1 app=mcp-
server -0 json

Iustflocallib/python310/dist-
packages/vizdoom/vizdoom

-iwad fust/localfib/python310/
dist-packages/vizdoom/
freedoom2 wad -file /app/wads/
full_deathmatch wad -config

ot

# ROOT (UID=0)....

® TCP CONNECT/CLOSE EVENTS OVER TIME

»
/# LINUX CAPABILITIES IN USE (kubecon pods)

other (6),0.948% AP_AU

P_CHOWN,

SERVICE,

¥ FILE ACCESS MONITORING

# SENSITIVE FILE ACCESS BY POD (/etc, /proc, /sys)

#, CILIUM HUBBLE — L3/L4 NETWORK FLOW VISIBILITY

71, HUBBLE FLOWS

1,237....

~ @@

© DROPPED FLOWS

® NETWORK EVENTS BY POD WORKLOAD

135PM

% PROCESS UID DISTRIBUTION #: CONTAINER IMAGES BY WORKLOAD

mep-charlie  Pod 10.0.2.2:500
O/doom-

mepiatest

mep-golf 100.22:500
O/doom-
mepiatest

mep-echo 10.0.2.2:500
0/doom-

menatest

00t (UID 0)

B TRAFFIC DIRECTION LOW TYPE / PROTOCOL DISTRIBUTION

i N




& QuickTimePlayer File Edit View Window Help o @ @ b - Q - Mon23. Mar 14:38

x |3l 7 cilium eBPF Observability — X

O A Not Secure  http://10.0.2. /en-US/app/search/tetragon_runtime_security?tab=layout_1&form.global_time.earliest=rt-5m&form.global_time.lat

splunkenterprise  Avps - (DEVICENSEJOSHREGISCOROND Adiistator = e Q
Search  Amaics  Datasets  Repors  Alerts  Dashboards B seorch & reporting

#i, Cilium eBPF Observability — Tetragon + Hubble ~ O Download  Displays  176% ~  Actions~ | Edit >
Unified Cilum ¢BPF observabilty dashboard fo the kubecon namespace, Tetragon: untime security with process execuions, kprobes, fle access, Linux capabiles. Hubble: L31L4 network flow visibilty with poc-1o-pod raffc, TP lags, verdics, and raffc irecton across all DOOM deathmatch pocs.

# CILIUM eBPF OBSERVABILITY — TETRAGON + HUBBLE — KUBECON NAMESPACE

Cilium Tetragon Runtime Security « Process Execution « Kprobes « File Access « Capabilities | Cilium Hubble L3/L4 Network Flows « Traffic Direction « TCP Flags « Pod-to-Pod Time Range
Visibility

R minita windaw

W TOTAL EVENTS # PROCESS EXECS PROCESS EXITS <" UNIQUE PODS UNIQUE BINA... £ KPROBE EVENTS @® NETWORK EVE... 4 ROOT (UID=0) ...

430“66 29 128 1 5 ™5 o . 3 9 e
—

//
8 00—

= al
Il TETRAGON PROCESS EVENT STREAM QO Qs

V i d e O B LIVE TETRAGON EVENT STREAM (kubecon namespace)

Time & Type # Workload 2 Detail &

.
I t .
eCO rd I n g L] 13:29:20 EXIT mcp-bravo /usr/local/bin/kubectl logs v14-amd64-bravo -n

kubecon --tail 200
13:29:20 KPROBE mep-golf tep_connect /usr/local/bin/kubectl

13:29:19 EXEC mcp-hotel /lusr/local/bin/kubectl logs v14-amd64-hotel -n
kubecon -tail 200

13:29:19 KPROBE mcp-hotel fd_install /usr/local/bin/kubect!

13:29:19 EXEC mcp-foxtrot /usr/local/bin/kubectl logs v14-amd64-foxtrot -n
kubecon —tail 200

13:29:17 mcp-delta /usr/local/bin/kubectl logs v14-amd64-delta -n
kubecon --tail 200

13:29:17 KPROBE mcp-delta fd_install /usr/local/bin/kubect!

132917 KPRORF alnha-soul ten connect /doom-sounl

90 80F 5 @0008FSOrE




Open Source Chaos Engineering Tools

*\mi\““' ‘ *mn\\“‘ ,

» Chaos Mesh (CNCF) N > Litmus (CNCF) N

https://qithub.com/chaos-mesh/chaos-mesh https://qithub. com/lltmuschaos/htmus

‘& New We've launched the Litmus MCP Server! Experience Al-powered chaos engineering Check it out
35F ChaosMesh  Documentation  Blog  Community Group ™ Contact Us 281v FEngishy €) ©

L Litmus Yy star 53k Enterprise ation  ChaosHub  Community  Blog ©) Get Started

Open Source
Chaos Englneerlng platform

Try Litmus 7 Join Slack

. . . . Try it out with the following command &
Chaos Mesh brings various types of fault simulation to

Kubernetes and has an enormous capability to

*orchestrate fault scenarios. It helps you conveniently
simulate various abnormalities that might occur in
reality during the development, testing, and
production environments and find potential problems
in the system.

curl -sSL https://mirrors.chaos-mesh.org/v2.8.1/install.sh | bash

& GitHub

o T 71 CLOUD NATIVE

ubecon | CloudNativecon k= =i COMPUTING FOUNDATION

Europe 2026



https://github.com/chaos-mesh/chaos-mesh
https://github.com/chaos-mesh/chaos-mesh
https://github.com/chaos-mesh/chaos-mesh
https://github.com/chaos-mesh/chaos-mesh
https://github.com/chaos-mesh/chaos-mesh
https://github.com/litmuschaos/litmu

& o

CCVAELCENTEVE

‘ - Model Training can be tough Good, Bad or Ugly??

. Observability really helps in
=% understanding performance

o— Explainability requires a cradle EIE.:E*'E

Let us know!

to grave perspective

- Metric Driven Design ? E

©
©
:;; %
j&y Al'in production demands hyper-
Y%,

resilience — observability is criticial






