
#KubeCon #CloudNativeCon

Dragonfly V2.4.0 - Intro, Updates, 
Data Distribution in AI Infrastructure
Wenbo Qi(Gaius) – Ant Group



Introduction

Container Registry

What is Dragonfly？
Delivers efficient, stable, and secure data distribution and 
acceleration powered by P2P technology. It aims to be the best 
practice and standard solution in cloud native architectures. 
Designed to improve the performance of large-scale delivery 
across files, container images, OCI artifacts, AI models, caches, 
logs, dependencies, etc.

It is hosted by the Cloud Native Computing 
Foundation(CNCF)as an Graduated Level Project.

There are more than 100+ contributors, and maintainers 
come from Ant Group, Alibaba Group, ByteDance, Intel, 
Baidu Group, Zhipu AI and Dalian University of 
Technology.



Introduction

What is Nydus？
Provide a content-addressable file system on the RAFS 
format, which enhances the current OCI image specification 
by improving container launch speed, image space and 
network bandwidth efficiency, and data integrity.

It is a sub-project of Dragonfly. It can reduce the end-
to-end cold start time of containers from minutes to 
seconds, and supports the creation of millions of 
containers every day in production.
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Image Acceleration File Distribution AI Infrastructure

Dragonfly supports various container clients 
such as containerd, Docker, cri-o, ORAS, 
etc. It provides three solutions for image 
acceleration.

The first solution is to use Dragonfly to 
distribute images based on P2P technology, 
which is suitable for large-scale cluster.

The second solution is to use Dragonfly and 
Nydus to distribute accelerated images, 
which is suitable for large-scale cluster and 
faster container launching.

The third solution is to use Nydus to distribute 
accelerated images, which is suitable for 
faster container launching.

Dragonfly supports large-scale file 
distribution and uses P2P technology to 
eliminate the impact of origin 
bandwidth limitations. 

It supports file distribution of protocols 
including HTTP, HDFS, etc. Additionally, it 
also supports different object storage 
protocols includes S3, OSS, OBS, etc.

Dragonfly supports distributing data 
during AI training and AI inference.

In the AI inference, Dragonfly supports 
ModelPack, Triton Server, 
TorchServe to use Dragonfly 
distribution model.
Supports downloading models and 
datasets from Hugging Face Hub by
SDK through dfget command.
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When downloading files in large batches, the storage bandwidth 
can easily reach the limit.
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Hit Local Peer Cache

Download From Origin

Hit Remote Peer Cache



Exciting Updates

Vortex: A P2P File Transfer Protocol Based on TLV



Exciting Updates

Vortex: A P2P File Transfer Protocol Based on TLV
Vortex(TCP) VS GRPC Vortex(QUIC) VS GRPC



Exciting Updates

Load-aware Scheduling Algorithm



Exciting Updates

Load-aware Scheduling Algorithm



Exciting Updates

Enhanced Preheating

1. Support for IP-based peer selection in preheating 

jobs with priority-based selection logic where IP 

specification takes highest priority, followed by 

count-based and percentage-based selection.

2. Support for preheating multiple URLs in a single 

request.

3. Support for preheating file and image via 

Scheduler gRPC interface.



Exciting Updates

Calculate task ID based on image blob SHA256 to avoid redundant downloads

The Client now supports calculating task IDs directly from the SHA256 hash of image blobs instead of using the download 
URL. This enhancement prevents redundant downloads and data duplication when the same blob is accessed from different 
registry domains.

Cache HTTP 307 redirects for split downloads

Support for caching HTTP 307 (Temporary Redirect) responses to optimize Dragonfly's multi-piece download performance. 
When a download URL is split into multiple pieces, the redirect target is now cached, eliminating redundant redirect requests
and reducing latency.

Go Client Deprecated and Replaced by Rust Client

The Go client has been deprecated and replaced by the Rust Client. All future development and maintenance will focus on 
the Rust client, which offers improved performance, stability, and reliability.



Model Distribution

AI models serve as the central artifacts across both training and inference. This part focuses on inference, addressing ho
w to manage and distribute these models within Kubernetes. 

Large Size: Model weights have grown from hundreds of megabytes to hundreds of gigabytes, even terabytes,
Posing significant challenges for model storage and transfer. 

Immutability: A base model used for inference is a read-only, versioned artifact. Like a container image, it follows
a strict build once, distribute everywhere, never mutate in place. 

Lack of Model Management Standards: The community is overly focused on distribution throughput while ingoring c
ritical governance primitives, including standardized versioning, metadata schemas, and lifecycle management. These a
re exactly the prerequisites for promoting models from experimentation to production at scale. 

Cloud-Native Gap: AI infrastructure is built on top of cloud-native infrastructure, yet companies widely rely on
custom solutions around object storage or Git LFS for model management. This leads to non-standardized
artifact management and a lack of cloud-native support. 



Model Distribution

What If We Shipped Models the Same Way We Ship Code?

Software Delivery

Develop: Developers commit code to a Git 
repository, manage code changes through 
branches, and define versions using tags at 
key milestones.

Build: CI/CD pipelines compile and test, 
packaging the output into an immutable 
Container Image.

Manage & Deliver: Images are stored in a 
Container Registry. Supply chain security 
(scanning/signing), RBAC, and P2P 
distribution ensure safe delivery.

Deploy: DevOps engineers use declarative 
Kubernetes YAML to define the desired state. 
The Container's lifecycle is managed by 
Kubernetes.



Model Distribution

What If We Shipped Models the Same Way We Ship Code?

AI Model Delivery

Develop: Developers push weights and 
configs to the Hugging Face Hub, treating it 
as the Git Repository.

Build: CI/CD pipelines package weights, 
runtime configurations, and metadata into an 
immutable Model Artifact.

Manage & Deliver: The Model Artifact is 
managed by an Artifact Registry, reusing the 
existing container infrastructure and toolchain.

Deploy: Engineers use Kubernetes OCI 
Volumes or a Model CSI Driver. Models are 
mounted into the inference Container as 
Volumes, separate the AI model from the 
inference engine (vLLM, SGLang, etc.).

By approaching model lifecycle as a supply chain, we constructed a efficient system that resolves 

the challenges of managing and distributing AI models in production.



Model Distribution

Build

$ modctl modelfile generate .

$ modctl login -u username -p password harbor.registry.com

$ modctl build -t harbor.registry.com/models/qwen2.5-0.5b:v1 -f Modelfile .

$ modctl push harbor.registry.com/models/qwen2.5-0.5b:v1



Model Distribution

Management

Versioning Lifecycle Management

Access Control Supply Chain Security

Replication

Audit



Model Distribution

Delivery

Downloading terabyte-sized model weights directly from the origin introduces 
bandwidth bottlenecks. We ues Dragonfly for P2P-based distribution, integrated with 
Harbor for preheating.



Model Distribution

Delivery(Preheating)

For latency-sensitive inference services, Harbor triggers Dragonfly to distribute and cache data on target nodes before 
service scaling. When the instance starts, the model loads from the local disk, achieving zero network latency.



Model Distribution

Deployment

Deployment focuses on separating the Model (Data) from the Inference Engine (Compute). By relying on 
Kubernetes declarative features, the Engine runs as a Container, while the Model is mounted as a Volume.



Model Distribution

OCI Volumes (Kubernetes 1.31+)

Native support for mounting OCI artifacts as volumes via CRI-O/containerd. This feature was 
introduced as alpha in Kubernetes 1.31 (requires enabling the ImageVolume feature gate) and 
promoted to beta in Kubernetes 1.33 (enabled by default, no feature gate configuration needed).

apiVersion: v1
kind: Pod
metadata:
name: vllm-cpu-inference
labels:
app: vllm

spec:
containers:
- name: vllm
image: openeuler/vllm-cpu:latest
command:
- "python3"
- "-m"
- "vllm.entrypoints.openai.api_server"
args:
- "--model"
- "/models"
volumeMounts:
- name: model-volume
mountPath: /models
readOnly: true

ports:
volumes:
- name: model-volume
image:
reference: ghcr.io/chlins/qwen2.5-0.5b:v1
pullPolicy: IfNotPresent



Model Distribution

Model CSI Driver

For compatibility with Kubernetes 1.31 and older, we offer the Model CSI Driver as an interim 
solution to mount and deploy models as volumes. As OCI Volumes are slated for GA in Kubernetes 
1.36, shifting to native OCI Volumes is recommended for the long term.

apiVersion: v1
kind: Pod
metadata:
name: vllm-cpu-inference
labels:
app: vllm

spec:
containers:
- name: vllm
image: openeuler/vllm-cpu:latest
command:
- "python3"
- "-m"
- "vllm.entrypoints.openai.api_server"
args:
- "--model"
- "/models"
volumeMounts:
- name: model-volume
mountPath: /models
readOnly: true

ports:
volumes:
- name: model-volume
csi:
driver: model.csi.modelpack.org
volumeAttributes:
model.csi.modelpack.org/reference: 

ghcr.io/chlins/qwen2.5-0.5b:v1



Future

Enhanced Preheating: Allow models to be preheated to specified nodes and querying cache distribution across 
nodes for model-aware pod scheduling.

Dragonfly RDMA Acceleration: Enable Dragonfly to use RoCE to improve the speed of distribution.

Lazy Loading: Implement on-demand downloading of model weights to reduce startup latency.

containerd Optimization: Enhance the OCI Volumes implementation to reduce decompression overhead for large 
layers.

Model Security Scanning: Introduce deep scanning feature designed for AI model weights.



Demo



Dragonfly Github

Thanks!




