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**Today** We are Professional Cat Herders

We secure Shopify’s infrastructure for 
millions of merchants

Infrastructure Security



Kubernetes security at scale is like 
herding cats

…except these cats can accidentally expose your entire infrastructure.





Shopify runs hundreds of services on Kubernetes



Our teams push ~60,000 deploys every week



The kingdom spans ~500 clusters worldwide



Millions of merchants depend on this infrastructure



Everything lives in one infrastructure monorepo

one source of truth, one source of risk



Developers ship configs 
through the monorepo 
every day





Dev writes it Hazel multiples it



But not everyone follows the rules...



Not every change that ships is a good one



A single bad config in a shared template can compromise 
hundreds of services







We hit a tipping point. Misconfigurations 
were slipping through.



We knew what bad 
looked like
…but we couldn't 
catch it fast enough



Something had to change



We needed automated guardrails that enables 
speed, not fight it



Catch it before it merges





Three lines of YAML catch the exact misconfiguration 
from earlier



Semgrep can catch what's missing, not just what's wrong



One rule catches three ways a container can access the host





You don't know what you're deploying if you use :latest"



A missing annotation means your service has no auth 





Developers get instant, actionable feedback right in their PR



Self Serving Guidance



We treat security rules with the same rigor as production code





The same policy-as-code mindset secures our terraform 



OPA blocks restricted GPU types before infrastructure 
reaches production



AI helped us find the blind spots we didn’t know we had





AI turns a security idea into a working rule in minutes



Risk Finder

Code Inspector

Misconfiguration

Developer

Helm

Runs Securely 



So... did it work?



Identify, Craft, Ship & Repeat



Before & After
What changed when we turned on automatic guardrails 





Guardians of the Infrastructure Monorepo 

Together, we have …….



False positives

It wasn’t all smooth sailing



False positives

Developer 
pushback



False positives

Developer 
pushback

Course correction





We learned the hard way

Start in warn 
mode (always)

False positives 
everywhere

Pave the road 
first

Clear steps for 
remediation



Pave the secure road for your teams to run on



The End



       Stay in Touch
https://www.linkedin.com/in/wu-jie
https://www.linkedin.com/in/garg-pulkit


