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Our mission

To help humanity thrive by enabling 
the world's teams to work together 
effortlessly.
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The world’s leading companies trust Asana

The only work management platform that scales to 200k+ users in a single deployment 

2.5M customers refers to paid seats 
Fortune 100 Data as of August 2022, includes paid and free accounts 4

Health Retail Media Financial Services Tech
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Agenda Background

What trade-offs were we making with security?

Implementation

How did we reject those trade-offs?

Guardrails

How did we prioritize security and velocity?

Lessons Learned

What did we learn? What mistakes were made?
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Background

6

https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=0&v=3132&s=650.08031496063&referringApp=google%20slides
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Background
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=1&v=3132&s=401.98355334645674&referringApp=google%20slides
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Background
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=2&v=3132&s=691.4719411417323&referringApp=google%20slides
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Background: 
Cells
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=3&v=3132&s=583.9940944881889&referringApp=google%20slides
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Problem
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● Velocity was being sacrificed for security, 
causing friction

● Security Infrastructure had become a 
Single-Point-of-Failure

● Infrastructure teams were not taking full 
responsibility for security

● Our infrastructure needed to scale, causing 
new security concerns
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Shrinking the Permission Unit
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=4&v=9792&s=630.35&referringApp=google%20slides
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IAM access
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=6&v=5802&s=561.611374015748&referringApp=google%20slides
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IAM access
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=7&v=5802&s=720&referringApp=google%20slides
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Network Access Control
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=8&v=5802&s=616.4381889763779&referringApp=google%20slides


CONFIDENTIAL

Network Access Control
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=9&v=5802&s=643.8791338582677&referringApp=google%20slides
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The Development 
Workflow
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=10&v=8218&s=720&referringApp=google%20slides
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Automation
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=11&v=9290&s=566.4334645669292&referringApp=google%20slides
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Guardrails
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=12&v=6983&s=518.8980314960629&referringApp=google%20slides
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Secure Platform
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=13&v=5834&s=583.9940944881889&referringApp=google%20slides
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Shifting Left
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https://lucid.app/lucidchart/a634f273-c9e8-4e21-b3e1-d7d75a83fa5c/edit?=&page=14&v=5835&s=609.022440944882&referringApp=google%20slides
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Lessons Learned
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Knowledge DebtSilent Enforcement

Abstraction ≠ SimplicityInvisible = Confusing

One Team to All Teams

Security is everyone’s 
responsibility

80/20

Exceptions are the hardest 
part of the rule

Guardrails should be invisible during success, 
but loud and clear during failure

Observability is Mandatory Scale through Education Build for ExtensibilityMake the “Magic” 
Transparent

If a developer doesn't know 
why a deploy failed, "invisible" 
just feels like "broken."

While the process is faster, the 
cognitive load on developers 
has increased. 

90% of apps fit the guardrails 
perfectly. The final 10% 
required new guardrails.

Removing manual friction also 
removes the "learning by 
doing" that builds infrastructure 
literacy.
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Summary Security as Invisible Guardrails

Strive for making the easiest path the most secure path

High trust requires high automation

Build platforms that prevent mistakes

Shift Left on Security

Discover security issues as soon as possible
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Q&A
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Thank you!

https://sched.co/2CW34

https://sched.co/2CW34

