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ACT I: It works!



Meet Dave, our Junior Developer



But then the first task is flying in…



After some hard work (and the use of a lot of AI)...



After some hard work (and the use of a lot of AI)...



… Dave finally deserves his gaming weekend!



ACT II: The hits the fan 



So, on Monday...
What 

happened?



The open door (Initial Access) 

It's the #1 way hackers get in. 33% of all 

intrusions start with a door left open just like 
this one!

apiVersion: v1
kind: Service
spec:

type: LoadBalancer # ← public IP, anyone 
can reach it

ports:
- port: 80

+ vulnerable web app 

= bad

Attack Phase 1/3



Finding K8s related services in real life is easy





The keys under the doormat 

(Credential Access)

Over 70% of us leave this 'key' 

under the mat without any 
protection!

Attack Phase 2/3





Under new management 

(Execution & Impact)

# Attacker uses the stolen token from the search box
curl -sk -H "Authorization: Bearer $(cat
/var/run/secrets/.../token)" \
https://kubernetes.default.svc/api/v1/namespaces

# Attacker deploys cryptominer on all nodes and 
hides it as "system-monitor"
curl -sk -X POST -H "Authorization: Bearer ..." \
.../apis/apps/v1/.../daemonsets \
-d '{"kind":"DaemonSet",

"metadata":{"name":"system-monitor"},
...
"image":"alpine:3.19"}'

Attack Phase 3/3





Dave is not alone

I barely hit 'deploy'! 

89% of organizations have been hit this 
year! Automated scanning find exposed 

cluster within minutes!

The Deployment Fatigue

In the struggle to master new concepts, 

"making it work" often wins the race 

against "making it secure."



ACT III: It is secure!



Don’t forget the Fundamentals

Security is a Spectrum

The Attacker’s Advantage

Layered Security/ Defense in 
Depth



How Dave could have avoided this

Limit the attack surface

Least privilege access & RBAC

Contain workloads and limit impact



Lock the cluster door!

Build a Fence

Private Clusters

(Hide the door)

IP Allowlists

(Choose who enters)

VPN / Bastion Hosts
(The secure tunnel)

Check IDs Patrol the Perimeter

Scan for Vulnerabilities



Don't Leave the Keys Under the Doormat!

Source: https://kubernetes.io/docs/concepts/security/rbac-

good-practices/



The "ID Badge" (Least Privilege RBAC)

The Identity (Who) The Privileges (What)



The "ID Badge" (Least Privilege RBAC)

The Identity (Who) The Bridge The Privileges (What)



Contain workloads, limit impact!

# Pod Security — one block to rule them all
apiVersion: v1
kind: Pod
metadata:

name: novapay
spec:

automountServiceAccountToken: false
containers:
- name: novapay

image: novapay:v3
securityContext:

runAsNonRoot: true
runAsUser: 1000
readOnlyRootFilesystem: true
allowPrivilegeEscalation: false
capabilities:

drop: ["ALL"]

No root access
App runs as a regular user, not an admin. 

runAsNonRoot: true
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Contain workloads, limit impact!

# Pod Security — one block to rule them all
apiVersion: v1
kind: Pod
metadata:

name: novapay
spec:

automountServiceAccountToken: false
containers:
- name: novapay

image: novapay:v3
securityContext:

runAsNonRoot: true
runAsUser: 1000
readOnlyRootFilesystem: true
allowPrivilegeEscalation: false
capabilities:

drop: ["ALL"]

No root access
App runs as a regular user, not an admin. 

runAsNonRoot: true

Read-only filesystem
Attackers can't write malware to disk. 

readOnlyRootFilesystem: true

No privilege escalation
Even if they're inside, they can't promote 

themselves to admin. 
allowPrivilegeEscalation: false

Drop all capabilities
Strip away every special power the container 

could have. 
capabilities: drop: ["ALL"]



Dave's Security Toolkit

Enterprise Platforms

Build

Scan before you 
ship

Deploy

Gate what gets into 
the cluster

Run

Watch what 
happens inside

Audit

Check if the rules 
are being followed

Open Source

Image 

Scanning

Nutanix NKP

Production-ready

Cortex Cloud

Full CNAPP

CIS 

benchmarks

kubectl-who-can

RBAC Query tool

Policy 

Engine

Runtime 

detection

Audit 

Logging



Dave’s story was fictious but…



Something similar happened 3 months ago!

DAY 0: VULNERABILITY DISCLOSED

Automated scanning 

begins instantly

Same as Dave's 

exposed app

WALL 1: PERIMETER

Firewalls + 

WAF blocked 

most attempts

DAY 2:  SOME ATTACKS GOT THROUGH

Some attackers achieved 

code execution

WALL 2: ENDPOINT

Runtime Security 

caught suspicious 

commands

LAYER 3 - NETWORK

Segmentation blocked 

outbound connection

Lock the door

Source: Unit 42 Threat Brief - CVE-2025-55182 (React2Shell), December 2025

Similar chain we 

just demoed

Detect the intruder

Contain the 

workloads; limit 
impact!

https://unit42.paloaltonetworks.com/cve-2025-55182-react-and-cve-2025-66478-next/
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“In this ecosystem, there are two types of people: 

Those who learn from Dave’s mistakes, and those who 

haven't been hacked yet.”

Be the first kind.





Q&A

Thank you very much!
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