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Q: Why are you here?

What would you like to achieve?



The Submariner project
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Submariner features

● Cross-cluster connectivity
○ Pod-to-pod
○ Pod-to-service

● Support for different tunnels
○ IPSec
○ VxLAN
○ WireGuard

● MCS-API-compatible service discovery

● Support for clusters with overlapping CIDRs



Submariner projects
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Submariner projects

● enhancements

● releases

● submariner-charts

● submariner-website

● (coastguard)

https://github.com/submariner-io

https://github.com/submariner-io


Submariner components

● Multi-cluster synchronization (admiral)
○ Instantiated in relevant components

● Cross-cluster connectivity (cable drivers in submariner)

● Routing (route agent in submariner)

● Service discovery (CoreDNS plugin in lighthouse)



Multi-cluster synchronization (broker)



Cross-cluster connectivity, routing



Service discovery



The Medical Informatics 
Platform (MIP)



What is the MIP - Federated data analysis



What is the MIP - Federated data analysis

● Medical Informatics Platform 
 ○ Developed in ATHENA RC and CHUV
 ○ Part of EBRAINS (EU-funded digital 
research infrastructure) 

● Federated data analysis system
 ○ Advanced statistical analysis on distributed 
data
 ○ Privacy preserving processing (no 
information < 10 data points)

● “Nodes” / hospitals join a federation for 
research
  ○ Distributed data governance
  ○ Collaboration independent of data-sharing



Overall architecture

● IaC - https://github.com/Medical-Informatics-Platform/mip-infra (QR)
  ○       Argo-based deployment
  ○ Deploy Argo on KaaS → RBACs → Argo projects → Argo “infra” → rest automated

● Overall cluster architecture
  ○ Core / common services (Kubernetes essentials + security + monitoring)
  ○ N federations deployed from a set of manifests from a private repository 

● Cross-cluster connectivity through Submariner
  ○ Used to connect remote “nodes” aka 1 node clusters on a hardened Linux VM
  ○ Relies on a “subpart” of Submariner and on its strong resilience 
  ○ Calico + Libreswan as the cable driver - long term goal is to use Cilium

https://github.com/Medical-Informatics-Platform/mip-infra




A federation in the MIP - Argo POV



A federation in the MIP - Argo POV





Submariner in the MIP



What we needed

● 2-way connection through any network 
barrier that
  ○ is secure
  ○ and fault tolerant

● Scalable solution
  ○ a few nodes to start
  ○ but it will become larger

● Minimal exposure of the main cluster to the 
remote nodes (some kind of a service 
mesh)



What we considered or tried - 1/2

● Cilium Mesh + Wireguard
  ○ Keywords match…
  ○ However not Mesh over wireguard!

● k0s
  ○ Connects full Kubernetes to one 
another over any network
  ○ Hard to segment workloads
  ○ Might cause issues with our KaaS 
provider

● Submariner
  ○ Fits it all 
  ○ But does not work fully with Cilium!



What we considered or tried 2/2

● Karmada
  ○ Uses Submariner
  ○ → same issue with Cilium

● Tailscale
 ○ Not really meant for that in 2024-2025

● Istio service mesh
  ○ … almost!
  ○ Multi-network: each cluster exposes 
east-west gateway that must be reachable 
from the other cluster

source: solo.io / 
istio project

http://solo.io


Sorry Cilium - bye for now

● Move to Calico
○ Calico must run with the Calico 

API (all peers & broker) for auto 
provisioning

○ https://github.com/Medical-Infor
matics-Platform/mip-infra/tree/m
ain/deployments/hybrid/federatio
ns/federation-Z/remote-node 
Federation-Z remote node 
deployment example (QR)

https://github.com/Medical-Informatics-Platform/mip-infra/tree/main/deployments/hybrid/federations/federation-Z/remote-node
https://github.com/Medical-Informatics-Platform/mip-infra/tree/main/deployments/hybrid/federations/federation-Z/remote-node
https://github.com/Medical-Informatics-Platform/mip-infra/tree/main/deployments/hybrid/federations/federation-Z/remote-node
https://github.com/Medical-Informatics-Platform/mip-infra/tree/main/deployments/hybrid/federations/federation-Z/remote-node


Sorry Cilium - bye for now





Coping with Cilium + Submariner 

● Experiments in 2024 - 2025 → Remember we have only one non FW/NATed cluster
 ○ Sometimes clusters would display connected
 ○ However, cross cluster traffic would not work
 ○ 2 trials brought some success

● "enable-ipv4-masquerade":"false"  on one side would allow 1-way traffic
  ○ Our KaaS provider could not have it set to false on their side
  ○ We could not find a way to get the traffic flowing the other way
  ○ → Real solution: make Submariner work with eBPF?

● Loadbalancer mode 
  ○ subctl join --load-balancer  --clustercidr "10.42.0.0/16" broker-info.subm  
  ○ Communication would work from public cluster → node but not the reverse way

  → https://github.com/submariner-io/submariner/issues/3168 open for contriubtions

https://github.com/submariner-io/submariner/issues/3168


Submariner broker/peer models misused
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● Federation rather than peering
  ○ We have a main cluster
  ○ And remote nodes communicating

● Remote nodes do not communicate
  ○ This is by design in our case

● … but Submariner is not designed for that!
  ○ …  however, it works :) 
  ○ The logs fill up
  ○ Solution: add a switch to the 
connecting of the peers so they don’t retry 
or don’t connect in the first place?



Integration of the Helm chart with Argo

● Submariner in the common directory has:
  ○ Broker
  ○ Operator

● Broker
  ○ Needed to have both secrets and PSK 
to the operator → would not work in argo
  ○ missing hooks → now patched, secrets 
can be set before

● Operator
  ○ Uses these secrets for remote node 
communication and encryption



Integration of the Helm chart with Argo

kustomization.yaml

values.yaml



How to contribute



Do you use Submariner?

● Please let us know!

● Open an issue on https://github.com/submariner-io/submariner/issues/new

https://github.com/submariner-io/submariner/issues/new


Do you struggle with Submariner?

● Please let us know!

● Open an issue on https://github.com/submariner-io/submariner/issues/new

https://github.com/submariner-io/submariner/issues/new


Do you want to learn more about 
Submariner?

https://submariner.io

https://submariner.io


Do you want to chat with the 
developers?
● Join them in the weekly development call

● Mondays at 3pm CET

https://meet.google.com/grf-vgsh-ubv

https://meet.google.com/grf-vgsh-ubv


Do you want to explore Submariner?

● Clone any of the development repositories

● Deploy a test environment
○ make deploy

● Use the resulting KUBECONFIG

● To clean up,
○ make clean-clusters



Do you want to improve Submariner?

● Clone the relevant repository and open a pull-request!

● Before submitting, please check your work:
○ make build
○ make golangci-lint
○ make unit
○ make e2e



https://sched.co/2EF7I

https://sched.co/2EF7I

