
In Falco's Nest: The 
Evolution of Cloud Native 
Runtime Security

Aldo Lacuku, Kong
Iacopo Rozzo, Sysdig

Tuesday March 24, 2026 12:00 - 12:30 CET (G102-103)



Meet the maintainers

Iacopo Rozzo

irozzo-1A

@Sysdig

Aldo Lacuku

alacuku

@Kong Inc.



A Decade of Detection 🎉
From a kernel-tapping experiment to a global standard

2016

Open sourced by Sysdig

2018

Joins CNCF Sandbox

2020

Becomes CNCF 
Incubating Project

2024

Becomes a CNCF 
Graduated Project



What is Falco? 

• Detect security threats in real time

• Kernel level visibility

• Highly extensible

• Cloud native

The security cameras for your infrastructure



What’s New 
Falco 0.42 & 0.43



Capture recording / Stratoshark
Forensics with Falco

🔗https://github.com/falcosecurity/falco/issues/3595 -🔗 https://stratoshark.org/

Falco 0.42

https://stratoshark.org
https://github.com/falcosecurity/falco/issues/3595
https://github.com/falcosecurity/libs/issues/2588


Drop enter initiative
Performance matters

• Lighter Kernel instrumentation (up to 
20% latency reduction)

• Kernel events reduced by ½ (up to 
30% less Falco CPU usage)

• evt.dir now deprecated

🔗https://github.com/falcosecurity/libs/issues/2588

Falco 0.42

https://github.com/falcosecurity/libs/issues/2588


Feathering the Nest

• Falco 0.42

• Plugin event schema versioning

• Thread table auto-purging configuration

• Static fields

• Falco 0.43

• Container plugin performance and stability improvements

• Deprecated gRPC output and gVisor engine

• Scheduled maintenance: GPG key rotation

Other Key Changes

https://falco.org/blog/falco-0-42-0/
https://falco.org/blog/falco-0-43-0/


Falco Operator
Kubernetes-Native Deployment and Management for Falco 





Architecture Overview





Major Features and Improvements



Structured API types

Before (0.1.x) After (0.2.0)



Redesigned OCI Artifact API

Before (0.1.x) After (0.2.0)



Configmap Support

Rulesfiles Configs



Ecosystem Components





What’s Next 
Upcoming in Falco 0.44 and beyond



BPF Iterators

🔗https://github.com/falcosecurity/libs/issues/2879

• Improve information gathering 
performance over procfs scan

• Used for initialization of thread 
information and state recovery

struct bpf_iter__task_file {
    union {
        struct bpf_iter_meta  
*meta;
    };
    union {
        struct task_struct *task;
    };
    u32 fd;
    union {
        struct file *file;
    };
};

Falco 0.44

https://github.com/falcosecurity/libs/issues/2879


Multi-thread Support
Why do we need this?

🔗https://github.com/falcosecurity/falco/issues/3749

✔ Falco single-threaded event loop 
architecture, simple and blazingly fast

✘ Single event loop risks to be increasingly 
subject to saturation on high-core machines

Soon in Tech Preview

https://github.com/falcosecurity/falco/issues/3749


Multi-thread Support
Current single-threaded architecture

Soon in Tech Preview



Multi-thread Support
Proposed multi-threaded architecture

Soon in Tech Preview



What’s Next 
The Developer Experience



Falco LSP

🔗https://github.com/falcosecurity/falco-lsp - Version 0.1.1 (Incubating) - CLI available for Linux, macOS, Windows (amd64/arm64)

Language Tooling for Falco Rules

What it is
• Language Server Protocol implementation + CLI tool + VS Code Extension

• Real-time feedback while writing Falco rules, directly in your editor!

Key capabilities
• Real-time diagnostics: syntax errors, undefined macros/lists, unknown fields, source mismatches

• Context-aware code completion: fields, operators, macros, lists, priorities, sources

• Hover documentation for fields, macros, and lists

• Go-to-definition and find references across files

• Code formatting with falco-lang format

• Validation in CI pipelines with falco-lang validate

Soon on
VSCode Marketplace!

https://github.com/falcosecurity/falco-lsp


Falco for 
Coding 
Agents

Tech Preview

🔗https://github.com/leogr/coding-agents-kit

https://asciinema.org/a/857572


Community updates
We need you! ��



Contributor funding program

• Feature development grants to speed the delivery of new capabilities

• Contributor stipends to recognize and retain key contributors

• Technical writer stipends to improve both documentation and user 
experience

Sysdig Celebrates 10 Years of Falco with $70,000 Donation



Thank you!
Join Our Community and Reach Out to Us!

󰞵
#falco channel on   

kubernetes.slack.com

🤝
Community Calls
every 2 weeks on 

Wed
📨

cncf-falco-dev@lists.cncf.io

https://kubernetes.slack.com/archives/CMWH3EH32
https://kubernetes.slack.com/archives/CMWH3EH32
https://kubernetes.slack.com/archives/CMWH3EH32
https://github.com/falcosecurity/community?tab=readme-ov-file#community-calls
https://github.com/falcosecurity/community?tab=readme-ov-file#community-calls
https://github.com/falcosecurity/community?tab=readme-ov-file#community-calls
https://github.com/falcosecurity/community?tab=readme-ov-file#community-calls
https://lists.cncf.io/g/cncf-falco-dev
https://lists.cncf.io/g/cncf-falco-dev

