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It's 3 AM.
PagerDuty fires.



The Incident

A changedetection workload in your EKS cluster just spawned a reverse shell.

Your WAF flagged an SQL injection attempt 4 minutes ago.

Your eBPF agent detected an unexpected process: bash spawned from python.

Kubernetes audit logs show a ServiceAccount token request.

CloudTrail recorded a CreateLoginProfile call you never made.

Four tools. Four separate alerts. One incident nobody connected.

This is the problem we're here to solve.
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The Signal Landscape
What Each Layer Sees

WAF / Ingress

SQL injection in POST body to /api/update

eBPF / Runtime

python3 spawned bash (unexpected process tree)

Syscalls: execve, connect outside baseline

Kubernetes API

ServiceAccount token request, RBAC escalation

Cloud / IAM

CreateLoginProfile on resource demo-hack

The Gap

Each signal alone looks like noise.

The WAF team sees injection attempts daily.

The platform team sees process anomalies weekly.

The cloud team sees IAM events constantly.

Nobody connects the dots.

We don't lack signals.

We lack connected understanding.



What 'Normal' Looks Like
Every workload has a predictable behavioral envelope.

Our changedetection container- before the attack - had a clear profile:

Processes:  python3, pip  (nothing else)

Network:     outbound HTTPS to monitored URLs only

Syscalls:     read, write, openat, futex, epoll_wait

Files:           /app/datastore/*, /tmp/*

RBAC:          get pods, list services  (read-only)

Captured in an ApplicationProfile CRD. Derived from eBPF + K8s metadata.

Not ML magic. Declarative behavioral understanding.



The Attack Unfolds



The First Deviation

HTTP POST hits /api/update with a crafted payload.
The injection triggers code execution inside the container.

Process lineage:
python3 (1560805) → python3 (1560889) → sh (1576626) → python3 (1576627)

→ bash (1576628) → env, ls, python3 (recon) → uname (1577521)

This is not just a suspicious string.

It's a workload executing behavior outside its baseline:

• This process was never observed in the ApplicationProfile

• These syscalls (execve, connect) were never part of the profile

• A shell spawned from a web handler is never normal

A single deviation is not yet an incident. It becomes one when it connects.



The Full Attack Path

Attacker → POST Injection → Reverse Shell → Reconnaissance → SA Token Abuse → IAM CreateLoginProfile
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From Noise to Narrative

Cloud Application Detection & Response



CADR: Connecting the Dots

CADR is cross-layer correlation of existing open signals:

1.  Application signal  (HTTP injection attempt)

2.  eBPF runtime telemetry  (process tree, syscalls)

3.  Kubernetes context  (ServiceAccount, RBAC, pod identity)

4.  Cloud API trail  (IAM mutations in CloudTrail)

You're not adding new telemetry. You're connecting signals that already exist.

Without CADR:  4 separate low-confidence alerts, 4 dashboards, hours to investigate

With CADR:  1 high-confidence incident, full attack story, actionable context

This is no longer just a pod anomaly.

It's a cloud-level blast radius event.
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ApplicationProfile: The Behavioral Contract
A Kubernetes CRD that captures baseline workload behavior.

What It Records

Allowed processes: python3, pip

Allowed syscalls: read, write, openat, futex

Network destinations: 10.0.0.0/16:443

Filesystem access: /app/datastore/*, /tmp/*

Security posture: capabilities, seccomp

RBAC expectations: get, list, watch

How It Works

1. Learning phase: eBPF observes runtime

   behavior for N deployment cycles

2. Profile creation: behaviors codified as CRD

3. Deviation detection: any behavior outside

   the profile triggers an alert

Not ML magic. Declarative understanding.

Baseline + Deviation + Correlation = High-Confidence Detection



RemOps: Declarative Remediation
Why Teams Don't Automate Today

Fear of false positives breaking production.

No confidence in detection accuracy.

Remediation requires manual judgment.

Why CADR Changes This

Detection is contextual and workload-aware.

Baseline violations are high-confidence.

Response uses Kubernetes-native APIs.

If you trust your baseline,

you can trust your response.

The RemOps Toolkit

Rollback Deployment

  Revert to last known-good state

Patch NetworkPolicy

  Isolate compromised workload

Rotate ServiceAccount

  Invalidate stolen tokens

Apply SeccompProfile

  Restrict syscall surface

Trigger GitOps Reconciliation

  Ensure desired state matches live



Back to Our Incident

With CADR + RemOps in place:

3:00:00 AM  -  HTTP injection hits changedetection pod

3:00:01 AM  -  eBPF detects unexpected bash, flags ApplicationProfile violation

3:00:02 AM  -  CADR correlates injection + process tree + SA token request

3:00:03 AM  -  High-confidence incident created with full attack graph

3:00:04 AM  -  RemOps patches NetworkPolicy, isolating the pod

3:00:05 AM  -  RemOps rotates the ServiceAccount token

3:00:06 AM  -  Deployment rollback to known-good state

3:00:07 AM  -  SeccompProfile applied, restricting syscall surface

Injection to containment: 7 seconds.

No human in the loop. No war room. No stitching logs at 3 AM.

This isn't just responding to an incident. It's strengthening the workload.



The Full Pattern

1
OBSERVE

eBPF telemetry
Kubescape scans
K8s API audit

→

2
PROFILE

ApplicationProfile
CRD baseline
Behavioral envelope

→

3
CORRELATE

Cross-layer graph
Attack story
Blast radius

→

4
RESPOND

RemOps actions
SeccompProfile
GitOps reconcile

Cloud-native systems are declarative. Detection and response must be declarative too.

An architecture for cloud-native defense. Not a product - a pattern.



Built on Open, Composable Components
This is a pattern, not a product.

Kubescape  (CNCF Incubated)

  Posture management, configuration scanning, ApplicationProfile CRD

Inspektor Gadget  (eBPF Tracing)

  Runtime telemetry, process monitoring, network observability

Kubernetes APIs  (Native)

  CRDs, admission control, RBAC, NetworkPolicy, SeccompProfile

GitOps  (Argo CD / Flux)

  Declarative reconciliation, drift detection, rollback

No proprietary enforcement plane. No black-box agents.



Thank You
Rotem Refael  |  rotem@armosec.io
Gal Gibli  |  Independent

github.com/kubescape  |  kubescape.io


