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The Problems We’re Solving @
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e Traditional APl Gateways Fall Short for LLM Traffic
e Multi-Provider Integration Complexity
e Operational & Governance Gaps

e Lack of Open, Collaborative Solutions
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Envoy Al Gateway is an open source project for using Envoy Gateway to
handle request traffic from application clients to GenAl services.

Get Started View on GitHub




Key Objectives

e Provide a unified layer for routing and managing LLM/AI traffic
e Support automatic failover mechanisms to ensure reliability

e Ensure end-to-end security, including upstream authorization for
LLM/AI traffic

e Implement a policy framework to support usage limiting use cases

e Foster an open-source community to address GenAl-specific routing
and quality of service needs
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Nov 2024 : Feb 2025 : Nov 2025 : Mar 2026 :
y S S

Project Inception  Initial Release Production Ready Cost Management

Proposal Unified API for LLM Providers  Extended Providers Integration Quota-Aware Routing

Met with community Upstream Authentication Observability Prompt Caching
Token-based Rate Limiting MCP Support Batch Processing

Traffic Management
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Envoy Al Gateway Core Features Q) envoycon

e Unified APIs

o  OpenAl format for non-OpenAl providers
o OpenResponses Compatible
o Request/Response transformation

e Simplified Authentication
o APl Keys / OpenlD Connect / Microsoft Entra ID / GCP Workload Federation

e Token-based Rate Limiting

e Cross-Provider/Region Fallbacks
o  OpenAl -> Azure -> Self-Hosted
o GCP Vertex Al -> AWS Bedrock

e LLM Observability



Envoy Al Gateway CRDs Stable

Envoy Al Gateway CRDs are vibetal stable & & &l
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Cost Optimization - Quota-Aware Routing @"”

e Quota-Aware Routing
o  Provisioned Throughput (PT)
o On-Demand (OD)

e Quota Fallback
o Route to highest-priority back-end with available quota
o If all PT backends exceeded, route to OD backends

e Quota Policy
o Track backend quota capacity type and size



Cost Optimization - Quota-Aware Routing

apiVersion: ai-gateway.envoyproxy.io/vialpha1
kind:
metadata:
name: aws-claude-pt-us-east-1
namespace: ai-gateway
spec:
backendRef:
name: bedrock-us-east-1
port: 443

)
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apiVersion: ai-gateway.envoyproxy.io/vialpha1
kind:
metadata:
name: aws-bedrock-model-quota
namespace: ai-gateway
spec:
perModelQuota:
- modelName: claude-sonnet-4
rules:
- clientSelectors:
- headers:
- name: service_tier
value: reserved
quotaValue:
limit: 1M
duration: 30s
- clientSelectors:
- headers:
- name: service_tier
value: default

quotaValue:
limit: 2M
T~ duration: 60s
targetRef:

name: bedrock-us-east-1




Cost Optimization - Quota-Aware Routing &J gnvoycon
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ExtProc ° Extract model name
Filter
Rate
Limit/Quota e  Check per backend quota
Filter ° Populate quota mode violation info in dynamic metadata

° Exclude backend that fails quota check per
Envoy metadata value
Router ° Route to highest-priority backend with available
quota




Cost Optimization - Context Caching

e Implicit Context Caching

e EXxplicit Context Caching
o e.g., Gemini Context Caching



Cost Optimization - Context Caching EJ gnveycon
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Response (OpenAl format) Response (usage metadata)

<

i POST /v1/chat/completion i i i
: > : :
l ith cach trol l l l
! (with cache_control) ! POST /v1/chat/completion ! !
1 = 1
i i X-Cache-Region: us-central1 i i
| ¢ : |
E . {cache_content: “<locationRef>", ...} E
E E E POST generateContent E
| | . g
E E E (with cached_content) E
| - | ;

(with cache_tokens)



Cost Optimization - Batch Processing U gnyoycon

e Batch Processing
Large-scale workloads
Higher throughput limit
Time-insensitive workload
Cost discount

APls
m /viffiles
m /vi1/batches

O O O O O



Extended APIs - Responses API

o Stateful API
e Designed for agentic workflows
e Context management

e OpenResponses API compatible

&
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# Turn 1 — store the response
curl SGATEWAY _URL/v1/responses \
-H "Authorization: Bearer $TOKEN" \
-H "Content-Type: application/json" \
-d ¥
"model": "gpt-5.1",
"input": "My name is Alice and | live in Paris.",
"store": true,
"context_management": "auto"
y
# Returns: "id": "resp_abc123"

# Turn 2 — reference previous response
curl SGATEWAY_URL/v1/responses \
-H "Authorization: Bearer $TOKEN" \
-H "Content-Type: application/json" \
-d ¥
"model": "gpt-5.1",
"input": "Where do | live?",
"previous_response_id": "resp_abc123",
"store": true,
"context_management": "auto"




Extended APIs - Embeddings API QJ envoycon

e RAG - Retrieval Augmented Generation
o /v1l/embeddings
o /v1/rerank



Extended APIs - Multimodal & envoycon

e Multimodal
o Text-to-speech
m /v1/audio/speech
o |mage generation
m /vl/images/generations



Performance Highlights

e Data Plane
o Millisecond-level performance

e Control Plane
o Scale to 2,000 Al Gateway routes
o Zero routing failure

o Minimal resource consumption increase
m default gRPC message size 4MB -> 25 MB



Community / Join us!

e Website: hitps://aigateway.envoyproxy.io/

e GitHub: https://github.com/envoyproxy/ai-gateway

e Envoy/ CNCF Slack: #envoy-ai-gateway


https://aigateway.envoyproxy.io/
https://github.com/envoyproxy/ai-gateway

