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Kubernetes SIG Security
Making Kubernetes more secure, together!



SIG Security Docs



What is SIG Security Docs

SIG Security Docs works across SIGs
to improve the security content of 

Kubernetes documentation, as well as 
independently create security docs in the 

form of concepts/blogs



OWASP Kubernetes Top Ten



OWASP Kubernetes Top 10



Third-Party Audit



What is SIG Third Party Audit

SIG Security Audit subproject helps run 
regular 3rd party audits



Issue Tracking and 
Labelling



We’ve Completed Another 
Audit
Huge thanks to Shielder for the hard work



Defining Scope

65 stable features graduated 
between v1.24 and v1.31��

Asked SIGs��2.5 million lines of code❗

External Audit Roadmap
k/sig-security��Alternate audit scope 

core and non-core��
93 features / areas
initially identified 🔍

https://github.com/kubernetes/sig-security/blob/main/sig-security-external-audit/security-audit-2025/RFP.md📑 ��

https://github.com/kubernetes/sig-security/blob/main/sig-security-external-audit/security-audit-2025/RFP.md


Defining Scope

Cluster API 
Pod Security Admission 
Multiple Windows Components: main 
repository and csi-proxy
Konnectivity 
Shared Public Cloud Library 
Credential Provider Plugin 
Image Builder 
CEL for Admission Control / 
ValidatingAdmissionPolicy & CRD Validation 
Expression 

Ephemeral Containers 
Cgroups v2 
Seccomp By Default 
Node Topology Manager 
Third Party Device Monitoring Plugins 
AppArmor Support 
Local Ephemeral Storage Capacity Isolation b8
Cleaning Up iptables Chain Ownership 
kOps



Security Response Committee



…what IS a vulnerability?



Sometimes it’s a feature!



Reporting and Scoring



CVSS Scoring



SIG Security Tooling



What is SIG Security Tooling?

SIG Security Tooling makes Kubernetes 
more secure with code that is community 
maintained with other SIGs.



Official CVE Feed & Snyk Scanning



New tooling working with the SRC



New tooling working with the SRC



New tooling working with the SRC



New tooling working with the SRC



Disclosure of updates to old CVEs



Shout-outs to SIG Security Tooling Contributors

Shout-outs to our contributors:
- Arivappa
- Sherine
- Eric
- Pushkar
- Tabitha



Become a tooling contributor!

We meet 
every two 
weeks on 
Fridays at 
17:00 
CET.



Get Involved!




