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Happy 10th Birthday Cilium!



One Decade in Where Are We?
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Only Graduated Networking Project



1.19 Networking & Service Mesh

● Ztunnel integration for native mTLS
● Gateway API v1.4 support and GRPCRoute
● IPv6 support for L2 announcements and dual stack 

tunneling
● Move to the v2 BGP APIs
● Multi Pool IPAM with IPsec and direct routing



1.19 Security & Observability

● Ztunnel integration for native mTLS
● DNS policy wildcards for multi level subdomains
● Host firewall now supports VRRP and IGMP
● IP packet tracing
● Hubble flow log aggregation

● Helm charts available via OCI registries



Industry Standard CNI (97 case studies)



Cilium @ Celonis

Marcelo Mello, Celonis



Who am I and What we DO?

Marcelo Mello, Platform Engineer @ Celonis

~ 30 Platform Engineers Globally

     > 20 offices worldwide



We're Celonis

Process 
Analysis
Process visualization, 
dashboarding

Process
Improvement
Alerts & automation creation, 
orchestration, prebuilt apps

Process 
Monitoring
Model-based adherence 
checking, value reporting

Process
Management
Process modeling, enablement, 
knowledge distribution

AI Copilots, recommendations, prebuilt and custom algorithms

Process Intelligence 
Graph

Process Digital Twin Business Context
API

External
Platforms 
& Solutions

Any Data Source
ERP | Celonis Task Mining | Cloud System | Data Warehouse | Custom App | …

We help companies find and capture business value in their processes, enabling them to perform at levels they 
never thought possible



Celonis Infrastructure

● Multi-Cloud

● ~ 3.5 TB Daily Bandwidth

● ~ 360M Daily Requests

● > 160 clusters



Cilium - Why

● Fragmented K8s Landscape 

● Inconsistent CNIs

● Different mTLS

● Visibility Blind Spots



Cilium Journey - Zero Downtime

1

Cilium Migration 
Started 2024

2

AWS CNI

3

Hybrid Mode

AWS CNI + Cilium

4

Drain + Rollout

5

Exclusive Mode

Cilium + Kube Proxy Free



Troubleshooting



For more….

                https://www.celonis.com/blog



Cloud Native 
Runtime Security with Tetragon
Paul Arah, Isovalent@Cisco



The Backstory - Tetragon

● Synchronous eBPF monitoring, 
filtering & enforcement 
completely with eBPF

● Overall efficiency of eBPF 
(comparison to existing user space 
tools & kernel modules)

● Kubernetes Identity Aware in 
eBPF Runtime Security Policies

● eBPF-based Observability to 
monitor everything on the Linux 
kernel.

● eBPF-based inline Enforcement 



The Birth 

● 6145k commits 
● 4.5k Github Stars
● 159 Contributors 
● v1.0 release in Oct 2023



Setting the Standard for Cloud Native 
Runtime Security

● Full process lifecycle execution 
monitoring 

● Filename access monitoring 
● Network Observability 
● OS integrity monitoring 
● Capabilities and Privileges monitoring 



The Journey So Far

● Kubernetes identity-aware policies

● Redaction filters

● CRI-O runtime hooks support

● Persistent enforcement

● Improved child process visibility

● Containerd support

● Attribute resolution

● Event throttling 

● Wider support for userspace hooks (Uprobes & USDTs)



Where Are We Headed To?

“Just as Kubernetes brought standardization to 
application orchestration, Cilium brought standardization 
to container networking, and Tetragon brings a new 
standard to Kubernetes runtime security: one that is 
Kubernetes-native, highly performant, and built on the 
powerful foundation of eBPF”.



Cilium @ Microsoft

Neha Aggarwal, Microsoft



Journey so far

● Microsoft has been collaborating with cilium since 2023.

● Few notable upstream contributions.

○ Delegated IPAM support

○ Disk based network policies allow user to place network policy in host filesystem

○ HA DNS Proxy 

○ Hubble Dynamic Metrics

○ CES creation directly from pods, eliminating CEPs

● Co-chairing #sig-scalability.



Future

As Kubernetes' defacto CNI, Cilium's investments must double down on what the 
AI era demands, scale without compromise, security without negotiation.



Scale - Multi Cluster Enhancements

● No single cluster is enough — Cilium ClusterMesh federates 
networks across clusters without sacrificing performance or 
scale

● Hybrid Routing Mode (CFP-32810)

○ One-mode of routing lowers throughput.
○ Hybrid route provisions native-route when subnets are 

directly connected, encapsulate otherwise.

● Global Namespace — Filtered Export (CFP-39876)

○ ClusterMesh exports all endpoints and identities to 
every peer cluster, causing ~15 GB agent memory at 
scale (200 clusters, 15K endpoints each)

○ Selective export of cross-cluster service identities.
○ Namespace-level annotation

https://github.com/cilium/design-cfps/blob/main/cilium/CFP-32810-hybrid-routing-mode.md
https://github.com/cilium/design-cfps/blob/main/cilium/CFP-39876-clustermesh-filtered-export.md


Security - Encryption

Cilium today gives you identity or encryption — but not both, end-to-end. Closing 
this gap at the CNI layer is essential: why run two control planes when the 

platform CNI can own it?
Cilium zTunnel

*Joint effort by Microsoft and Isovalent



Cilium - ztunnel integration

● ztunnel is a Rust-based Layer 4 proxy, purpose-built by the 
Istio community to enable mutual TLS (mTLS).

● Cilium leverages ztunnel to introduce transparent mTLS into 
its existing datapath without disrupting workloads.

● This approach extends mTLS to deliver full pod-to-pod 
encryption, along with authentication (AuthN).

● It integrates with SPIRE, a SPIFFE-compliant runtime, to 
handle workload identity and act as the certificate authority.

● The solution is FIPS-compliant, ensuring adherence to 
stringent security standards.

Blog: Native mTLS for Cilium: Transparent Encryption Meets Cloud 
Native Identity with ztunnel

https://cilium.io/blog/2026/03/23/native-mtls-cilium/
https://cilium.io/blog/2026/03/23/native-mtls-cilium/


https://docs.google.com/file/d/1f7VwffL_CoViGlb-yCA4qb_Bfc4sJqhq/preview


Extending Further

● Enhancing security with Identity based policies
● Bring mTLS encryption onto Cilium Cluster Mesh
● And more…

Your contribution is required!



Community Updates

Bill Mulligan, Isovalent at Cisco



Cilium Developer Summit



New Books Out Now!



Case Studies



eBPF Whitepapers



eBPF Meetup Program



Developer Meetings
Cilium Weekly Developer Meeting
Every Wednesday, 08:00 US-Pacific

SIG Scalability Meeting
Fourth Thursday of the month, 08:00 PT

SIG Policy Meeting
Second Tuesday of every month, 08:00 PT

SIG Community Meeting
Monthly on the first Thursday at 8am PT

Monthly Tetragon community meetings, 2nd Mondays, 
6:00 pm Europe/Paris time




