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SBOM 
“A Software Bill of Materials (SBOM) is
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NTIA 
https://ntia.gov/SBOM

linkedin.com/in/housa @thomasvitale.com

https://ntia.gov/SBOM
http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com


SBOM as part of the build lifecycle
Using the CycloneDX Gradle plugin for Java

CycloneDX Gradle Plugin 
https://github.com/CycloneDX/cyclonedx-gradle-plugin  

linkedin.com/in/housa @thomasvitale.com

https://github.com/CycloneDX/cyclonedx-gradle-plugin
http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com


Managing Supply Chain Risks
OWASP Dependency Track

Dependency Track 
https://dependencytrack.org 

linkedin.com/in/housa @thomasvitale.com

https://dependencytrack.org/
http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com


To Production!
linkedin.com/in/housa @thomasvitale.com

http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com


Vulnerability Management

linkedin.com/in/housa @thomasvitale.com

http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com


linkedin.com/in/housa @thomasvitale.comlinkedin.com/in/housa @thomasvitale.com

NOPE

http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com
http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com










0 CVEs
linkedin.com/in/housa @thomasvitale.com

                 ?

http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com


https://daniel.haxx.se/blog/2025/07/14/death-by-a-thousand-slops/linkedin.com/in/housa @thomasvitale.com

https://daniel.haxx.se/blog/2025/07/14/death-by-a-thousand-slops/
http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com


https://hackerone.com/reports/2199174 linkedin.com/in/housa @thomasvitale.com

https://hackerone.com/reports/2199174
http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com


Managing Supply Chain Risks
OWASP Dependency Track

Dependency Track 
https://dependencytrack.org 

linkedin.com/in/housa @thomasvitale.com

https://dependencytrack.org/
http://linkedin.com/in/housa
https://bsky.app/profile/thomasvitale.com


SBOMs
What can we use them for?

Inventory of all 
software 

components

Validate the 
licenses for each 

component

Check for security 
vulnerabilities

Find outdated 
components

Verify integrity for 
each component
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VEX 
“Vulnerability Exploitability eXchange (VEX) is a 

vulnerability document designed to complement a 
Software Bill of Materials (SBOM) that informs 

users of a software product about the applicability 
of one or more vulnerability findings.”
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Do we really need 
COMPLIANCE? 
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Now more than ever!
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