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?

s that dog

Who'

He is Terry

3 Years old

Training for almost 3 years




Dog training and freedom

* Freedom isn’t the absence of rules
e (Clear boundaries create trust

e Strict training enables off-leash freedom




What is Helm?

A templating engine for Kubernetes manifests

apiVersion: vl

kind: ConfigMap apivVersion: vl

kind: ConfigMap

metadata:
name: goodboy metadata:
data: , name: goodboy
goodboy: {{ .Values.config.goodboy }H Hatas
T geedhoy: "Terry'|
00
config:

goodboy: "Terrylr




What is an OpenTelemetry Collector?

An agent that collects, transforms and forwards
telemetry signals

receivers:
otlp:
protocols:
grpc:
endpoint: 0.0.0.0:4317

exporters:
otlp:
endpoint: otelcol.observability.svc.cluster.local:443

service:
extensions: []
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [otlp]




Every field is a promise

Every value is a contract




It starts small

e Small Helm Chart 00

* Deploys 3 sets of pre-configured glolb/al:

collectors met/r/lcs .

traces:
 Global -> all collectors /] ...
logs:
* Config for individual signals //...




User request: existingSecret

* Users want to deploy their
own secrets
* They need a way to mount

existing secrets

)

00
global:
secrets:
ingestionKey: ""
imagePullSecret: ""
metrics:

useExistingSecret: ""
existingSecretName: ""
traces:

Ffeee
logs:
£f e

(g




Security request: externalSecrets

® ©
* Security: All secrets are kept —
sec;ets:.
in secret management b e o A

externalSecrets:

- enabled: "true"
SOIUth“S imagePullSecretPath: ""

e We use the External Secrets i e

useExistingSecret: ""
existingSecretName: ""
traces:
Operator T
logs:
If wns

g




Internal testing \

. global:
* Feature flags for internal secrets:
ingestionKey: ""
. imagePullSecret: ""
externalSecrets:
testing enabled: [true
7 e 1 P « NN

* Users have access to internal BOUNLSGCEPEAREIIG S ATse

metrics:
e e e useExistingSecret: "™
implementation details e itirose s
traces:
I ana
logs:
Il en

g




Flooded with edge cases

global:
secrets:

imagePullSecret: "" # testing only
ingestionSecret: "" # testing only
useExternalSecrets: true
externalSecretsProvider: "" # vault | aws | gcp
externalSecretsNamespace: ""
imagePullSecretPath: ""
ingestionSecretNamePath: ""
mountSecretAsFile: false
mountSecretAsEnv: true
allowInsecureSecrets: false
skipSecretValidation: false
legacySecretMode: false
legacySecretPrefix: "*

metrics:
secrets:
useExistingSecret:
inheritGlobalSecrets: true
allowPlaintextMetricsAuth: false

traces:
[l

logs:
I s




Incompatibility allowed to coexist

® O
* Auto-generated or pre- global:

secrets:
imagePullSecret: ""
: - ec e N

existing secret?

autoGenerateSecrets: true

[EiiizingSecretName: "Ingestion-secret” |

metrics:
7 e

e Should throw error

traces:
1] ses

logs:
I wiein




Version v1.0.x forever

* No breaking changes meant no real
fixes

* The config grew, but never healed

* Temporary decisions became
permanent

* Fear dictates the roadmap

~

- Fix edge case in secret resolution
— Improve compatibility
— Minor refactor

— Another fix
— Another exception
— Another workaround

4 4




Not testing the whole config matrix

Too many options to test manually
No automated coverage of
combinations

Bugs depended on configuration
shape

We stopped touching risky areas

featureA featureB featureC
v v v <—| tested

X X € <
X € X <
L € € X

r /

) Some checks were not successful
1 failing, 25 skipped, 166 successful checks




Commit history is the communication

® NO Changelog Comparing changes
Choose two branches to see what's changed or to start a new pull reguest. If you need to, you can also comps
o
No release nOtes 1  base:v0.62.0 ~ "L compare: v0.63.0 ~

e Users |eft to guess o 7 commits [ 7 files changed




Documentation replaced design

 Docs compensated for poor y
design
e Comments became the real API

e Misuse was expected’ then useExistingSecret: true

criticized , ’




Create boundaries

e Allowed configurations define
the contract

eEverything else is explicitly
rejected

oIf we accept it, we support it




Make invalid states unavailable

. . ~
 Mutually exclusive options

$ helm install otel ./chart -f values.yaml

enforced
Error: INSTALLATION FAILED:
Invalid configuration:

° Errors over Silent behavior — secret.source=external is incompatible

with legacySecretFallback

 Broken combinations fail fast , ,




Design for the user not the maintainer

Y,
e Users need to know what
happens not how it happens Ao e et SR
fallbackToSecretManager: true
 Hide implementation details

secretSource: kubernetes

* Internals remain changeable

J 4




Explicit over implicit defaults

 Defaults are visible and well
documented
secretSource: kubernetes ,

 Behavior never changes silently

* Same config = same outcome

4 4




Breaking changes are planned events

-
* Never fear breaking changes
. Deprecation _
 Communicate early and clearly T Wil1 be removed in va.p | rocated
° PrOVide migration paths —! lgge;ns;g:(fretFallback will be removed

lin the next major version

 Treat backwards compatibility as a bt = ...l chanee

— Removed legacySecretFallback

J J




Test the whole config matrix

* Test all combinations not just
default ones

 Don’t try to predict behavior

* All combinations should either

work or throw errors




Fail on unknown fields

e Helm ignores typos
g yp 00

* Field not recognised, reject it metrics:

) ) exprters: // <— typo
* Validate early, fail fast sendToCortex: true




Observability of the resolved config

* Users see what they configure,

-~
not what is getting applied
$ collector ——dump-config
. . receivers: otlp (grpc:4317, http:4318)
¢ PrO\"de d Way tO see the f|na| exporters: otlp (endpoint: tempo:4317)
secret: mounted from vault/otel-secret
merged config Y 4 Y 4

* Users should not require in depth

knowledge to debug




Upgrades must be boring

Upgrade guides
Config migration paths
Compatibility matrix between

config versions

# support Q0 ® e

SYSTEM system 10:05AM

s v1.2Is out!
This release ts now available.
Check the changelog for details.

8) @7 (&3
Stephen 10:05 AM -
 Upgraded, worked well. @

(@ Linda 10:07AM -
% general  Upgrade done, smooth sailing

+ Channel

# support

# general

# random

# product

@-273 @

# random

SYSTEM system 11:15 AM

@ @Q @ v1.3Is out!
This release ts now available.
o Check the changelog for details.

Kart 1115 AM -

Upgraded, zero issues!

Karl 11:15 AM - o 7 oF
~ Siooth upgrade @_}

) Alex 1116 AM -
~ Smooth upgrade CJ

()] Alex 11:15 AM -
~ Smooth upgrade (b




Boundaries enable freedom

* Not just for the users
* Not just for maintainers
 For the whole ecosystem

using that product
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